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DISTRIBUTION KIT

You can purchase the boxed version of Kaspersky Anti-Virus from our resellers, or purchase it from online stores, such
as the eStore section at http://www.kaspersky.com.

If you purchase the boxed version of the product, the package will include:
e Sealed envelope with the installation CD containing the program files and documentation in PDF format.
e User Guide in printed form (if this item has been included in the order), or Product Guide.
e Application key file attached to the installation CD envelope.
e Registration card (with serial number of the product).

e End user license agreement (EULA).
Before unsealing the installation CD envelope, carefully read through the EULA.

If you buy Kaspersky Anti-Virus from eStore, you will download the product from the Kaspersky Lab website; the present
User Guide is included with the installation package. You will be sent a key file by email after your payment has been
received.

END USER LICENSE AGRE EMENT (EULA)

The End User License Agreement is a legal agreement between you and Kaspersky Lab that specifies the terms under
which you may use the software you have purchased.

Read the EULA through carefully!
If you do not agree with the terms of the EULA, you can return your boxed product to the reseller from whom you
purchased it, and be reimbursed the amount you paid for the application, provided that the envelope containing the

installation disk is still sealed.

By opening the sealed envelope with the installation CD, you accept all the terms of the EULA.

SERVICES PROVIDED FOR  REGISTERED USERS

Kaspersky Lab offers an extensive service package to all legally registered users, thus enabling them to boost the
application's performance.
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After purchasing a license, you become a registered user and, during the period of your license, you will be provided with
the following services:

e hourly updates to the application databases and updates to the software package;

e support on issues related to the installation, configuration and use of the purchased software product. Services
will be provided by phone or by email;

e notifications about new Kaspersky Lab products and new viruses appearing worldwide. This service is available
to users who have subscribed to Kaspersky Lab news mailing at the Technical Support Service website
(http://support.kaspersky.com/subscribe/).

Support on issues related to the performance and the use of operating systems, third-party software, or other
technologies, is not provided.

H ARDWARE AND SOFTWARE SYSTEM REQUIREMENTS

For a proper functioning of Kaspersky Anti-Virus 6.0, the computer should meet these minimum requirements:
General requirements:
e 300 MB free hard drive space.

e  Microsoft Internet Explorer 6.0, or higher (for updating application databases and program modules via the
Internet).

e  Microsoft Windows Installer 2.0, or higher.

Microsoft Windows 2000 Professional (Service Pack 4 Rollupl), Microsoft Windows XP Professional (Service Pack 2, or
higher), Microsoft Windows XP Professional x64 (Service Pack 2, or higher):

e Intel Pentium 300 MHz 32-hit (x86) / 64-bit (x64) processor, or higher (or a compatible equivalent).
e 256 MB free RAM.

Microsoft Windows Vista Business / Enterprise / Ultimate (Service Pack 1, or higher), Microsoft Windows Vista Business /
Enterprise / Ultimate x64 (Service Pack 1, or higher), Microsoft Windows 7 Professional / Enterprise / Ultimate, Microsoft
Windows 7 Professional / Enterprise / Ultimate x64:

e Intel Pentium 800 MHz 32-hit (x86) / 64-bit (x64) processor, or higher (or a compatible equivalent).

e 512 MB free RAM.
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KASPERSKY ANTI -VIRUS 6.0 FOR
WINDOWS WORKSTATIONS MP4

Kaspersky Anti-Virus 6.0 for Windows Workstations MP4 is a new generation of data security products.

What really sets Kaspersky Anti-Virus 6.0 for Windows Workstations apart from other software, even from other
Kaspersky Lab's products, is the multifaceted approach to data security on the user's computer.

IN THIS SECTION

Obtaining information about the @PPIICALION ...........cueiiiiiiie e e e e e 13
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OBTAINING INFORMATION ABOUT THE APPLICATIO N

If you have any questions regarding purchasing, installing, or using Kaspersky Anti-Virus, answers are readily available.

Kaspersky Lab provides various sources of information about the application. You can choose the most suitable of them,
with regard to your question's importance and urgency.

IN THIS SECTION
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Contacting the TECNICAl SUPPOIT SEIVICE ........ueieiieeiiiiie ittt e ettt e e e e et e e e e e e e e e bbb e e e e e e e e s nbbbe e e e e e e e s anbnneeeeeas 14
Discussing Kaspersky Lab's applications on the Web fOrUM ... 15

SOURCES OF INFORMATIO N TO RESEARCHON YOU R OWN

You may refer to the following sources of information about the application:
e application page at the Kaspersky Lab website;
e application page at the Technical Support Service website (in the Knowledge Base);
e help system;
e documentation.
Application page at the Kaspersky Lab website

http://www.kaspersky.com/anti-virus_windows_workstation

This page will provide you with general information on the application, its features and options.
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Application page at the Technical Support Service website (Knowledge Base)

http://support.kaspersky.com/wks

On this page, you will find the articles created by Technical Support Service specialists.
These articles contain useful information, recommendations and FAQ on purchasing, installation and use of the
application. They are assorted by their subject, such as Managing key files, Setting database updates, or Eliminating
operation failures. The articles may provide answers to the questions that concern not only this application but the
other Kaspersky Lab products as well; they may also contain the news from Technical Support service.

Help system
The application installation package includes the full and context help file that contains the information about how to
manage the computer protection (view protection status, scan various computer areas for viruses, execute other

tasks), and the information on each application window such as the list of its proper settings and their description,
and the list of tasks to execute.

To open the help file, click the Help button in the required window, or press the <F1> key.
Documentation

Kaspersky Anti-Virus installation package includes the User Guide document (in .pdf format). This document
contains descriptions of the application's features and options as well as main operation algorithms.

CONTACTING THE SALES DEPARTME NT

If you have questions about selecting or purchasing the application or extending your license, please phone the Sales
Department in our Moscow Central Office, at:

+7 (495) 797-87-00, +7 (495) 645-79-39, +7 (495) 956-70-00
The service languages are Russian and English.

You can also send your questions to the Sales Department by email: sales@kaspersky.com.

CONTACTING THE TECHNICAL SUPPORT SERVICE

If you have already purchased Kaspersky Anti-Virus, you can obtain information about it from the Technical Support
service, either over the phone or via the Internet.

Technical Support service specialists will answer any of your questions about installing and using the application. They
will also help you eliminate the consequences of malware activities if your computer has been infected.

Before contacting the Technical Support Service, please read the Technical Support Terms and Conditions
(http://support.kaspersky.com/support/rules).

An email request to the Technical Support Service

You can send your question to the Technical Support Service specialists by filling out the Helpdesk web form
(http://support.kaspersky.com/helpdesk.html).

You can ask your question in Russian, English, German, French or Spanish.

In order to send an email request, you must indicate the customer ID obtained during the registration at the
Technical Support Service website along with the password.
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If you are not a registered user of Kaspersky Lab's applications yet, you can fill out a registration form at
https://support.kaspersky.com/en/personalcabinet/registration/form/. When registering, you will have to enter the
activation code or the name of your license key file.

The Technical Support Service will respond to your request in your Kaspersky Account
(https://support.kaspersky.com/en/PersonalCabinet) and by the email you have specified in your request.

Describe the problem you have encountered in the request web form providing as much detail as possible. Specify
the following in the mandatory fields:

e Request type. Select the subject that corresponds to the problem the most strictly, for example: Problem with
product installation/uninstallation, or Problem with searching/eliminating viruses. If you have not found an
appropriate topic, select "General Question".

e Application name and version number.
e Request text. Describe the problem you have encountered providing as much details as possible.

e Customer ID and password. Enter the client number and the password you have received during the
registration at the Technical Support service website.

e Email address. The Technical Support service will send an answer to your question to this email address.

Technical support by phone

If you have an urgent problem you can call your local Technical Support service. Before contacting Russian-
speaking (http://support.kaspersky.ru/support/support local) or international
(http://support.kaspersky.com/support/international) Technical Support specialists, please gather the information
(http://support.kaspersky.com/support/details) about your computer and the anti-virus application installed on it. This
will let our specialists help you more quickly.

DISCUSSING KASPERSKY LAB'SAPPLICATIONSONTH E WEBFORUM

If your question does not require an urgent answer, you can discuss it with Kaspersky Lab's specialists and other users in
our forum at http://forum.kaspersky.com.

In this forum you can view existing topics, leave your comments, create new topics and use the search engine.

WHAT 'S NEW IN K ASPERSKY ANTI-VIRUS 6.0 FOR
WINDOWS WORKSTATIONS MP4

Kaspersky Anti-Virus 6.0 is a comprehensive data protection tool. The application ensures not only anti-virus protection
but also protection against spam and network attacks. The application's components also enable users to protect their
computers from unknown threats and phishing, and to restrict users' access to the Internet.

The multifaceted protection covers all channels for data transfer and exchange. Flexible configuration provided for any
component lets users completely adapt Kaspersky Anti-Virus to their specific needs.

Let us take a closer look at the innovations in Kaspersky Anti-Virus 6.0.
New in protection:

e The new antivirus kernel that Kaspersky Anti-Virus uses detects malicious programs more effectively. The new
antivirus kernel is also significantly faster in scanning the system for viruses. This is the result of improved object
processing and optimized use of computer resources (particularly for dual or quad core processors).
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e A new heuristic analyzer has been implemented, providing more accurate detection and blocking of previously
unknown malicious programs. If a program's signature has not been found in anti-virus databases, the heuristic
analyzer simulates the launch of the program in an isolated virtual environment. This method is secure and
allows for analyzing all of the effects of a program before it runs in a real environment.

e The new Access Control component monitors users' access to external I/O devices, enabling administrators to
restrict access to external USB drives, multimedia devices, and other data storage devices.

e Significant improvements have been made to the Firewall component (the overall effectiveness of the
component has been improved and IPv6 support has been added) and Proactive Defense (the list of events
processed by the component has been expanded).

e The update procedure for the application has been improved. The computer now rarely needs to be restarted.
e The ability to scan ICQ and MSN traffic has been added, which ensures the safe use of IM clients.

New interface features:
e The interface makes the features of the program simple and easy to access.

e The interface has been redesigned with regard to the needs of administrators of small to midsized networks as
well as administrators of large corporate networks.

New features in Kaspersky Administration Kit:

e Kaspersky Administration Kit makes management of a company's antivirus protection systems easy and simple.
Administrators can use the application to manage protection centrally for a corporate network of any size, with
tens of thousands of nodes, including remote and mobile users.

e A feature has been added that enables remote installation of the application with the latest version of the
application databases.

e Management of the application when installed on a remote computer has been improved (policy structure has
been redesigned).

e The Anti-Spam and Anti-Spy components can now be managed remotely.
e A feature has been added that allows to use an existing application configuration file when creating a policy.

e Another important feature is realized in option of creating specific configurations for mobile users when
configuring group update tasks.

e  One more feature has been implemented that allows to disable temporarily policy actions and group tasks for
client computers with the application installed (after entering the correct password).

WHAT KASPERSKY ANTI-VIRUS DEFENSEISBUIL TON

Kaspersky Anti-Virus protection is built with the sources of threats in mind. In other words, each threat is dealt with by a
separate application component that monitors it and takes the necessary actions to prevent malicious impact of that
source on the user's data. This makes setup flexible, with easy configuration options for all components, which can be
tailored to the needs of a specific user or the business as a whole.

Kaspersky Anti-Virus includes:

e Protection Components (on page 17) that provide defense that covers all channels of data transmission and
exchange on your computer in real-time mode.

e Virus Scan Tasks (on page 18), with which the computer or separate files, folders, disks, or areas are scanned
for viruses.
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e Update (on page 18) that ensures the up-to-date status of the internal application modules and the databases
used to detect malicious programs, network attacks, and spam messages.

e  Support features (see section "Application support features" on page 18) provide information support for working
with the application and expanding its capabilities.

PROTECTION COMPONENTS

The following protection components provide defense for your computer in real time:
File Anti-Virus (see page 43)

File Anti-Virus monitors the file system of the computer. It scans all files that can be opened, executed or saved on
your computer and all attached disk drives. Kaspersky Anti-Virus intercepts each attempt to access a file and scans
such file for known viruses. The file can only be processed further if the file is not infected or is successfully treated
by the application. If a file cannot be disinfected for any reason, it will be deleted, with a copy of the file saved in
backup, or moved to quarantine.

Mail Anti-Virus (see page 54)

Mail Anti-Virus scans all incoming and outgoing email messages on your computer. It analyzes emails for malicious
programs. The email is available to the addressee only if it does not contain dangerous objects. The component also
analyzes email messages to detect phishing.

Web Anti-Virus (see page 63)

Web Anti-Virus intercepts and blocks scripts on websites if they impose a threat. All HTTP traffic is subject to careful
inspection. The component also analyzes web pages to detect phishing.

Proactive Defense (see page 70)

Proactive Defense allows detecting a new malicious program before it performs its malicious activity. The component
is designed around monitoring and analyzing the behavior of all applications installed on your computer. Judging by
the actions executed by an application, Kaspersky Anti-Virus makes a decision if the application is potentially
dangerous. So your computer is protected not only from known viruses, but from new ones as well that still have not
been discovered.

Anti-Spy (see page 80)

Anti-Spy tracks the unauthorized advertising (banner ads, pop-up windows), intercepts the dialers attempting to
establish a connection with pay-per-use websites, and block them.

Anti-Hacker (see page 84)

Anti-Hacker protects your computer while working on the Internet and other networks. It monitors inbound and
outbound connections and scans ports and data packets.

Anti-Spam (see page 100)

Anti-Spam integrates into the mail client installed on your computer, and monitors all incoming email messages for
spam. All messages containing spam are marked with a special header. The option of configuring Anti-Spam for
spam processing (deleting automatically, moving to a special folder, etc.) is also provided. The component also
analyzes email messages to detect phishing.

Device Control (see page 118)

The component is designed to monitor the users' access to external devices installed on the computer. It limits the
application's access to external devices (USB, Firewire, Bluetooth, etc.).
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VIRUS SCAN TASKS

It is extremely important to scan your computer for viruses periodically. This is necessary in order to rule out the
possibility of spreading malicious programs that have not been discovered by protection components because, for
example, the security level had been set at low, or for other reasons.
The following virus scan tasks are included in Kaspersky Anti-Virus:
Scan

Scan of objects selected by the user. You can scan any object in the computer's file system.

Full Scan

A thorough scan of the entire system. The following objects are scanned by default: system memory, programs
loaded at startup, system backup, email databases, hard drives, removable storage media, and network drives.

Quick Scan

Virus scan of operating system startup objects.

U PDATE

To block any network attack, delete a virus or other malicious program, Kaspersky Anti-Virus should be regularly
updated. The Update component is designed for that purpose. It handles the update of databases and modules used by
the application.

The update distribution service allows saving database updates and program modules downloaded from Kaspersky Lab
servers to a local folder and then granting access to them to other computers on the network to save network traffic.

SUPPORT FEATURESOF T HE APPLICATION

Kaspersky Anti-Virus includes a number of support features. They are designed to keep the application up-to-date, to
expand its capabilities, and to assist you in using the application.

Data files and reports

When using the application, each protection component, scan task and application update creates a report. It
contains the information about performed activities and the results; with them, you will be able to learn the details of
how any Kaspersky Anti-Virus component works. Should problems arise, you can send the reports to Kaspersky Lab
so that our specialists can study the situation in greater depth and help you as quickly as possible.

Kaspersky Anti-Virus moves all files suspected of being dangerous, to the special storage area called Quarantine.
They are stored there in an encrypted form as to avoid infecting the computer. You can scan these objects for
viruses, restore them to their previous locations, delete them, or place files to quarantine on your own. All files that
turn out to be not infected upon completion of the virus scan, are automatically restored to their former locations.

The Backup holds copies of files disinfected and deleted by Kaspersky Anti-Virus. These copies are created so that
you can restore the files or a picture of their infection, if necessary. The backup copies of the files are also stored in
an encrypted form to avoid further infections.

You can restore a file from the backup copy to the original location and delete the copy.
Rescue Disk

Rescue Disk is designed to scan and disinfect infected x86-compatible computers. It should be used when the
infection is at such level that it is deemed impossible to disinfect the computer using anti-virus applications or
malware removal utilities.
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License

When you purchase Kaspersky Anti-Virus, you enter into a license agreement with Kaspersky Lab which governs the
use of the application, and your access to application database updates and Technical Support for a specified period

of time. The term of use and other information required for the application's full functionality are provided in the
license.

Using the License function, you can obtain detailed information about your current license, purchase a new license,
or renew the existing one.

Support

All registered Kaspersky Anti-Virus users can take advantage of our Technical Support Service. To see the
information about where to receive technical support, use the Support function.

Using the following links, you can access the Kaspersky Lab product users' forum, send an error report to Technical
Support, or give application feedback by filling in a special online form.

You also have access to the online Technical Support and Personal User Cabinet Services. Our personnel are
always happy to provide you with telephone support about Kaspersky Anti-Virus.
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Kaspersky Anti-Virus 6.0 for Windows Workstations MP4 can be installed on a computer in several ways:

e |ocal installation i application installation on a single computer. Direct access to that computer is required for the
installation to run and complete. Local installation can be carried out in one of the following modes:

e interactive mode, using the application installation wizard (see section "Installation using the Installation
Wizard" on page 20); this mode requires the participation from the user when installing;

e non-interactive mode in which the application installation is launched from the command line and does not
require the participation from the user when installing (see section "Application installation from command
line" on page 24).

e remote installation i application installation on networked computers managed remotely from an administrator's
workstation using the following:

o Kaspersky Administration Kit software set (see Kaspersky Administration Kit Deployment Guide);

e group domain policies of Microsoft Windows Server 2000/2003 (see section "Installation from Group Policy
Object editor" on page 24).

Before Kaspersky Anti-Virus installation begins (including remote one), it is recommended to close all active applications.
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INSTALLATION USING TH E INSTALLATION WIZARD

To install Kaspersky Anti-Virus on your computer, run the installation file on the product CD.

Installing the application from the installation file downloaded via the Internet, is identical to installing the application from
the CD.

The setup program is implemented as a standard Windows wizard. Each window contains a set of buttons to control the
installation process. Provided below is the brief description of their purpose:

e Nexti accept the action and go to the next step in the installation procedure.
e Back i return to the previous step in the installation procedure.

e Cancel i cancel the installation.

e Finish 1 complete the application installation procedure.

A detailed discussion of each step of the package installation is provided below.
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STEP 1. VERIFYING THATTHESY STEM MEETS THE INSTA  LLATION
REQUIREMENTS

Before installing Kaspersky Anti-Virus on the computer, the wizard will verify that the computer meets the minimum
requirements. It will also verify that you have the rights required to install software.

If any of the requirements is not met, the corresponding notice will be displayed on the screen. We recommend that you
install any required updates using the Windows Update service, and the required programs, before attempting to install
Kaspersky Anti-Virus again.

STEP 2. INSTALLATION START WI NDOW

If your system meets the implied requirements completely, immediately after the installation file is launched, the start
window will open on the screen displaying the information on the start of Kaspersky Anti-Virus installation.

To proceed with the installation, click the Next button. To cancel the installation, click the Cancel button.

STEP 3. VIEWING THE LICENSE AGREEMENT

The application's next dialog box contains the license agreement between you and Kaspersky Lab. Read it carefully, and
if you agree with all terms and conditions of the agreement, select the ®) accept the terms of the License Agreement
option and click the Next button. The installation will continue.

To cancel the installation, click the Cancel button.

STEP 4. SELECTING INSTALLATIO N FOLDER

Next step of Kaspersky Anti-Virus installation defines the folder to install the application in. The default path is as follows:

e <Drive> - Program Files — Kaspersky Lab — Kaspersky Anti-Virus 6.0 for Windows Workstations
MP4 7 for 32-bit systems.

e <Drive>—>Pr ogr am Fi-bI€aspersky8db)> Kaspersky Anti-Virus 6.0 for Windows Workstations
MP4 i for 64-bit systems.

You can specify a different folder by clicking the Browse button and selecting a folder in the standard folder selection
wi ndow, or by entering the folderds path in the entry field

Please note that if you manually enter the full path to the installation folder, its length should not exceed 200 characters,
and the path should not contain special characters.

To proceed with the installation, click the Next button.

STEP 5. USING APPLICATION SET  TINGS SAVED AFTERPR  EVIOUS
INSTALLATION

At this step, you will be offered to specify if you wish to use protection settings, application databases and Anti-Spam
database in application's operation if those objects have been saved on your computer after the previous version of
Kaspersky Anti-Virus 6.0 had been removed.

Let us take a closer look at how to enable the features described above.
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If a previous version (build) of Kaspersky Anti-Virus had been installed on your computer, and you have saved the
application databases after it had been removed, then you can integrate them into the version you are installing. To do
so, check the [¥] Application databases box. Application databases included in the installation package will not be
copied on the computer.

To use the protection settings that you have modified in a previous version and saved on your computer, check the
Application settings box.

Itis also recommended to use the Anti-Spam database if it has been saved after the previous version of the application

had been removed. This will allow you to skip the procedure of Anti-Spam training. To consider the database you have
created earlier, check the ¥ Anti-Spam databases box.

STEP 6. SELECTING THE TYPE OF THE INSTALLATION

At this step, you should define the completeness of application installation. There are two installation options:

Complete. In this case, all components of Kaspersky Anti-Virus will be installed on your computer. To get
acquainted with further steps of the installation, please refer to Step 8.

Custom. In this case, you will be offered to select which of the application components you wish to install. For more
details see Step 7.

To select the installation mode, click the corresponding button.

STEP 7. SELECTING APPLICATION COMPONENTS FOR THE
INSTALLATION

This step will be performed only if you selected the Custom installation option.

Before starting the custom installation, you should select which of Kaspersky Anti-Virus components you wish to install.
By default, all protection components, virus scan component, and Network Agent connector to manage the application
remotely via Kaspersky Administration Kit, are selected for the installation.

To select a component for further installation, you should open the menu by left-clicking on the icon next to the
component name and select the This feature will be installed on the local hard drive item. The lower part of this
installation program window displays the information about which type of protection is provided by the component you
have selected, and how much storage space is required for its installation.

For detailed information about available disk space on your computer, click the Volume button. The information will be
displayed in the window that will open.

To cancel the component installation, select the This feature will become unavailable option from the context menu.
Note that if you cancel installation of any component, you will not be protected against a number of hazardous programs.

When you have finished selecting components to be installed, click the Next button. To return to the default list of
components to be installed, click the Reset button.

STEP 8. DISABLING MICROSOFT WINDOWS FIREWALL

This step should be executed only if Kaspersky Anti-Virus is being installed on a computer where the firewall is enabled,
and where Anti-Hacker is one of the components to be installed.
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At this step of Kaspersky Anti-Virus installation, you will be offered to disable the Microsoft Windows firewall, since the
Anti-Hacker component making part of Kaspersky Anti-Virus ensures complete protection for your network activity, and
there is no need to build an additional protection within the operating system itself.

If you want to use Anti-Hacker as the main protection tool for network activity, click the Next button. Microsoft Windows
firewall will be disabled automatically.

If you want to protect your computer with Microsoft Windows firewall, select the ® Keep Windows Firewall enabled
option. In this case, the Anti-Hacker component will be installed but disabled to avoid conflicts in operation of
applications.

STEP 9. SEARCHING FOROTHERA  NTI -VIRUS APPLICATIONS

At this step, the wizard searches for otheranti-vi r us programs, including other Kaspers}k
conflict with Kaspersky Anti-Virus.

If any anti-virus applications are detected on your computer, they will be listed on the screen. You will be offered to
uninstall them before you proceed with the installation.

You can choose whether to remove them automatically or manually, using the controls located below the list of detected
anti-virus programs.

To proceed with the installation, click the Next button.

STEP 10. FINAL PREPARATION FOR INSTALLATION

This step completes the preparation for installing the application on your computer.

At the initial installation of Kaspersky Anti-Virus 6.0, it is recommended not to uncheck the [ Protect the installation
process box. The enabled protection allows for performing the correct procedure of installation rollback if some errors
occur during the application installation. When you retry the installation of an application, we recommend that you
uncheck this box.

If the application is being remotely installed using Windows Remote Desktop, you are advised to uncheck the

Protect the installation process box. Otherwise, the installation procedure may be carried out incorrectly or not
completed at all.

To proceed with the installation, click the Install button.

When installing Kaspersky Anti-Virus components, which intercept network traffic, current network connections are
terminated. The majority of terminated connections will be restored in due course.

STEP 11. COMPLETING THE INSTAL  LATION

The Installation complete window contains information on completing the installation of Kaspersky Anti-Virus on your
computer.

To run the Initial Configuration Wizard, click the Next button.

If a reboot is required for the installation to complete successfully, the special notification will be displayed on the screen.
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APPLICATION INSTALLAT ION FROM THE COMMAND LINE

® To install Kaspersky Anti-Virus 6.0 for Windows Workstations MP4, type the following in the command line:

msiexec /i <package_name>

The installation wizard will run (see section "Installation using the Installation Wizard" on page 20). When the application
is installed, the reboot is required.

® To install the application in non-interactive mode (without launching the installation wizard), type the following:
msiexec /i <package_name> /gn

In this case, the computer should be rebooted manually when the application installation is complete. To reboot the
computer automatically, type the following in the command line:

msiexec /i <package_name> ALLOWREBOOT=1 /gn

Note that the automatic reboot can only be done in the non-interactive installation mode (with the /gn key).

®» To install the application with a password, which confirms the right to remove the application, type the following:
msiexec /i <package_name> KLUNINSTPASSWD=r***** T when installing the application in interactive mode;

msiexec /i <package_name> KLUNINSTPASSWD=****** [gn T when installing the application in non-
interactive mode without rebooting the computer;

msiexec /i <package_name> KLUNINSTPASSWD=*****x A] | OWREBOOT=1 /gn T when installing the
application in non-interactive mode and then rebooting the computer.

When installing Kaspersky Anti-Virus in non-interactive mode, the setup.ini file reading is supported (see page 25); the
file contains general settings for the installation of the application, install.cfg configuration file (see section "Import of
protection settings" on page 197), and license key file. Note that those files should be located in the same folder as
Kaspersky Anti-Virus installation package.

INSTALLATION FROM GROUP PoLicy OBJECT EDITOR

Using Group Policy Object editor you can install, update and remove Kaspersky Anti-Virus on enterprise workstations
making part of the domain, without using Kaspersky Administration Kit.

INSTALLING THE APPLIC  ATION

®» To install Kaspersky Anti-Virus, please do the following:

1. Create a shared network folder on the computer functioning as domain controller, and place Kaspersky Anti-
Virus installation package in the .msi format in it.

Additionally, in this directory you can place the setup.ini file (see page 25), which contains the list of settings for
Kaspersky Anti-Virus installation, the install.cfg configuration file (see section "Import of protection settings" on
page 197), and a license key file.

2. Open Group Policy Object editor fromthestandard{ { # consol e (for detailed infor m:
this editor please refer to Microsoft Windows Server help system).

3. Create a new package. To do so, select Group Policy Object / Computer configuration/ Program
configuration / Software installation from the console tree, and use the Create / Package command from the
context menu.
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In the window that will open, specify the path to the shared network folder that stores Kaspersky Anti-Virus
installation package. In the Program deployment dialog box, select the Assigned setting, and click the OK
button.

The group policy will be applied to each workstation at the next registration of computers in the domain. As a result,
Kaspersky Anti-Virus will be installed on all computers.

DESCRIPTION OF SETUP  .INIFl LE SETTINGS

The setup.ini file located in the directory of Kaspersky Anti-Virus installation package, is used when installing the
application in non-interactive mode from the command line or Group Policy Object editor. This file includes the following
settings:

[Setup] i general settings for application installation.

e InstallDir=<path to application installation folder>.

e Reboot=yes|no i defines whether the computer should reboot when the application installation is complete, or
not (reboot does not run by default).

e SelfProtection=yes|no i defines if Kaspersky Anti-Virus Self-Defense should be enabled during the installation
(Self-Defense is enabled by default).

e NoKLIM5=yes|no i defines if the installation of Kaspersky Anti-Virus network drivers should be cancelled at the
application installation (drivers are installed by default). Kaspersky Anti-Virus network drivers of NDIS type,
which intercept the network traffic for such application components as Anti-Hacker, Mail Anti-Virus, Web Anti-
Virus, and Anti-Spam, may cause conflicts with other applications or devices installed on the user's computer.
You can skip the installation of network drivers on computers running under Microsoft Windows XP or Microsoft
Windows 2000 to avoid probable conflicts.

This option in not available on computers running under Microsoft Windows XP x64 Edition or Microsoft Vista.

[Components] i selection of application components to be installed. If no component is specified, the application will be
installed completely. If at least one component is specified, the components that have not been listed will not be installed.

e FileMonitor=yes|no T File Anti-Virus component installation.

e MailMonitor=yes|no i Mail Anti-Virus component installation.

e WebMonitor=yes|no i Web Anti-Virus component installation.

e ProactiveDefence=yes|no i Proactive Defense component installation.
e AntiSpy=yes|no i Anti-Spy component installation.

e AntiHacker=yes|no i Anti-Hacker component installation.

e AntiSpam=yes|no i Anti-Spam component installation.

e LockControl=yes|no i Device Control component installation.

[Tasks] i enabling Kaspersky Anti-Virus tasks. If no task is specified, all tasks will be enabled after the installation. If at
least one task is specified, the tasks that have not been listed will be disabled.

e ScanMyComputer=yes|no i full scan task.
e ScanStartup=yes|no i quick scan task.

e Scan=yes|no i scan task.
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e Updater=yes|no i update task for application databases and program modules.

The 1, on, enable, enabled values may be used instead of the yes value; the 0, off, disable, disabled values may be used
instead of the no value.

U PDATING APPLICATION VERSION

®»  To update Kaspersky Anti-Virus version, please do the following:

1. Place the installation package that contains Kaspersky Anti-Virus updates in MSI format, in a shared network
folder.

2. Open Group Policy Object editor and create a new package using the procedure described above.

3. Select the new package from the list and use the Properties command in the context menu. Select the Updates
tab in the window of package properties, and specify the package, which contains the installation package of
previous Kaspersky Anti-Virus version. To install an updated version of Kaspersky Anti-Virus saving protection
settings, select the option of installation over the existing package.

The group policy will be applied to each workstation at the next registration of computers in the domain.

REMOVING THE APPLICAT  ION

®» To remove Kaspersky Anti-Virus, please do the following:
1. Open Group Policy Object Editor.

2. Select Group_Policy_Object / Computer configuration/ Program configuration/ Software installation in
the console tree.

Select Kaspersky Anti-Virus package from the list of packages, open the context menu, and execute the
All tasks/ Remove command.

In the Removing applications dialog box, select Immediately remove this application from computers of all users
for Kaspersky Anti-Virus to be removed at the next reboot.
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One of the main goals of Kaspersky Lab in creating Kaspersky Anti-Virus was to provide the optimum configuration of the
application. This allows users with any level of computer literacy to ensure his or her computer's protection immediately
after the installation without wasting his or her precious time upon the settings.

However, configuration details for your computer or for the tasks you execute with it can have their own specifics. That is
why we recommend performing a preliminary configuration to achieve the most flexible, personalized approach to
protecting your computer.

For the user's convenience, we have brought the preliminary configuration stages together in the unified interface of the
Initial Configuration Wizard which starts upon the completion of the application installation procedure. Following the
wizard's instructions, you will be able to activate the application, modify the update settings, restrict the access to the
application using a password, and edit other settings.

Your computer can be infected with malware before the Kaspersky Anti-Virus is installed. To detect malware, run the
computer scan (see section "Scanning computer for viruses" on page 120).

By the moment of the application installation, databases included in the installation package may become obsolete. Start
the application update (on page 131) (unless it has been done using the setup wizard or automatically immediately after
the application had been installed).

The Anti-Spam component included into the Kaspersky Anti-Virus package uses a self-training algorithm to detect
unwanted messages. Run the Anti-Spam training wizard (see section "Training Anti-Spam using the Training Wizard" on
page 103) to configure the component to work with your mail.

After completing the actions in this section, the application will be ready to protect your computer. To evaluate the level of
your computer protection, use the Security Management Wizard (see section "Security management" on page 35).
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INITIAL CONFIGURATION  WIZARD

Kaspersky Anti-Virus Configuration Wizard starts at the end of application installation. It is designed to help you configure
the initial application settings, based on the features and tasks of your computer.
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The Configuration Wizard interface is designed like a standard Microsoft Windows Wizard and consists of a series of
steps that you can browse using the Back and Next buttons, or complete using the Finish button. To stop the wizard at
any step, use the Cancel button.

To make complete installation of the application on the computer, all steps of the wizard's procedure should be taken. If
the wizard's operation has been interrupted for some reasons, the values for the settings that had been already specified,
will not be saved. At the next attempt of running the application, the Initial Configuration Wizard runs again thus requiring
to edit the settings again.

USING THE OBJECTS SAV  ED FROM THE PREVIOUS  VERSION

This wizard window appears when you install the application over the previous version of Kaspersky Anti-Virus. You are
offered to choose which data used in the previous version should be imported to the new version. These might include
quarantined or backup objects, or protection settings.

To use those data in the new version of the application, check all the necessary boxes.

ACTIVATING THE APPLIC  ATION

The application activation procedure consists in registering a license by installing a key file. Based on the license, the
application will determine the existing privileges and calculate its term of use.

The key file contains service information required for Kaspersky Anti-Virus to be fully functional as well as additional data:
e support information (who provides the support and where it can be obtained);
e key name and number as well as the license expiration date.

Depending on whether you already have a key file, or wildl re
following options for activating Kaspersky Anti-Virus:

e Online activation (see page 29). Select this activation option if you have purchased a commercial version of the
application, and you have been provided an activation code. You can use this code to obtain a key file providing
access to the application's full functionality throughout the effective term of the license.

e Activating trial version (see page 29). Use this activation option if you want to install the trial version of the
application before making the decision to purchase a commercial version. You will be provided a free key file
valid for a term specified in the trial version license agreement.

e Activation with a license key file obtained earlier (see section "Activating using a key file" on page 29). Activate
the application using Kaspersky Anti-Virus 6.0 key file obtained earlier.

e Activate later. If you select this option, you will skip the activation stage. The application will be installed on your
computer, and you will have access to all the application's features, except for updates (only one application
update will be available, immediately after the installation). The Activate later option will only be available at the
first startup of the Activation Wizard. At further wizard launches, if the application is already activated, the Delete
key file option is available to perform the deletion.

If either of the first two application activation options is selected, the application will be activated via Kaspersky Lab's web
server, which requires the Internet connection to link to. Before starting the activation, please verify and edit network
connection settings as required in the window that will open by clicking the LAN Settings button. For more details on
network settings, please contact your network administrator or Internet provider.

If at the time of installation no Internet connection is available, you can perform the activation later, using the application
interface or connecting to the Internet from a different computer and obtaining a key, using an activation code received by
registering on the Kaspersky Lab's Technical Support Service website.

You can also activate the application using Kaspersky Administration Kit. To do so, you should create a key file
installation task (see page 212) (for more details please refer to the Kaspersky Administration Kit help guide).
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ONLINE ACTIVATION

Online activation is performed by entering an activation code that you receive by email when you purchase Kaspersky
Anti-Virus via the Internet. If you purchase the boxed application (retail version), the activation code will be printed on the
envelope containing the installation disk.

ENTERING THE ACTIVATI ON CODE

At this step, the activation code should be entered. The activation code is a sequence of numbers and letters divided by
hyphens into four groups of five symbols without spaces. For example, 11111-11111-11111-11111. Note that the code
should only be entered in Latin characters.

Enter your personal information in the bottom part of the window: full name, email address, and country and city of
residence. This information may be necessary to identify a registered user if, for example, his or her license data have
been lost or stolen. In this case, you can obtain another activation code using your personal information.

OBTAINING A KEY FILE

The Configuration Wizard connects to Kaspersky Lab's internet servers and sends your registration data, including the
activation code and your contact information. Once the connection is established, the activation code and contact
information will be checked. If the activation code has passed the verification successfully, the Wizard receives a key file
which then will be installed automatically. By the end of the activation, the window with detailed information on the
obtained license will open.

If the activation code has not passed the verification, a relevant notification will pop up on the screen. If this happens,
contact the software vendor from whom you purchased the application for information.

If the number of activations with the activation code has been exceeded, a relevant notification will pop up on the screen.
Activation process will be interrupted, and the application will offer you to contact Kaspersky Lab's Technical Support
service.

ACTIVATING THE TRIAL VERSION

Use this activation option if you want to install a trail version of Kaspersky Anti-Virus before making the decision to
purchase a commercial version. You will be provided with a free license, which will be valid for the term specified in the
trial version license agreement. Once the license expires, you will not be able to activate the trial version again.

ACTIVATION USING A KE Y FILE

If you have a key file, you can use it to activate Kaspersky Anti-Virus. To do so, use the Browse button and select the file
path for the file with the .key extension.

After you have successfully installed the key, you will see the information about the license in the bottom part of the
window: license number, license type (commercial, beta, trial, etc.), license expiration date, and number of hosts.
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COMPLETING THE ACTIVA  TION

The Configuration Wizard will inform you that Kaspersky Anti-Virus has been successfully activated. Additionally,
information about the license is provided: license number, type (commercial, beta, trial, etc.), expiration date, and number
of hosts.

PROTECTION MODE

In this window, the Configuration Wizard asks you to select the protection mode in which the application will operate:

e Basic protection. This is the default mode that is designed for users who do not have extensive experience
with computersoranti-vi r us soft war e. I't sets all the applicationds
levels and only informs the user of dangerous events, such as detecting malicious code or dangerous actions
being executed.

e Interactive protection. Thi s mode provides more customized defense o
Basic mode. It allows tracing the attempts of editing the system settings, suspicious system activity, and
unauthorized operations on the network.

Each of these actions may either be provoked by the activity of a malicious program, or be standard feature for
the functioning of the applications installed on your computer. You will have to decide for each separate case
whether those activities should be allowed or blocked.

If you select this mode, specify when it should be used:

. Enable Anti-Hacker Training Mode prompts user to accept actions when programs installed on your
computer try to connect to a network resource. You can either allow or block that connection and configure
Anti-Hacker rules for that application. If you disable Training Mode, Kaspersky Anti-Virus runs with minimal
protection settings, meaning that it grants all applications access to network resources.

. Enable Registry Guard prompts user for a response when attempts of modifying system registry
objects are detected.

UPDATE SETTINGS CONFI ~ GURATION

The quality of your computer's protection depends directly on regular updates of the databases and application modules.
In this window, the Configuration Wizard asks you to select the application update mode and to edit schedule settings:

« ® Automatically. Kaspersky Anti-Virus checks the update source for update packages at specified intervals.
Scanning frequency may increase during anti-virus outbreaks and decrease when they are over. If new updates
are found, Kaspersky Anti-Virus downloads and installs them on the computer. This is the default mode.

. ® Every 2 hour(s) (frequency may vary depending on the schedule settings). Updates will run automatically
according to the schedule created. You can modify the schedule settings in another window by clicking the
Change button.

. ® Manually. If you select this option, you will run application updates on your own.

Note that the application databases and modules included with the installation package may be outdated by the time you
are installing the application. That is why we recommend you obtaining the latest updates of the application. To do so,
click the Update now button. Then Kaspersky Anti-Virus will download the necessary updates from update sites and will
install them on your computer.

If you wish to switch to configuring updates (specify network settings, select an update source, run an update from a
specific user account, or enable update download to a local source), click the Settings button.
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CONFIGURING VIRUS SCA N SCHEDULE

Scanning selected areas for malicious objects is one of the key tasks in protecting the computer.

When you install Kaspersky Anti-Virus, three default virus scan tasks are created. In this window, the Configuration
Wizard asks you to select a scan task run mode:

Full Scan

A thorough scan of the entire system. The following objects are scanned by default: system memory, programs
loaded at startup, system backup, email databases, hard drives, removable storage media, and network drives. You
can change the schedule settings in the window that will open by clicking the Change button.

Quick Scan

Virus scan of operating system startup objects. You can change the schedule settings in the window that will open by
clicking the Change button.

RESTRICTING ACCESSTO  THE APPLICATION

Since a personal computer may be used by several people with different levels of computer literacy, and since malicious
programs can disable its protection, you have the option of password-protecting access to Kaspersky Anti-Virus. Using a
password can protect the application from unauthorized attempts to disable protection, change the settings, or uninstall
the application.

To enable password protection, check the ¥l Enable password protection box and fill in the Password and Confirm
password fields.

Below, specify the area that you want to protect with a password:

o @i operations (except notifications of dangerous events). The password will be requested if the user
attempts to take any action on the application, apart from responding to notifications about the detection of
dangerous objects.

o @ selected operations:

. Configuring application settings T request password if a user attempts to modify Kaspersky Anti-Virus
settings.

. Closing application i the password will be requested when the user attempts to exit the application.

. Disabling protection components and stopping scan tasks i request the password when the user
attempts to disable a protection component or stop a scan task.

. Disabling Kaspersky Administration Kit policy i request the password if the user attempts to remove
the computer from the scope of policies and group tasks (when operating via Kaspersky Administration Kit).

. Upon application uninstall i request the password if the user attempts to remove the application from
the computer.

CONFIGURING ANTI -HACKER

Anti-Hacker is the component of Kaspersky Anti-Virus that secures your computer on local networks and on the Internet.
At this stage, the Configuration Wizard offers you to create a list of rules that would guide Anti-Hacker when analyzing
your computer's network activity.
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DETERMINING A SECURIT Y ZONE & STATUS

In this stage, the Configurati on WiranmendBased @nlthg analysis, }heantire c o mp u't
network space is broken down into conventional zones:

e Interneti the World Wide Web. In this zone, Kaspersky Anti-Virus operates as a personal firewall. At that,
default rules for packets and applications regulate all network activity to ensure maximum security. You cannot
change protection settings when working in this zone, unless enable Stealth Mode on your computer for added
safety.

e  Security zones i certain conventional zones that mostly correspond with subnetworks that your computer is
added in (these could be local subnetworks at home or in office). By default, these zones are considered as
average-risk zones when working in them. You can change the statuses of these zones based on how much
you trust a certain subnetwork, and you can configure rules for packet filtering and applications.

All detected zones will be displayed on a list. Each of them is shown with a description, address and subnetwork mask.
The list also contains statuses according to which any given network activity will be allowed or blocked within the scope
of Anti-Hacker component operation:

e Internet. This is the default status assigned to the Internet, since when you are on it, your computer is subjected
to all types of potential threats. It is recommended to select this status for networks not protected by any anti-
virus applications, firewalls, filters etc. When you select this status, the application ensures maximum security for
this zone:

e blocking any network NetBIOS activity within the subnetwork;
e blocking rules for applications and packet filtering that allow NetBIOS activity within this subnetwork.

Even if you have created a shared folder, the information in it will not be available to users from subnetwork with
this status. Additionally, if this status is selected for a certain subnetwork, you will not be able to access files and
printers on other computers of this subnetwork.

e Local network. The application assigns this status to the majority of security zones detected when analyzing
the computerd6s network environment, except for the I nterni
average risk factor (for example, corporate LANS). If you select this status, the application allows the following:

e any network NetBIOS activity within the subnetwork;
e applying rules for applications and packet filtering that allow NetBIOS activity within this subnetwork.

Select this status if you want to grant access to certain folders or printers on your computer but block any other
external activity.

e Trusted. Itis only recommended to apply this status to zones that in your opinion are absolutely safe where
your computer is not subject to attacks and attempts to gain access to your data. If you select this status, all
network activity will be allowed. Even if Maximum Protection is selected and block rules are created, they will not
function for remote computers from a trusted zone.

You can use Stealth Mode for added security when using networks labeled Internet. This feature only allows network
activity initiated from your computer. This actually means that your computer becomes invisible to its surroundings. This
mode does not affect your computerds performance on the Inte
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It is not recommended to use the Stealth Mode if the computer is being used as a server (for example, mail server or
HTTP server). Otherwise, the computers that connect to the server will not see it in the network.

To change the status of a zone or to enable/disable Stealth Mode, select it from the list, and use the corresponding links
in the Rule description box below the list. You can perform similar actions as well as edit addresses and subnetwork
masks in the Zone settings window which you can open with the Edit button.

You can add a new zone to the list while viewing it. To do so, click the Refresh button. Anti-Hacker will search for
available zones for registration, and if any are detected, the program will ask you to select a status for them. Besides, you
can add new zones to the list manually (for example, if you connect your laptop to a new network). To do so, use the Add
button and enter required information in the Zone settings window.

To delete the network from the list, click the Delete button.

CREATING THE LIST OF NETWORK APPLICATIONS

The Configuration Wizard analyzes the software installed on your computer and creates a list of applications that use a
network connection.

Anti-Hacker creates a rule to control network activity of each application like these. The rules apply using templates for
the most common applications that use network connections, created at Kaspersky Lab and included with the product.

You can view the list of network applications and the rules for them in the Anti-Hacker settings window that you can open
by clicking the Applications button.

For added security, we recommend disabling DNS caching when browsing Internet resources. This feature dramatically
decreases the time your computer spends to connect to a required Internet resource; however, it is at the same time a
dangerous vulnerability, and by using it, intruders can provoke data leakages that cannot be traced using the firewall.
Therefore, to increase the degree of security for your computer, we recommend disabling the option of saving information
about domain names in the cache.

FINISHING THE CONFIGURATION WIZARD

The Wizard's last window will ask if you want to restart your computer to complete the application installation. You should
restart for Kaspersky Anti-Virus drivers to register.

You can delay the restart, but the application will not be fully functional until after the restart.

SCANNING COMPUTER FOR VIRUSES

Malware developers make every effort to conceal its actions, and therefore you may not notice the presence of malware
on your computer.

Once Kaspersky Anti-Virus is installed on your computer, it automatically performs the Quick Scan task on your
computer. This task searches for and neutralizes harmful programs in objects loaded during operating system startup.

Kaspersky Lab's specialists also recommend that you perform the Full Scan task.
®» To start / stop a virus scan task, please do the following:
1. Open the main application window.
2. Inthe left part of the window, select the Scan (Full Scan, Quick Scan) section.

3. Click the Start scan button to start the scan. If you need to stop the task execution, click the Stop scan button
while the task is in progress.
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UPDATING THE APPLICAT  ION

You will need an Internet connection to update Kaspersky Anti-Virus.

Kaspersky Anti-Virus relies upon the application databases which contain threat signatures, characteristic spam phrases,
and descriptions of network attacks. At the moment the application is installed, these databases may turn out to be
obsolete, since Kaspersky Lab updates both the application databases and the application modules on a regular basis.
When Configuration Wizard is active, you can select the update launch mode. By default, Kaspersky Anti-Virus

automatically checks for updates on Kaspersky Lab's servers. If the server contains a fresh set of updates, Kaspersky
Anti-Virus will download and install them in the silent mode.

If the databases, included in the installation package, are outdated, the update package can be large and it can cause the
additional internet traffic (up to several tens of Mb).

To keep your computer's protection up-to-date, you are advised to update Kaspersky Anti-Virus immediately after the
installation.

®» To update Kaspersky Anti-Virus by yourself, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Update section.

3. Click the Start update button.

M ANAGING LICENSES

Kaspersky Anti-Virus requires a license to operate. You are provided with a license when you purchase the product. It
gives you the right to use the product as soon as you activate it.

Without a license, if the trial version of the application has not been activated, Kaspersky Anti-Virus will run in one-update
mode. The application will not download any new updates.

If a trial version of the application has been activated, Kaspersky Anti-Virus will not run after the free license expires.

When the commercial license expires, the application will continue working, except that you will not be able to update
application databases. As before, you will be able to scan your computer for viruses and use the protection components,
but only using the databases that you had when the license expired. We cannot guarantee that you will be protected from
viruses that surface after your program license expires.

To avoid infecting your computer with new viruses, we recommend renewing your license for Kaspersky Anti-Virus. Two
weeks before the license expiration, the application notifies you about it. During some period, a corresponding message
will be displayed each time the application is launched.

General information on the license currently in use (active and additional licenses if the latter has been installed) is shown
in the License section of the main window of Kaspersky Anti-Virus: license type (full, trial, beta), maximum number of
hosts, license expiration date, and number of days to the expiration date. For more details about the license please click
the link with the license type currently in use.

To view the provision of the application license agreement, click the View End User License Agreement button.

To remove the license, click the Add / Delete button and follow the instructions of the wizard that will open.

Kaspersky Lab has special pricing offers on license renewal for our products. Check for special offers on the Kaspersky
Lab's website.
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®» To purchase or renew a license, please do the following:

1.

Purchase a new key file or an activation code. Use the Purchase license (if the application has not been
activated) or License renewal button. On the web page that will open you will be provided with detailed
information on the terms of purchasing the key from Kaspersky Lab eStore or from authorized distributors. If you
purchase online, a key file or an activation code will be mailed to you at the address specified in the order form
once payment has been made.

Activate the application. Use the Add / Delete button in the License section of the main application window, or
use the Activate command from the application context menu. This will start the Activation Wizard.

SECURITY MANAGEMENT

Problems in computer protection are indicated by the computer protection status (see section "Main application window"
on page 40), which is displayed by changes in color of the protection status icon and of the panel on which it is located.
Once problems appear in the protection, you are advised to solve them.

_— ——
Your computer security is at risk

Figure 1. Current status of the computer protection

You can view the list of problems occurred, their description and possible ways of solving them, via Security Wizard (see
figure below) which can be activated by clicking the Fix link (see figure above).

['4 Security Wizard
Kaspersky

Anti-Virus 6.0

Threat level: critical Step1of 2

555 Protection is disabled

\/ Protection of your computer is disabled. Information on the computer can be infected,

damaqged or stolen. You are advised to enable computer protection.

< Enable computer protection
all protection components, providing complex computer protection.

Figure 2. Solving security problems
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You can view the list of current problems. The problems are sorted with regard to their criticality: first, the most critical
ones (i.e., with red status icon), then less critical ones 1 with yellow status icon, and the last i information messages. A
detailed description is provided for each problem, and the following actions are available:

e Eliminate immediately. Using the appropriate links, you can switch to fixing the problem, which is the
recommended action.

e Postpone elimination. If, for any reason, immediate elimination of the problem is not possible, you can put off
this action and return to it later. Check the ¥l Ignore this threat when determining security status box for the
threat not to impact the current protection status.

Note that this option is not available for serious problems. Such problems include, for example, malicious

objects that were not disinfected, crashes of one or several components, or corruption of the application files.
Problems like these should be eliminated as quickly as possible.

PAUSING PROTECTION

Pausing protection means temporarily disabling all the protection components that monitor the files on your computer,
incoming and outgoing mail, Internet traffic, applications' behavior, Anti-Hacker, and Anti-Spam.

®» To pause Kaspersky Anti-Virus, please do the following:
1. Inthe application's context menu, select the Pause Protection item.

2. Inthe Pause protection window that will open, select the time period over which you wish the protection to be
enabled, from the suggested options.

ELIMINATING PROBLEMS . USER TECHNICAL SUPPOR T

If problems occur with the operation of Kaspersky Anti-Virus, the first place to check for help in for solving the problem is
the Help system. The second place is the Kaspersky Lab Knowledge Base (http://support.kaspersky.com). The
Knowledge Base is a separate section of the Technical Support web site, and comprises recommendations for Kaspersky
Lab products as well as answers to frequently asked questions. Try to find an answer to your question or a solution to
your problem with this resource.

®» To use the Knowledge Base, please do the following:
1. Open the main application window.
2. In the bottom part of the window, click the Support link.

3. Inthe Support window that will open, click the Technical Support Service link.

Another resource you can use to obtain information about working with the application is Kaspersky Lab users forum. It is
another separate section of the Technical Support web site and it contains user questions, feedback and requests. You
can view the main topics of the forum, leave feedback or find an answer to a question.

®» To open the users' forum, please do the following:
1. Open the main application window.
2. In the bottom part of the window, click the Support link.
3. Inthe Support window that will open, click the User Forum link.

If you do not find a solution to your problem in Help, in the Knowledge Base, or at the User Forum, we recommend that
you contact Kaspersky Lab's Technical Support.
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CREATING A TRACE FILE

After installing Kaspersky Anti-Virus, some failures in the operating system or in the operation of individual applications
may occur. The most likely cause is a conflict between the application and the software installed on your computer, or
with the drivers of your computer's components. You may be asked to create a tracing file for Kaspersky Lab's specialists
to successfully solve your problem.
®»  To create the trace file:

1. Open the main application window.

2. In the bottom part of the window, click the Support link.

3. Inthe Support window that will open, click the Traces link.

4. Inthe Information for Technical Support Service window that will open, use the dropdown list in the Traces
section to select the tracing level. The tracing level should be set on the advice of the Technical Support
specialist. If no instructions from the Technical Support are available, you are advised to set tracing level
on 500.

5. To start the tracing process, click the Enable button.

6. Reproduce the situation which caused the problem to occur.

7. To stop the tracing process, click the Disable button.

CONFIGURING APPLICATI  ON SETTINGS

The application settings window (see page 142) that can be accessed from the main window by clicking the Settings
button, is designed for the quick access to Kaspersky Anti-Virus 6.0 settings.

APPLICATION OPERATION REPORTS . DATA FILES

The operation of each Kaspersky Anti-Virus component and the performance of each virus scan and update task are
recorded in a report (see page 163). To view reports, use the Reports button in the lower right corner of the main
window.

The objects that have been quarantined (see page 164) or placed to the backup (see page 165) by Kaspersky Anti-Virus,
are called application data files. By pressing the Detected button, you can open the Storage window, where you can
process these objects as necessary.
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Kaspersky Anti-Virus has a fairly simple and easy-to-use interface. This chapter highlights its basic features.

In addition to the basic interface, the application has expansion components (plugins) integrated into Microsoft Office
Outlook (scan for viruses and scan for spam), Microsoft Outlook Express (Windows Mail), The Bat! (scan for viruses and
scan for spam), Microsoft Internet Explorer, and Microsoft Windows Explorer applications. The plugins expand the
features of these programs by making Kaspersky Anti-Virus management and settings possible from their interfaces.

IN THIS SECTION SEE ALSO
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T ASKBAR NOTIFICATION AREA ICON

Immediately after installing Kaspersky Anti-Virus, the application icon will appear in the Microsoft Windows taskbar
notification area.

This icon is an indicator of the application's operation. It also reflects the protection status and shows a number of basic
functions performed by the application.

If the icon is active P& (in color), it means that protection is enabled on your computer. If the icon is inactive L1 (grey), it
means that all protection components (on page 17) are disabled.

Kaspersky Anti-Virus icon changes depending on the operation being performed:
V‘_i i email being scanned.
V_ I HTTP traffic scan in progress.
“2 71 afile that you or some program are opening, saving, or running is being scanned.
VO‘ I Kaspersky Anti-Virus database and module update is in progress.
Wi computer should be rebooted to apply updates.

V& i an error has occurred in the operation of some Kaspersky Anti-Virus component.
The icon also provides access to the basic components of the application interface: context menu and main window.

To open the context menu, right-click on the application icon.
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To open the Kaspersky Anti-Virus main window, click on the application icon.

CONTEXT MENU

You can run basic protection tasks from the context menu, which contains the following items:

e Full Scani start a complete scan (see page 120) of your computer for malicious objects. Objects residing on all
drives, including removable storage media, will be scanned.

e Scani select objects and start the scan for viruses. By default, the list contains a number of files, such as the
My Documents folder, Startup objects, email databases, all disk drives on your computer, etc. You can enlarge
the list, select other objects for scan and start virus scan.

e Update i starts updates (see page 131) for application modules and databases of Kaspersky Anti-Virus and
installs them on your computer.

e Network Monitor i view the list (see page 96) of network connections established, opened ports, and traffic.

e Activate i activates the application (see page 28). To become a registered user with access to the application's
full functionality and Technical Support, you have to activate your version of Kaspersky Anti-Virus. This menu
item is only available if the application has not been activated.

e Settings i view and edit settings (see page 142) of Kaspersky Anti-Virus.
e Kaspersky Anti-Virus 1 open the main application window (see page 40).

e Pause Protection / Resume Protection i temporarily disable or enable protection components (see page 17).
This menu option does not affect the applicationds wupdat

e Disable policy / Enable policy i temporarily disable or enable policy when application is working via
Kaspersky Administration Kit. This menu item allows removing the computer from the scope of policies and
group tasks. This opportunity is managed with a password. The menu item only appears if a password is set.

e Abouti display the window with information about the application.

e Exiti close Kaspersky Anti-Virus (when this option is selected, the application will be discarded from the

computerds RAM).

Full Scan
Scan...
pdate

Mebwark Monitor

Ackivate. .
Settings...
Kaspersky Anti-¥irus

Pause Protection
About, .

Exit

Figure 3. Context menu

If a virus scan task is running, its name will be displayed in the shortcut menu with a percentage progress indication. After
selecting a task, you can go to the report window to view current performance results.
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MAIN APPLICATION WIND  OW

The main application window can be divided into three parts:

e The top part of the window indicates your computerds cur

_ —
Your computer security is at risk

Figure 4. Current status of the computer protection

There are three possible values of protection status: each of them is indicated with a certain color, similar to

traffic lights. Green i ndi ca atéscorrebtyvel whiteyeallowamdmepd ecotorar 6 s pr o
indicate that there are security threats in the system configuration or in Kaspersky Anti-Virus operation. In

addition to malicious programs, threats include obsolete application databases, disabled protection components

and the selection of minimum protection settings.

Security threats should be eliminated as they appear. To obtain detailed information about them and to eliminate
them quickly, use the Fix link (see figure above).

e The left part of the window provides quick access to any function of the application, including virus scan tasks,

updates, etc.
@ Protection

@, scan

Full Scan

Quick Scan

Update

g‘ License

Figure 5. Left part of the main window
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e The right part of the window contains information about the application function selected in the left part, allows to
configure its settings, provides tools for executing virus scan tasks, retrieving updates etc.

N i1 Protection

Kaspersky Anti-Virus protects vour computer against security threats
like wiruses, network attacks, spam, spyware and other malicious

programs.
v File Anti-¥Yirus v Anti-Spy
Anti-Banner
v Mail Anti-Yirus Anti-Dialer
v Web Anti-Yirus + Anti-Hacker
Firewall
v Anti-Spam Intrusion Detection
v Proactive Defense v #Access Control
Application Activity Analyzer Device Control
Registry Guard
Total scanned 2415 A
BRI -
Active threats 4
Quarantined objects 0 @
Backup objects 1 Rescue Disk
Attacks blocked 0

Figure 6. Right part of the main window

You can also use:
e The Settings button i to open the application settings window (see page 142);
e The Help link i to open Kaspersky Anti-Virus Help;
e The Detected button i to work with application datafiles (see page 162);
e The Reports button i to open the reports of the components (see page 163) of the application;

e The Support link 7 to open the windows containing the information about the system and the links to Kaspersky
Lab's information resources (see page 36) (Technical Support service site, forum).

N OTIFICATIONS

If events occur during the operation of Kaspersky Anti-Virus, special notifications will be displayed on the screen as pop-
up messages above the application icon in the Microsoft Windows task bar.

Depending on how critical the event is for computer security, you might receive the following types of notifications:

e Alarm. A critical event has occurred; for instance, a virus or dangerous activity has been detected on your
system. You should immediately decide how to deal with this threat. This type of notification is color-coded in
red.

e Warning. A potentially dangerous event has occurred. For instance, potentially infected files or suspicious
activity have been detected on your system. You should decide how dangerous you think this event is. This type
of notification is color-coded in yellow.
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* Info. This notification gives information about non-critical events. This type, for example, includes notifications
related to the operation of the Anti-Hacker component. Minor notifications are color-coded in green.

SEE ALSO
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APPLICATION SETTINGS WINDOW

Kaspersky Anti-Virus settings window may be opened via the main window or the context menu. To do so, click the
Settings button in the top part of the main window, or select the appropriate option in the application's context menu.

The application settings window consists of two parts:

e the left part of the window provides access to Kaspersky Anti-Virus components, virus scan tasks, update tasks,
etc.;

e the right part of the window contains a list of settings for the component, task, etc., selected in the left part of the
window.

SEE ALSO

(0] a)ilo 0Tl gTo Jr=To] o] o=V iTo] o IEST=] 110 o E USRI 142




FILE ANTI -VIRUS

File Anti-Virus prevents infection of the computer's file system. It loads when you start your operating system and runs
in your computer's RAM, scanning all files that are opened, saved or executed.

By default, File Anti-Virus scans only new or modified files. A collection of settings called security level determines the
way of scanning files. If File Anti-Virus detects a threat, it will perform the preset action.

File and memory protection level on your computer is determined by the following combinations of settings:

e  protection scope settings;

e  settings that determine the scan method used;

e settings that determine the scan of compound files (including scan of large compound files);

e settings that determine the scan mode;

e settings used to pause the component's operation (by schedule; during the operation of selected applications).
®» To modify File Anti-Virus settings:

1. Open the main application window.

2. In the left part of the window, select the Protection section.

3. Inthe File Anti-Virus component context menu, select the Settings item.

4. In the window that will open, make the required changes in the component settings.
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COMPONENT OPERATION ALGORITHM

The File Anti-Virus component loads when you start your operating system and runs in your computer's memory,
scanning all files that are opened, saved, or executed.

By default, File Anti-Virus only scans new or modified files; in other words, files that have been added or modified since
the previous scan. Files are scanned according to the following algorithm:

1. The component intercepts every attempt by the user or by any program to access any file.

2. File Anti-Virus scans the iChecker and iSwift databases for information about the intercepted file and determines
if it should scan the file, basing on the information retrieved.

The scan includes the following steps:

e The file is scanned for viruses. Objects are detected by comparing them with the application databases. The
database contains descriptions of all malicious programs and threats currently known, and methods for
processing them.

e After the analysis you have the following available courses of action for Kaspersky Anti-Virus:

a. If malicious code is detected in the file, File Anti-Virus blocks the file, creates a backup copy, and attempts
to perform disinfection. After the file is successfully disinfected, it becomes operable to the user. If
disinfection fails, the file is deleted.
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b. If potentially malicious code is detected in the file (but the maliciousness is not absolutely guaranteed), the
file proceeds to disinfection and then is sent to the special storage area called Quarantine.

c. If no malicious code is discovered in the file, it is immediately restored.

The application will notify you when an infected or a potentially infected file is detected. You should react to the
notification by further processing the message:

e quarantine the object, allowing the new threat to be scanned and processed later using updated databases;
e delete the object;

e skip, if you are positive that the object cannot be malicious.

SEE ALSO
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CHANGING SECURITY LEV  EL

The security level is defined as a preset configuration of the File Anti-Virus component settings. Kaspersky Lab
specialists distinguish three security levels. The decision of which level to select should be made by the user based on
the operational conditions and the current situation.

e If the computer has a high chance of becoming infected, it is necessary to select the high security level.

¢ Recommended level provides an optimum balance between efficiency and security, being suitable for most
cases.

e While working in a protected environment (for example, in a corporate network with centralized security
management) or with resource-consuming applications, it is recommended selecting the low security level.

Before enabling the low security level, it is recommended to perform the full scan of computer at high security level.

If none of the preset levels meet your needs, you can configure the File Anti-Virus settings by yourself. As a result, the
security level's name will change to Custom. To restore the default component's settings, select one of the preset
security levels.
®» To change the selected File Anti-Virus component security level, please do the following:

1. Open the main application window.

2. Inthe left part of the window, select the Protection section.

3. Inthe File Anti-Virus component context menu, select the Settings item.

»

Select the required security level in the window that will open.
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CHANGING ACTIONSTOB E PERFORMED ON DETEC TED
OBJECTS

As a result of scanning, File Anti-Virus assigns one of the following statuses to detected objects:
e malicious (such as, a virus or a Trojan);

e potentially infected status when the scan cannot determine if the object is infected. This means that the
application detected a sequence of code in the file from an unknown virus, or modified code from a known virus.

If, while scanning a file for viruses, Kaspersky Anti-Virus discovers infected or possibly infected objects, the subsequent
actions of File Anti-Virus depend on the objects status and the selected action.

By default, all infected files are subject to disinfection, and all potentially infected ones are subject to quarantine.

All possible actions are shown in the table below.

|F THE ACTION SELECTE D WAS WHEN A DANGEROUS OBJE  CT IS DETECTED

® Prompt for action File Anti-Virus displays a warning message containing information about
what malicious program has infected or potentially infected the file and gives
you a choice of action. Depending on the status of the object, actions may

vary.
® Block access File Anti-Virus blocks access to the object. Relevant information is logged in
the report. Later you can attempt to disinfect this object.
® Block access File Anti-Virus blocks access to the object and attempts to disinfect it. If it is
successfully disinfected, it is restored for regular use. If the attempt of
Disinfect disinfecting the object fails, it will be either blocked (if the object cannot be

disinfected), or assigned the potentially infected status (if the object is
considered suspicious), and it will be moved to Quarantine. Relevant
information is logged in the report. Later you can attempt to disinfect this

object.
(® Block access File Anti-Virus blocks access to the object and attempts to disinfect it. If it is
successfully disinfected, it is restored for regular use. If the object cannot be
Disinfect disinfected, it is deleted. A copy of the object will be stored in Backup.
Delete if disinfection fails
® Block access File Anti-Virus blocks access to the object and deletes it.
[l pisinfect
Delete

Before attempting to disinfect or delete an infected object, Kaspersky Anti-Virus creates a backup copy of it, which is
placed into Backup to allow later restoration or disinfection.

®» To change the specified action to be performed on detected objects, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Inthe File Anti-Virus component context menu, select the Settings item.

4. Select the required action in the window that will open.
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CREATING A PROTECTION SCOPE

A protection scope should be understood not only as the location of the objects to be scanned but also the type of files to
be scanned. By default, Kaspersky Anti-Virus scans only potentially infectable files opened on any hard drive, network
drive or removable media.

You can expand or narrow down the protection scope by adding / removing objects to be scanned, or by changing the
type of files to be scanned. For example, you wish to scan only .exe files run from network drives. However, you should
make sure that you will not expose your computer to the threat of infection when narrowing down the protection scope.

When selecting file types you should remember the following:

e There are a number of file formats that have a fairly low risk of having malicious code infiltrated into them and
subsequently activated (for example, .txt). Conversely, there are formats that contain or can contain executable
code, for instance .exe, .dll, .doc. The risk of activating malicious code in such files is quite high.

e Remember that an intruder can send a virus to your computer in a file with the .txt extension, whereas it is in fact
an executable file renamed as .txt file. If you have selected the Files scanned by extension option, such a file
would be skipped by the scan. If the Files scanned by format setting has been selected, then, regardless of
the extension, File Anti-Virus will analyze the file header, uncover that the file is an .exe file, and scan it for
viruses.

When specifying the types of files to be scanned, you establish which file formats, sizes, and which drives will be
scanned for viruses when opened, executed, or saved.

To make configuration easier, all files are divided into two groups: simple and compound. Simple files do not contain any
objects (for example, .txt file). Compound files can include several objects, each of which may also have several nesting
levels. Such objects can be archives, files containing macros, spreadsheets, emails with attachments, etc.

Remember that File Anti-Virus will scan only the files that are included in the protection scope created. Files that are not
included in that scope will be available for use without scanning. This increases the risk of infection on your computer!

®» To edit the object scan list:
1. Open the main application window.
2. Inthe left part of the window, select the Protection section.
3. Inthe File Anti-Virus component context menu, select the Settings item.
4. In the window that will open, click the Customize button.
5. In the window that will open, on the General tab, in the Protection scope section, click the Add button.

6. Inthe Select object to scan window, select an object and click the Add button. Click the OK button after you
have added all the objects you need.

7. To exclude an object from the list of objects to be scanned, uncheck the boxes next to it.
®» To change the type of scanned objects:

1. Open the main application window.

2. Inthe left part of the window, select the Protection section.

3. Inthe File Anti-Virus component context menu, select the Settings item.

4. In the window that will open, click the Customize button.

5. Inthe window that will open, on the General tab, in the File types section, select required settings.
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U SING HEURISTIC ANALY SIS

Objects are scanned using databases which contain descriptions of all known malware and the corresponding
disinfection methods. Kaspersky Anti-Virus compares each scanned object with the databases' records to determine
firmly if the object is malicious, and if so, into which class of malware it falls. This approach is called signature analysis
and is always used by default.

Since new malicious objects appear daily, there is always some malware which are not described in the databases, and
which can only be detected using heuristic analysis. This method presumes the analysis of the actions an object performs
within the system. If its actions are typical of malicious objects, the object is likely to be classed as malicious or
suspicious. This allows new threats to be detected even before they have been researched by virus analysts.

Additionally, you can set the detail level for scans. This level sets the balance between the thoroughness of searches for
new threats, the load on the operating system's resources and the time required for scanning. The higher the detail level,
the more resources the scan will require, and the longer it will take.

®» To use the heuristic analysis, and set the detail level for scans:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Inthe File Anti-Virus component context menu, select the Settings item.
4. In the window that will open, click the Customize button.

5. In the window that will open, on the Performance tab, in the Scan methods section, check the
Heuristic analysis box and specify the detail level for the scan.

SCAN OPTIMIZA TION

To shorten the duration of scans and increase the operating speed of Kaspersky Anti-Virus, you can opt to scan only new
files and files modified since the last analysis. This mode extends to simple and compound files.

®»  To scan only new files and files which have altered since their last scan:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Inthe File Anti-Virus component context menu, select the Settings item.
4. In the window that will open, click the Customize button.

5. Inthe window that will open, on the Performance tab, check the [¥1 Scan new and changed files only box.

SCAN OF COMPOUND FILE S

A common method of concealing viruses is to embed them into compound files, such as archives, databases, etc. To
detect viruses that are hidden this way a compound file should be unpacked, which can significantly lower the scan
speed.

Installer packages and files containing OLE objects are executed while being opened, which makes them more
dangerous than archives. To protect your computer against execution of malicious code and, at the same time, increase
the scan speed, disable archive scans and enable scans for this file type.
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If a file with embedded OLE object is an archive, it will be scanned during unpacking. You can enable archive scan to
scan files with embedded OLE objects before their unpacking. However, this will result in significant scan speed
decrease.
By default, Kaspersky Anti-Virus scans only embedded OLE objects.
®»  To modify the list of scanned compound files:

1. Open the main application window.

2. Inthe left part of the window, select the Protection section.

3. Inthe File Anti-Virus component context menu, select the Settings item.

4. In the window that will open, click the Customize button.

5. In the window that will open, on the Performance tab, in the Scan of compound files section, check the boxes
for the types of compound files to be scanned.

SCANNING LARGE COMPOU  ND FILES

When large compound files are scanned, their preliminary unpacking may require a long time. You can shorten this time
only if you perform the file scan in the background. If a malicious object is detected while working with such a file, the
application will notify you about it.

To reduce the access delay time for compound files, disable the unpacking of files larger than the size you have
specified. When files are extracted from an archive, they will always be scanned.

®» |f you want the application to unpack large files in the background, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Inthe File Anti-Virus component context menu, select the Settings item.
4. In the window that will open, click the Customize button.

5. In the window that will open, on the Performance tab, in the Scan of compound files section, click the
Additional button.

6. Inthe Compound files window, check the ] Extract compound files in the background box and specify the
minimum file size value in the field below.

® If you do not want the application to unpack large compound files, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Inthe File Anti-Virus component context menu, select the Settings item.
4. In the window that will open, click the Customize button.

5. In the window that will open, on the Performance tab, in the Scan of compound files section, click the
Additional button.

6. Inthe Compound files window, check the I¥I Do not unpack large compound files box and specify the
maximum file size value in the field below.
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CHANGING THE SCANMOD E

The scan mode is the condition, which triggers File Anti-Virus into activity. By default, the application runs under a smart
mode, which determines if the object is subject to scan based on the actions taken on it. For example, when working with
a Microsoft Office document, the application scans the file when it is first opened and last closed. Intermediate operations
that overwrite the file do not cause it to be scanned.

You can change the object scan mode. The scan mode should be selected depending on the files you work with most of
the time.

®» To change the object scan mode:
1. Open the main application window.
2. Inthe left part of the window, select the Protection section.
3. Inthe File Anti-Virus component context menu, select the Settings item.
4. In the window that will open, click the Customize button.

5. In the window that will open, on the Additional tab, in the Scan mode section, select the required mode.

SCAN TECHNOLOGY

Additionally you can specify which technologies will be used by the File Anti-Virus component:

e iChecker. This technology can increase scan speed by excluding certain objects from the scan. An object is
excluded from the scan using a special algorithm that takes into account the release date of the application
databases, the date the object was last scanned, and any modifications to the scan settings.

For example, you have an archive file that the application has scanned and assigned the not infected status to it.
The next time the application will skip this archive, unless it has been altered, or the scan settings have been
changed. If the archive's structure has changed by adding a new object to it, or if the scan settings have
changed, or if the application databases have been updated, the archive will be re-scanned.

There are limitations to the iChecker technology: it does not work with large files and applies only to the objects
with a structure that the application recognizes (for example, .exe, .dll, .Ink, .ttf, .inf, .sys, .com, .chm, .zip, .rar).

e iSwift. This technology is a development of the iChecker technology for computers using the NTFS file system.
There are limitations to iSwift: it is bound to a specific file's location in the file system and can apply only to
objects in NTFS.

®» To change the object scan technology:

1. Open the main application window.

2. Inthe left part of the window, select the Protection section.

3. Inthe File Anti-Virus component context menu, select the Settings item.

4. In the window that will open, click the Customize button.

5. Inthe window that will open, on the Additional tab, in the Scan technologies section, select the required
setting value.
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PAUSING THE COMPONENT . CREATI NG A SCHEDULE

When certain programs which require considerable computer resources are in progress, you can temporarily pause the
operation of the File Anti-Virus component, which allows quicker access to objects. To decrease the load and ensure
quick access to objects, you can set a schedule for disabling the component.
®» To configure a schedule for pausing the component:

1. Open the main application window.

2. In the left part of the window, select the Protection section.

3. Inthe File Anti-Virus component context menu, select the Settings item.

4. In the window that will open, click the Customize button.

5. In the window that will open, on the Additional tab, in the Pause task section, check the I¥1 On schedule box
and click the Schedule button.

6. Inthe Pause task window, specify the time (in 24-hour HH:MM format) for which the protection will be paused
(Pause task at and Resume task at fields).

PAUSING THE COMPONENT . CREATING A LIST OF
APP LICATIONS

When certain programs which require considerable computer resources are in progress, you can temporarily pause the
operation of the File Anti-Virus component, which allows quicker access to objects. To decrease the load and ensure
quick access to objects, you can configure the settings for disabling the component when working with certain
applications.

Configuring the disabling of File Anti-Virus component if it conflicts with certain applications is an emergency measure! In
case of conflicts in the component's operation, please contact Kaspersky Lab Technical Support Service
(http://support.kaspersky.com). Support specialists can help you resolve simultaneous operation of Kaspersky Anti-Virus
with the software on your computer.

®»  To configure pausing the component while specified applications are being used, perform the following actions:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Inthe File Anti-Virus component context menu, select the Settings item.
4. In the window that will open, click the Customize button.

5. In the window that will open, on the Additional tab, in the Pause task section, check the
At application startup box and click the Select button.

6. Inthe Applications window, create a list of applications which will pause the component when running.

RESTORING DEFAULT PRO  TECTION SETTINGS

When configuring File Anti-Virus, you are always able to restore its recommended settings. They are considered optimal,
recommended by Kaspersky Lab, and grouped in the Recommended security level.
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If you have maodified the list of objects included in the protected zone when configuring File Anti-Virus settings, the
application will ask you if you want to save that list for further use when restoring the initial settings.

®»  To restore the default protection settings and to save the modified list of objects included in the protected zone:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Inthe File Anti-Virus component context menu, select the Settings item.
4. In the window that will open, click the Default level button.

5. Inthe Restore settings window that will open, check the I Protection scope box.

FILE ANTI-VIRUS STA TISTICS

All operations performed by File Anti-Virus are recorded in a special report where you can obtain detailed information on
the component's operation grouped on tabs:

e All dangerous objects detected during the file system protection process are listed on the Detected tab. Here
you will find the full path to the location of each object and the status assigned to it by File Anti-Virus. If the
component has successfully established what malicious program had infected the object, the latter will be
assigned the appropriate status: for example, virus, Trojan, etc. If the type of malicious impact cannot be exactly
established, the object is assigned the suspicious status. The action applied to the object (detected, not found,
disinfected) is also shown next to the status.

e The complete list of events that have occurred while using File Anti-Virus is kept on the Events tab. Events may
have the following statuses:

¢ information (for example, object not processed, skipped by type);
e warning (for example, a virus is detected);
e comment (for example, archive is password-protected).

As a rule, informative messages are reference-type messages and are not of particular interest. You can disable
display of informative messages. To do so, uncheck the 1 Show all events box.

e Scan statistics appear on the appropriate tab. Here you will find the total number of objects scanned, and then
special columns separately display how many objects out of the total number scanned are archives, how many
of them are dangerous, how many have been disinfected, how many have been quarantined, etc.

e The settings that File Anti-Virus is running with are displayed on the Settings tab. Use the Change settings link
to quickly configure the component.

=®» To view information about the component's operation, please do the following:
1. Open the main application window.
2. Inthe left part of the window, select the Protection section.

3. Select the Report item from the File Anti-Virus component context menu.

DELAYED OBJECT TREATM ENT

If you have selected ® Block access as the action for malicious objects, they will not be disinfected and access to them
will be blocked.
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If the actions selected were:
® Block access
Disinfect
all non-disinfected objects will also be blocked.

To regain access to blocked objects, you first have to try to disinfect them. If an object is successfully disinfected, it will
be restored for regular use. If the object cannot be disinfected, you will be offered to delete or skip it. In the latter case,
access to the file will be restored. However, this significantly increases the risk of infection on your computer. It is strongly
recommended not to skip malicious objects.

= To obtain access to the blocked objects for disinfecting them, please do the following:
1. Open the main application window and click the Detected button.

2. Inthe window that will open, on the Active threats tab, select the required objects and click the Neutralize all
link.
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Mail Anti-Virus scans incoming and outgoing messages for the presence of malicious objects. It is launched when the
operating system loads, is located in the RAM and scans all email messages being transmitted via the POP3, SMTP,
IMAP, MAPI, and NNTP protocols. Also, the component scans traffic of ICQ and MSN instant messaging clients.

A collection of settings called the security level, determines the way of scanning the email. If Mail Anti-Virus detects a
threat, it will perform the specified action. The rules with which your email is scanned are defined by a collection of
settings. The settings can be broken down into the following groups:

e settings that determine the protected stream of messages;
e settings that determine the use of heuristic analysis methods;
e settings that determine the scan of compound files;

e settings that determine the filtering of attached files.

Kaspersky Lab advises abstaining from configuring Mail Anti-Virus on your own. In most cases, selecting a different
security level is sufficient.

If Mail Anti-Virus has been disabled for any reason, connections to the mail server established before it had been
enabled, will not be monitored. Also, the traffic of IM clients will not be monitored if traffic scan has been disabled (see
page 57). The application should be restarted immediately after traffic scan is enabled, or after Mail Anti-Virus is run.

®» To edit Mail Anti-Virus settings, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Mail Anti-Virus component context menu.

4. In the window that will open, make the required changes in the component settings.
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COMPONENT OPERATION A LGORITHM

Mail Anti-Virus loads when the operating system launches and runs continually, scanning all email on the POP3, SMTP,
IMAP, MAPI and NNTP protocols, as well as on secure connections (SSL) for POP3 and IMAP.

The indicator of the component's operation is the application icon in the taskbar notification area, which looks like V‘_4
whenever an email message is being scanned.

By default, email protection is carried out as follows:
1. Each email received or sent by the user is intercepted by the component.
2. The emalil is broken down into its parts: the email heading, its body, and attachments.

3. The body and attachments of the email message (including OLE objects) are scanned for dangerous objects.
Malicious objects are detected using both databases used by the application and the heuristic algorithm. The
database contains descriptions of all the malicious programs known to date and methods for neutralizing them.
The heuristic algorithm can detect new viruses that have not yet been entered in the database.

4. After the virus scan, the following behavior options are available:

e |f the body or attachments of the email contain malicious code, Mail Anti-Virus will block the email, place a
copy of the infected object in the backup, and try to disinfect the object. If the email is successfully
disinfected, it becomes available to the user again. If the disinfection fails, the infected object in the email is
deleted. After the virus scan, special text is inserted in the subject line of the email, stating that the email
has been processed by the application.

e |f potentially malicious code is detected in the body or an attachment (but the maliciousness is not
absolutely guaranteed), the suspicious part of the email will be placed to the special storage area called
Quarantine.

e If no malicious code is discovered in the email, it is immediately made available again to the user.
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An integrated extension module is provided for Microsoft Office Outlook (see section "Email scanning in Microsoft Office
Outlook” on page 59) that allows fine-tuning the email scan.

If you are using The Bat!, the application can be used in conjunction with other anti-virus applications. The email traffic
processing rules (see section "Email scanning by a plug-in in The Bat!" on page 59) are configured directly in The Bat!

and override the applicationés email protection settings.

When working with other mail programs, including Microsoft Outlook Express/Windows Mail, Mozilla Thunderbird,
Eudora, and Incredimail, the Mail Anti-Virus component scans email on SMTP, POP3, IMAP, and NNTP protocols.

SEE ALSO
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CHANGING SECURITY LEV  EL

The security level is defined as a preset configuration of Mail Anti-Virus settings. Kaspersky Lab specialists distinguish
three security levels. The decision of which level to select should be made by the user based on the operational
conditions and the current situation.

e If you work in a non-secure environment, the high security level will suit the best to your email. An example of
such environment is a connection to a free email service, from a network that is not guarded by centralized
email protection.

e Recommended level provides an optimum balance between efficiency and security, being suitable for most
cases. This is also the default setting.

e If you work in a well secured environment, low security level can be used. An example of such an environment
might be a corporate network with centralized email security.

If none of the preset levels meet your needs, you can modify Mail Anti-Virus settings on your own (see section "Mail Anti-
Virus" on page 54). As a result, the security level's name will change to Custom. To restore the default component's
settings, select one of the preset security levels.

®» To change the preset email security level:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Mail Anti-Virus component context menu.

4. Select the required security level in the window that will open.

CHANGING ACTIONS TO B E PERFORMED ON DETEC TED
OBJECTS

Mail Anti-Virus scans an email message. If the scan indicates that the email or any of its parts (body, attachment) is

infected or potentially i nf ecteandgnthe dtats of thenopjectramedrthie acionf ur t her

selected.

ac
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As a result of scanning, Mail Anti-Virus assigns one of the following statuses to detected objects:
e the malicious program status (such as virus, Trojan);

e potentially infected when the scan cannot determine if the object is infected. This means that the email or
attachment contains a sequence of code from an unknown virus, or modified code from a known virus.

By default, upon detection of a dangerous of potentially infected object, Mail Anti-Virus displays a warning on the screen
and offers a choice of several actions for the object.

All possible actions are shown in the table below.

|F THE ACTION SELECTE D WAS WHEN A DANGEROUS OBJE  CT IS DETECTED

® Prompt for action Mail Anti-Virus will issue a warning message containing information about
what malicious program has infected (potentially infected) the file, and gives
you the choice of one of the following actions.

(® Block access Mail Anti-Virus will block access to the object. Relevant information is logged
in the report. Later you can attempt to disinfect this object.
(® Block access Mail Anti-Virus will block access to the object and will attempt to disinfect it. If
it is successfully disinfected, it is restored for regular use. If the object could
Disinfect not be disinfected, it is placed to Quarantine. Relevant information is logged
in the report. Later you can attempt to disinfect this object.
® Block access Mail Anti-Virus will block access to the object and will attempt to disinfect it. If
it is successfully disinfected, it is restored for regular use. If the object cannot
Disinfect be disinfected, it is deleted. A copy of the object will be stored in Backup.

Objects with the potentially infected status will be placed to Quarantine.
Delete if disinfection fails

® Block access When Mail Anti-Virus detects an infected or potentially infected object, the
component deletes it without informing the user.
[ pisinfect
Delete

Before disinfecting or deleting an object, Mail Anti-Virus creates a backup copy of it, placing the copy to Backup, so that
the object could be restored or disinfected in the future.

®» To change the specified action to be performed on detected objects, please do the following:
1. Open the main application window.
2. Inthe left part of the window, select the Protection section.

3. Select the Settings item from the Mail Anti-Virus component context menu.

»

Select the required action in the window that will open.

CREATING A PROTECTION SCOPE

Protection scope is understood as the type of messages to be scanned. By default, Kaspersky Anti-Virus scans both
incoming and outgoing messages. If only the incoming messages are selected to be scanned, it is recommended to scan
the outgoing messages when beginning to work with the application, as your computer may probably contain email
worms that use the email as a channel for proliferation. This will avoid unpleasant situations caused by unmonitored
mass emailing of infected emails from your computer.
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The protection scope also includes:

e  Settings for integrating Mail Anti-Virus into the system. By default, the Mail Anti-Virus component is integrated
into the Microsoft Office Outlook and The Bat! email client applications.

e Protocols being scanned. Mail Anti-Virus scans email messages being transmitted via the POP3, SMTP, IMAP,
and NNTP protocols. Also, the component scans traffic of ICQ and MSN instant messaging clients.

®» To disable scans of outgoing emails, please do the following:
1. Open the main application window.
2. Inthe left part of the window, select the Protection section.
3. Select the Settings item from the Mail Anti-Virus component context menu.
4. In the window that will open, click the Customize button.

5. Inthe window that will open, on the General tab, in the Protection scope section, specify the required values
for the settings.

®»  To specify the integration settings and the protocols being scanned, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Mail Anti-Virus component context menu.
4. In the window that will open, click the Customize button.

5. In the window that will open, on the General tab, in the Integration section, check the required boxes.

SELECTING THE SCAN ME  THOD

The scan methods mean checking the links inside the email messages to identify if they are included in the list of
suspicious web addresses and / or in the list of phishing addresses.

Checking the links if they are included in the list of phishing addresses allows preventing phishing attacks, which look like
email messages from would-be financial institutions that contain links to their websites. The message text convinces the

reader to click the link and enter confidential information in the window that follows, for example, a credit card number or
a login and password for an Internet banking site where financial operations can be carried out.

A phishing attack can be disguised, for example, as a letter from your bank with a link to its official website. By clicking
the link, you go to an exact copy of the bank's website and can even see the real address in the browser, even though
you are actually on a counterfeit site. From this point forward, all your actions on the site are tracked and can be used to
steal your money.

Checking the links if they are included in the list of suspicious web addresses allows to track web sites included in the
black list. The list is created by Kaspersky Lab's specialists and is part of the application installation package.

®»  To scan links in the messages using the database of suspicious addresses, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Mail Anti-Virus component context menu.

4. In the window that will open, click the Customize button.
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5. In the window that will open, on the General tab, in the Scan methods section, check the
Check if URLs are listed in the base of suspicious web addresses box.

®» To scan links inside the email messages using the database of phishing addresses, please do the following:
1. Open the main application window.
2. Inthe left part of the window, select the Protection section.
3. Select the Settings item from the Mail Anti-Virus component context menu.
4. In the window that will open, click the Customize button.

5. In the window that will open, on the General tab, in the Scan methods section, check the
Check if URLs are listed in the base of phishing web addresses box.

EMAIL SCANNING IN MICROSOFT OFFICE OUTLOOK

If you use Microsoft Office Outlook as your mail client, you can set up custom configurations for virus scans.

A special plug-in is integrated in Microsoft Office Outlook when you are installing the application. It allows you to
configure Mail Anti-Virus settings quickly, and determine when email messages will be scanned for dangerous objects.

The plug-in comes in the form of a special Mail Anti-Virus tab located in the Tools — Options menu. On the tab you
can specify the email scan modes.

®» To specify complex filtering conditions:
1. Open the main Microsoft Outlook application window.
2. Select Tools — Options from the application menu.

3. On the Mail Anti-Virus tab, specify the required email scan mode.

EMAIL SCANNING BY THE PLUG -ININ THE BAT!

Actions on infected email objects in The Bat! are defined using the application's own tools.

The Mail Anti-Virus settings that determine if incoming and outgoing email messages are scanned, as well as actions on
dangerous email objects and exclusions, are ignored in case scan of email messages received via POP3, SMTP, IMAP,
MAPI and NNTP protocols is disabled. The only thing that The Bat! takes into account is scanning of attached archives.

The email protection settings extend to all the anti-virus modules installed on the computer that support work with the Bat!

Please remember, incoming email messages are first scanned by Mail Anti-Virus and only after that by The Bat! mail
client plug-in. If a malicious object is detected, Kaspersky Anti-Virus will inform you of this. If you select the Disinfect
(Delete) action in the notification window of Mail Anti-Virus, actions aimed at eliminating the threat will be performed by
Mail Anti-Virus. If you select the Skip action in the notification window, the object will be disinfected by The Bat! plug-in.
When sending email messages, the scan is first performed by the plug-in, then by Mail Anti-Virus.

You should decide:
e which stream of email messages will be scanned (incoming, outgoing);

e at what point in time email objects will be scanned (when opening an email message, or before it is saved to the
disk);
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e the actions taken by the mail client when dangerous objects are detected in emails. For example, you could
select:

e Tryto disinfect infected parts T try to disinfect the infected email object and, if the object cannot be
disinfected, it remains in the email message.

e Delete infected parts i delete the dangerous object in the message, regardless of whether it is infected or
suspected of being infected.

By default, The Bat! places all infected email objects in Quarantine without attempting to disinfect them.

The Bat! does not give special headers to emails containing dangerous objects in case scan of email messages received
via POP3, SMTP, IMAP, MAPI and NNTP protocols is disabled. If the scan is enabled, messages will be given special
headers.

®» To set up email protection rules in The Bat!:
1. Open the main The Bat! window.
2. Select the Settings item from the Properties menu of the mail client.

3. Select the Virus protection item from the settings tree.

U SING HEURISTIC ANALY SIS

Essentially, the heuristic method analyzes the object's activities in the system. If its actions are typical of malicious
objects, the object is likely to be classed as malicious or suspicious. This allows new threats to be detected even before
they have been researched by virus analysts. By default, heuristic analysis is enabled.

Additionally you can set the detail level for scans: light, medium, or deep. To do so, move the slider bar to the selected
position.

®» To enable/disable the heuristic analysis, and to set the detail level for the scan, please do the following:
1. Open the main application window.
2. Inthe left part of the window, select the Protection section.
3. Select the Settings item from the Mail Anti-Virus component context menu.
4. In the window that will open, click the Customize button.

5. In the window that will open, on the Performance tab, in the Scan methods section, check / uncheck the
Heuristic analysis box, and set the detail level for the scan.

SCAN OF COMPOUND FILE S

The selection of compound files scan mode affects Kaspersky Anti-Virus performance. You can enable or disable the
scan of attached archives and limit the maximum size of objects to be scanned.

®» To configure the settings for the scan of compound files:
1. Open the main application window.
2. In the left part of the window, select the Protection section.

3. Select the Settings item from the Mail Anti-Virus component context menu.
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4. In the window that will open, click the Customize button.

5. In the window that will open, on the Performance tab, select the scan mode for compound files.

ATTACHME NT FILTERING

You can configure filtering conditions for the objects attached to the email message. Using the filter can improve your
computer's security, since malicious programs spread via email are most frequently sent as attachments. By renaming or
deleting certain attachment types, you can protect your computer against potential hazards, such as automatically
opening attachments when a message is received.

If your computer is not protected by any local network software (you access the Internet directly without a proxy server or
a firewall), you are advised not to disable scanning of attached archives.

®» To configure attachment filtering settings:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Mail Anti-Virus component context menu.
4. In the dropdown menu, click the Customize button.
5. Inthe window that will open, on the Attachment filter tab, specify the filtering conditions for email attachments.
When you select any of the last two modes, the list of file types will become enabled; there you can specify the

required types or add a mask to select a new type.

If it is necessary to add a mask of a new type, click the Add link, and enter the required data in the File name
mask window that will open.

RESTORING DEFAULT MAI L PROTECTION SETTING S

When configuring Mail Anti-Virus, you are always able to restore its recommended settings. They are considered optimal,
recommended by Kaspersky Lab, and grouped in the Recommended security level.

®» To restore default mail protection settings, please do the following:
1. Open the main application window.
2. Inthe left part of the window, select the Protection section.
3. Select the Settings item from the Mail Anti-Virus component context menu.

4. In the window that will open, click the Default level button.

EMAIL PROTECTION STAT  ISTICS

All operations performed by Mail Anti-Virus are recorded in a special report where you can obtain detailed information on
the component's operation grouped on tabs:

e All the dangerous objects detected in your email messages by Mail Anti-Virus are listed on the Detected tab.
The full name and the status assigned by the application when scanning or processing are indicated for each
object. If the component has successfully established what malicious program had infected the object, the latter
will be assigned the appropriate status: for example, virus, Trojan, etc. If the type of malicious impact cannot be
exactly established, the object is assigned the suspicious status. The action applied to the object (detected, not
found, disinfected) is also shown next to the status.
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For this tab not to contain information about disinfected email objects, uncheck the
Show disinfected objects box.

The complete list of events that have occurred while using Mail Anti-Virus is kept on the Events tab. Events may
have the following statuses:

e information (for example, object not processed, skipped by type);
e warning (for example, a virus is detected);
¢ comment (for example, archive is password-protected).

As a rule, informative messages are reference-type messages and are not of particular interest. You can disable
display of informative messages. To do so, uncheck the ¥ Show all events box.

Scan statistics appear on the appropriate tab. Here you will find the total number of email objects scanned, and
then in special columns it is separately indicated how many objects out of the total number scanned are
archives, how many of them are dangerous, how many have been disinfected, how many quarantined, etc.

The settings that Mail Anti-Virus is running with are displayed on the Settings tab. Use the Change settings link
to quickly configure the component.

®» To view information about the component's operation, please do the following:

1.

2.

3.

Open the main application window.
In the left part of the window, select the Protection section.

Select the Report item from the Mail Anti-Virus component context menu.
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Whenever you use the Internet, you impose information stored on your computer to the risk of being infected by
dangerous programs. They can penetrate your computer while you are viewing a web page.

Kaspersky Anti-Virus 6.0 for Windows Workstations MP4 includes a special component called Web Anti-Virus for
ensuring the security to your Internet sessions. It protects your computer against data coming into your computer via the
HTTP protocol, and also prevents dangerous scripts from being executed on the computer.

Web protection only monitors HTTP traffic that passes through the ports listed on the list of monitored ports (see section
"Creating a list of monitored ports" on page 166). A list of ports that are most commonly used for transmitting email and
HTTP traffic is included in the Kaspersky Anti-Virus installation package. If you use ports that are not on this list, you
should add them to the list to protect traffic passing via these ports.

If you are working in unprotected space, surfing on the Internet using a modem, it is recommended that you use Firewall
to protect yourself while using the Internet. If your computer is running on a network protected by a firewall or by HTTP
traffic filters, Firewall will provide additional security when using the Internet.

A collection of settings called the security level, determines the way of scanning the traffic. If Web Anti-Virus detects a
threat, it will perform the assigned action.

Your web protection level is determined by a group of settings. The settings can be broken down into the following
groups:

e  protection scope settings;

e settings that determine the efficiency of traffic protection (using heuristic analysis, scan optimization).

Kaspersky Lab advises abstaining from configuring Web Anti-Virus on your own. In most cases, selecting a different
security level is sufficient.

If Web Anti-Virus has been disabled for any reason, connections established before it had been enabled, will not be
monitored. You should restart your browser immediately after Web Anti-Virus is run.

®»  To edit Web Anti-Virus settings:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Web Anti-Virus component context menu.

4. In the window that will open, make the required changes in the component settings.
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COMPONENT OPERATION A LGORITHM

Web Anti-Virus protects information being received via HTTP, and prevents hazardous scripts from running on the
computer.

This section discusses the component's operation in more detail. HTTP traffic is protected using the following algorithm:

1. Each web page or file that is accessed by the user or by an application via the HTTP protocol is intercepted and
analyzed by Web Anti-Virus for malicious code. Malicious objects are detected using both databases used by
the application and the heuristic algorithm. The database contains descriptions of all the malicious programs
known to date and methods for neutralizing them. The heuristic algorithm can detect new viruses that have not
yet been entered in the database.

2. After the analysis, you have the following available courses of action:

e If aweb page or an object accessed by the user contains malicious code, access to it will be blocked. A
notification is displayed informing that the object or the page being requested is infected.

e If the file or the webpage do not contain malicious code, they will immediately become accessible to the
user.

Scripts are scanned according to the following algorithm:
1. Each script run on a web page is intercepted by Web Anti-Virus and is analyzed for malicious code.

2. If the script contains malicious code, Web Anti-Virus blocks it and informs the user of it with a special pop-up
message.

3. If no malicious code is discovered in the script, it is run.

A special plug-in is provided for Microsoft Internet Explorer; it is integrated into the browser when installing the
application. It is available when a new button appears in the browser's toolbar. Clicking it opens an information panel with
Web Anti-Virus statistics on the number of scripts scanned and blocked.
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CHANGING HTTP TRAFFIC SECURITY LEV EL

The security level is defined as a preset configuration of Web Anti-Virus settings. Kaspersky Lab specialists distinguish
three security levels. The decision of which level to select should be made by the user based on the operational
conditions and the current situation:

e The High security level is recommended for sensitive environments, when no other HTTP security tools are
being used.

e The Recommended security level is optimal for use in most situations.

e The Low security level is recommended if you have additional HTTP traffic protection tools installed on your
computer.

If none of the preset levels meet your needs, you can adjust the Web Anti-Virus settings by yourself. As a result, the
security level's name will change to Custom. To restore the default component's settings, select one of the preset
security levels.
®» To change the preset security level for web traffic:

1. Open the main application window.

2. In the left part of the window, select the Protection section.

3. Select the Settings item from the Web Anti-Virus component context menu.

4. Select the required security level in the window that will open.

CHANGING ACTIONS TO B E PERFORMED ON DETE CTED
OBJECTS

Once analysis of an HTTP object shows that it contains malicious code, the response by the Web Anti-Virus component
depends on the action you have selected.

Web Anti-Virus always blocks actions by dangerous objects and issues pop-up messages that inform the user about the
action taken.

Let's look at the possible options for processing dangerous HTTP objects in more detail.
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|F THE ACTION SELECTE D WAS |F A DANGEROUS OBJECT  ISDETECTEDINTHE HTTP TRAFFIC

® Prompt for action Web Anti-Virus will issue a warning message containing information about
what malicious code has potentially infected the object and will give you a
choice of responses.

® Block Web Anti-Virus will block access to the object and will display a message on
screen about blocking it. Similar information will be recorded in the report.

® Allow Web Anti-Virus will grant access to the object. Relevant information is logged
in the report.

®» To change the specified action to be performed on detected objects, please do the following:
1. Open the main application window.
2. Inthe left part of the window, select the Protection section.
3. Select the Settings item from the Web Anti-Virus component context menu.

4. Select the required action in the window that will open.

CREATING A PROTECTION SCOPE

Protection scope is a list of trusted addresses which will not be scanned for viruses by the protection component. Option
of creating such a list may be useful, for instance, when Web Anti-Virus interferes with downloading a particular file.

®» To create the list of trusted addresses:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Web Anti-Virus component context menu.
4. In the window that will open, click the Customize button.

5. Inthe Custom Settings: Web Anti-Virus window that will open, in the Trusted URLSs section, click the Add
button.

6. Inthe Address mask (URL) window that will open, enter a trusted address (or its mask).

SELECTING THE SCAN ME  THOD

The scan methods mean checking the links to identify if they are included in the list of suspicious addresses and / or in
the list of phishing addresses.

Checking the links if they are included in the list of phishing addresses allows to avoid phishing attacks, which look like
email messages from would-be financial institutions that contain links to their websites. The message text convinces the
reader to click the link and enter confidential information in the window that follows, for example, a credit card number or
a login and password for an Internet banking site where financial operations can be carried out.

Since the link to a phishing site can be received not only in an email message (see section "Selecting the scan method"
on page 58) but in any other way, for example, in the text of an ICQ message, the Web Anti-Virus component traces the
attempts of accessing a phishing site at the level of HTTP traffic scan, and blocks it.

Checking the links if they are included in the list of suspicious web addresses allows tracking websites included in the
black list. The list is created by Kaspersky Lab's specialists and is part of the application installation package.
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®» To scan links in the messages using the database of suspicious web addresses, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Web Anti-Virus component context menu.
4. In the window that will open, click the Customize button.

5. Inthe Custom Settings: Web Anti-Virus window that will open, in the Scan methods section, check the
Check if URLs are listed in the base of suspicious web addresses box.

®» To scan links using the database of phishing addresses, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Web Anti-Virus component context menu.
4. In the window that will open, click the Customize button.

5. Inthe Custom Settings: Web Anti-Virus window that will open, in the Scan methods section, check the
Check if URLs are listed in the base of phishing web addresses box.

U SING HEURISTIC ANALY SIS

Essentially, the heuristic method analyzes the object's activities in the system. If its actions are typical of malicious
objects, the object is likely to be classed as malicious or suspicious. This allows new threats to be detected even before
they have been researched by virus analysts. By default, heuristic analysis is enabled.

Kaspersky Anti-Virus will notify you when a malicious object is detected in a message. You should react to the notification
by selecting an action.

Additionally you can set the detail level for scans: light, medium, or deep. To do so, move the slider bar to the selected
position.

®» To use the heuristic analysis and to set the detail level for scans, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Web Anti-Virus component context menu.
4. In the window that will open, click the Customize button.

5. Inthe Custom Settings: Web Anti-Virus window that will open, in the Scan methods section, check the
Heuristic analysis box and specify the scan detail level below.

SCAN OPTIMIZATION

To detect malicious code more efficiently, Web Anti-Virus buffers fragments of objects downloaded from the Internet.
When using this method, Web Anti-Virus scans an object only after it has been completely downloaded. The object is
then analyzed for viruses and, depending on the outcome, the application returns the object to the user or blocks it.
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However, object buffering increases object processing time, and hence the time before the application returns objects to
the user. This can cause problems when copying and processing large objects because the connection with the HTTP
client may time out.

To solve this problem, we suggest limiting the buffering time for web object fragments downloaded from the Internet.
When this time limit expires, the user will receive the downloaded part of the file without scanning, and once the object is
fully copied, it will be scanned in its entirety. This helps shorten the time of object delivery to user, and also solves the
problem of interrupted Internet connections without lowering Internet security level.

By default, the buffering time for file fragments is limited to one second. Increasing this value or switching off the caching
time limit will lead to more efficient virus scans, but somewhat slower delivery of the object.

®» To limit the caching time for file fragments:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Web Anti-Virus component context menu.
4. In the window that will open, click the Customize button.

5. Inthe Custom Settings: Web Anti-Virus window that will open, in the Scan optimization section, check the
Limit fragment caching time box and enter the time value (in seconds) in the field next to it.

RESTORING DEFAULT WEB PROTECTION SETTINGS

When configuring Web Anti-Virus, you are always able to restore its recommended settings. They are considered
optimal, recommended by Kaspersky Lab, and grouped in the Recommended security level.

®» To restore default Web Anti-Virus settings, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Web Anti-Virus component context menu.

4. In the window that will open, click the Default level button.

WEB ANTI -VIRU S STATISTICS

General information about the Web Anti-Virus functioning is saved in a special report where you can find a detailed report
on the component functioning, grouped by tabs:

e All the dangerous objects detected by Web Anti-Virus in the HTTP traffic are shown on the Detected tab. The
name of the object and the name of the dangerous object are shown here. For this tab not to contain information
about disinfected HTTP traffic objects, uncheck the 1 Show disinfected objects box.

e The complete list of events that have occurred while using Web Anti-Virus is kept on the Events tab. All events
can be divided in important events and minor notifications. As a rule, the minor notifications are of a reference
nature and are not of particular interest. You can disable display of such events. To do so, uncheck the

Show all events box.

e The settings Web Anti-Virus is running with are displayed on the Settings tab. Use the Change settings link to
quickly configure the component.
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=®» To view information about the component's operation, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.

3. Select the Report item from the Web Anti-Virus component context menu.




PROACTIVE DEFENSE

Kaspersky Anti-Virus 6.0 for Windows Workstations MP4 protects you both from known threats and from new ones on
which there is no information in the application databases. This is ensured by the Proactive Defense component.

The preventative technologies provided by Proactive Defense allow to save time and neutralize new threats before they
harm your computer. How is this done? In contrast with reactive technologies, which analyze code based on records in
the application databases, preventative technologies recognize a new threat by the sequence of actions executed by a
harmful program. The program includes a set of criteria that can determine how dangerous the activity of a program is. If
analysis of a sequence of actions makes the program suspicious, Kaspersky Anti-Virus takes the action assigned by the
rule for that type of activity.

Dangerous activity is defined by the overall actions of the program. Dangerous activity includes:
e changes to the file system;
e modules being imbedded in other processes;
e masking processes in the system;
e changes to certain Microsoft Windows system registry keys.
Proactive Defense is carried out in strict correspondence with settings that define:

e  Whether application activity is subject to monitoring on your computer. This Proactive Defense mode is ensured
by the Application Activity Analyzer module. By default this mode is enabled, which ensures that the actions
of any programs opened on your computer will be closely tracked.

e Whether system registry changes are monitored. This Proactive Defense mode is ensured by the Registry
Guard module. By default, the module is disabled, which means the Kaspersky Anti-Virus doesn't analyze
attempts to make changes to the Microsoft Windows system registry keys.

®» To edit Proactive Defense settings, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Inthe Proactive Defense component context menu, select the Settings item.

4. In the window that will open, make the required changes in the component settings.
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COMPONENT OPERATION A LGORITHM

The preventative technologies provided by Kaspersky Anti-Virus's Proactive Defense recognize a new threat on your
computer by a sequence of actions executed by a certain program. Kaspersky Anti-Virus installation package includes a
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set of criteria that can determine how dangerous the activity of an application is. If analysis of a sequence of actions
considers an application suspicious, Kaspersky Anti-Virus takes the action specified in the rule for dangerous activity.

Let us take a closer look at the Proactive Defense's algorithm.
1. Immediately after the computer is started, Proactive Defense analyzes the following factors:

e Actions of each application running on the computer. Proactive Defense records the history of actions taken
in order and compares them to sequences typical of dangerous activity (a database of dangerous activity
types is included in the application installation package and is updated together with the application
databases).

e Each attempt of editing the system registry by deleting or adding system registry keys, entering
inappropriate values for keys impacting viewing and editing, etc.

2. The analysis is based on the allow and block rules of Proactive Defense.
3. After the analysis, you have the following available courses of action:

¢ If the activity meets the conditions of the Proactive Defense allow rule or does not match any block rule, it
will not be blocked.

e If a block rule covers the activity, the component's further steps will be determined by the instructions
specified in the rule. Such activity is usually blocked. A notification will be displayed on the screen
specifying the application, its activity type, and the history of actions taken. You should make a decision on
whether you want to block, or to allow this activity. You can create a rule for such activity and cancel the
actions taken in the system.

SEE ALSO
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APPLICATION ACTIVITY ANALYZER

The Application Activity Analyzer component of Kaspersky Anti-Virus monitors applications' activity on your computer.
The application includes a set of event descriptions that can be regarded as dangerous. A monitoring rule is created for
each such event. If the activity of any application is classified as a dangerous event, Proactive Defense will strictly adhere
to the instructions stated in the rule for that event.

SEE ALSO

Using the ISt Of AABNGEIOUS GCTHVILY .......c.uiiiiiiiiie ittt e e s b e e e aa bt e e ebe e e e s nnne e e s anbreeenanes 71
Changing the dangerous activity MONItOMNING FUIE.........ccc.uiiiiiiiii e 72
SYSEM ACCOUNES CONTION .....eiiiittiee ittt e et e et e ekt e e eab e e e e ok e e e e s b et e e e bbbt e e nb e e e as b e e e e eabb e e e e nnneeeennneeenas 73
PrOaCtiVe DEENSE EVENES.....c. ettt ettt e e e e a bttt e sttt e e bb et e e aab et e e s bb e e e e bbb e e e anbeeeesbb e e e e anbneeennnes 73

USING THE LISTOFDAN  GEROUS ACTIVITY

Note that configuring application control under Microsoft Windows XP Professional x64 Edition, Microsoft Windows Vista
or Microsoft Windows Vista x64 differs from the configuration process applied to an application running under other
operating systems.
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Specifics of configuring application activity control under Microsoft Windows XP

Kaspersky Anti-Virus monitors application activity on your computer. Proactive Defense reacts immediately to a defined
sequence of application actions. Hazardous sequences of actions include the following:

e actions, typical of Trojans;

e keyboard interception attempts;

e hidden driver installation;

e attempts to modify the operating system kernel,

e attempts to create hidden objects and processes with negative PID;
e HOSTS file modification attempts;

e attempts to implement in other processes;

e  rootkits redirecting data input / output;

e attempts of sending DNS requests.

The list of dangerous activities is added to automatically when Kaspersky Anti-Virus is updated, and it cannot be edited.
However, you can disable monitoring for one dangerous activity or another.

®»  To turn off monitoring for one dangerous activity or another:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Inthe Proactive Defense component context menu, select the Settings item.

4. In the window that will open, in the Application Activity Analyzer section, click the Settings button.

5. Inthe Settings: Application Activity Analyzer window that will open, uncheck the I box next to the name of
the activity which you do not want to be monitored.

Specifics of configuring application activity control under Microsoft Windows XP Professional x64 Edition,
Microsoft Windows Vista, Microsoft Windows Vista x64, or Microsoft Windows 7 x64

If the computer is running under one of the above-mentioned operating systems, then control will not apply to each event;
this is due to particular features of these operating systems.

CHANGING THE DANGEROU S ACTIVITY MONITORIN G RULE

The list of dangerous activities is added to automatically when Kaspersky Anti-Virus is updated, and it cannot be edited.
You can:

e turn off monitoring for one dangerous activity or another (see page 71);
e edit the rule that Proactive Defense uses when it detects dangerous activity;

e create an exclusion list (see page 146) by listing the applications with activity that you do not consider
dangerous.
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®» To change the rule:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Inthe Proactive Defense component context menu, select the Settings item.
4. In the window that will open, in the Application Activity Analyzer section, click the Settings button.

5. Inthe Settings: Application Activity Analyzer window that will open, in the Events section, select the required
event for which you want to change the rule.

6. Configure the rule for the selected event, using the links in the description section:
e click the link with the preset action and select the required action in the Select action window that will open;

e click the link with the preset time period (not for any activity type), and specify the scan interval for hidden
processes in the Hidden processes detection window that will open;

e click the on / off link to indicate that the report on task execution should be created.

SYSTEM ACCOUNTS CONTR  OL

User accounts control access to the system and identify the user and his/her work environment, which prevents other
users from corrupting the operating system or data. System processes are processes launched by system user accounts.

®» |f you want Kaspersky Anti-Virus to monitor the activity of system processes in addition to user processes:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Inthe Proactive Defense component context menu, select the Settings item.
4. In the window that will open, in the Application Activity Analyzer section, click the Settings button.

5. Inthe Settings: Application Activity Analyzer window that will open, in the General section, check the
Monitor system user accounts box.

PROACTIVE DEFENSE EVENTS

This section provides you with information about the Proactive Defense events which may be treated as dangerous.
Please note that each event should not be unambiguously interpreted as a treat. Some of those operations are part of the
common behavior of applications running on the computer, or they may be taken as a reaction of the operating system to
the functional features of the applications. However, in some cases those events may turn out to be caused by an
intruder's activity or by a malicious program. So, it is important to realize that Proactive Defense's triggering does not
necessarily indicate that the activity it has detected had been caused by a malicious program: this may also be a
common harmless program featuring certain traits of a malicious one.

Activity typical of P2P worms / Activity typical of Trojans

Worm is a self-replicating program spreading via computer networks. P2P worms spread in the "computer-to-
computer" way, bypassing centralized management. As a rule, such worms spread via shared network folders and
removable media.

Trojan is a malicious program that penetrates into the computer in the guise of a harmless one. Hackers upload
Trojans to open network resources, data media available for recording on a computer, removable media, and
distribute them using messaging services (such as email) to run them on the computer.
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Typical activity of such programs includes the following:
e actions typical of a malicious object penetrating and implanting in the system;
e malicious actions as such;
e actions typical of a malicious object spreading.
Keyloggers

Keylogger is a program that intercepts each keypress at the keyboard. Such a malicious program can send any
information entered at the keyboard (logins, passwords, credit card numbers) to an intruder. However, keypress
interception may be used by common legal programs. An example of such programs is a video game that has to
intercept data entered at the keyboard to be aware of keys being pressed by the user, when functioning in full-screen
mode. Also, keypress interception is often used to activate a program's function from another program using
"hotkeys".

Hidden driver installation

Hidden driver installation is a process of installing a malicious program's driver in order to obtain low-level access to
the operating system which may allow concealing the malicious program persisting in the system and complicating
its removal. Hidden installation process can be detected using common means (such as Microsoft Windows Task
Manager), but since no standard installation windows appear during the driver installation, the user can hardly
suspect that he or she should track the processes running within the system.

However, in some cases Proactive Defense may return a false alert. For example, the most recent video games are
protected against unauthorized copying and distribution. With that end in view, they install system drivers on the
user's computer. Such activities may be classified as "hidden driver installation" in some cases.

Modifying the operating system kernel

The operating system kernel grants the applications running on the computer a coordinated access to the computer's
resources: CPU, RAM, and external hardware. Some malicious programs can attempt to change the operating
system kernel's logic, by redirecting queries from standard drivers to itself. When malicious programs obtain the low-
level access to the operating system in that way, they attempt to conceal their presence and complicate the process
of removing them from the system.

An example of a false alert returned by Proactive Defense is the component's reaction to certain encryption systems
designed for hard disk drives. Those systems designed to ensure comprehensive data protection install a driver into
the system, implanting into the operating system kernel in order to intercept queries to the files on the hard drive, and
to perform encryption/decryption operations.

Hidden object / Hidden process

Hidden process is a process that cannot be detected by common means (such as Microsoft Windows Task Manager,
Process Explorer, etc.). Rootkit (i.e. "kit designed to obtain root privileges") is a program or a collection of programs
for the hidden control of a hacked system. This term has been imported from Unix.

In the scope of Microsoft Windows, rootkit usually means a masking program that implants into the system,
intercepts and falsifies system messages containing the information about the processes running in the system and
about the content of folders on the disk drive. In other words, a rootkit functions similarly to a proxy server, as it lets
certain data flow intact while blocking or falsifying the rest of data. Also, a rootkit can usually mask the presence of
any processes, folders and files stored on a disk drive, and registry keys, if they are described in its configuration.
Many masking programs install their own drivers and services into the system, making them "invisible" both to
system management tools (such as Task Manager or Process Explorer), and to anti-virus applications.

A particular case of hidden process is an activity consisting in attempting to create hidden processes with negative
PID values. PID is the personal identification number that the operating system assigns to each running process. PID
is unique for each running process, it is only static for each one in the current session of the operating system. If the
PID of a process has a negative value, this process is hidden, so it cannot be detected using common means.

An example of a false alert is the triggering of Proactive Defense reacting to gaming applications which protect their
own processes against hacking utility tools designed to evade license restrictions or cheat.
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Modifying HOSTS file

Hosts file is one of the most important system files of Microsoft Windows. It is designed to redirect access to web
resources by converting URL addresses into IP addresses not at DNS servers but strictly on a local computer. Hosts
file is a plain text file, where each line determines the matching between the symbol name (URL) of a server and its
IP address.

Malicious programs often use that file for redetermining addresses of update servers for anti-virus applications to
block updates and prevent the detection of malicious programs with the signature method, and for other purposes.

Redirecting input-output

The essential weak point consists in running a command line with redirected input/output (usually, into the network),
which, as a rule, can be used to obtain remote access to the computer.

A malicious object attempts to obtain access to the command line of a target computer, which will then be exploited
to execute commands. Access may usually be obtained after a remote attack and the launch of a script that uses this
vulnerability. The script runs the command line interpreter from the computer connected via TCP. As a result, the
intruder can manage the system remotely.

Intruding into a process / Intruding into all processes

There are many types of malicious programs that are masked as executable files, libraries or extension modules of
known programs, intruding into standard processes. So, an intruder can make a data loss on the user's computer.
Network traffic created by malicious code will not be filtered out by firewalls, since it is viewed by them as traffic
created by a program that has been granted Internet access.

Trojans usually intrude into other processes. However, such activities are also typical of certain harmless programs,
update packages, and installation wizards. For example, translation programs intrude into other processes to track
the presses of hotkeys.

Suspicious access to the registry

Malicious programs modify the registry in order to record themselves for autorun at the operating system startup,
change the home page in Microsoft Internet Explorer, and take many other destructive actions. However, please
note that the system registry may also be accessed by common programs. For example, common programs may
use the option of creating and exploiting hidden registry keys to conceal their own confidential information (including
license information) from the user.

Malicious programs create hidden registry keys that are not displayed by common programs (regedit-type). Keys
with invalid names are created. This is done in order to prevent the registry editor against displaying those values,
which results in complicating the diagnostics of malware presence within the system.

Sending data using trusted applications

There are many types of malicious programs that are masked as executable files, libraries or extension modules of
known programs, intruding into standard processes. So, an intruder can make a data loss on the user's computer.
Network traffic created by malicious code will not be filtered out by firewalls, since it is viewed by them as traffic
created by a program that has been granted Internet access.

Suspicious activity in the system

This point consists in detecting a suspicious behavior of a separate process: a change in the operating system's
status, for example, granting direct access to the RAM, or obtaining debugger privileges. Intercepted activity is not
typical for the most programs, being dangerous at the same time. So, such activity is classified as suspicious.

Sending DNS requests

DNS server is designed to reply to DNS requests via the corresponding protocol. If no record matching the DNS
request is found in the local DNS server's database, the request will be retransmitted, until it reaches a server that
would store the required information. As DNS requests are let flow by the most protection systems without scanning,
the content of a DNS package may include additional fragments containing the user's personal data. An intruder
controlling a DNS server that processes those DNS requests, has an opportunity to obtain this information.
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Attempting to access a protected storage

A process attempts to obtain access to a protected storage within the operating system containing the user's
personal data and passwords.

REGISTRY GUARD

One of the goals of most malicious programs is to edit the operating system's registry on your computer. These can be
harmless joke programs or more dangerous malicious programs that impose a real threat on your computer.

For example, malicious programs can copy their information to the registry key that makes applications open
automatically at startup. As a result, malicious programs will automatically be started when the operating system boots
up.

Changes in registry objects are monitored by the dedicated Proactive Defense module named Registry Guard.

SEE ALSO
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M ANAGING THE LIST OF SYSTEM REGISTRY MONI  TORING RULES

Kaspersky Lab has already created a list of rules that control operations with registry objects, and has included it in the
application installation package. Operations with registry objects are divided into logical groups, such as System Security,
Internet Security, etc. Each of these groups includes system registry objects and rules for working with them. This list is
updated together with the entire application.
Each group of rules has an execution priority that you can raise or lower. The higher the group is on the list, the higher
execution priority is assigned to it. If the same registry object falls under several groups, the first rule applied to the object
will be the one from the group with higher priority.
= To raise or lower the execution priority for a rule, please do the following:

1. Open the main application window.

2. Inthe left part of the window, select the Protection section.

3. Inthe Proactive Defense component context menu, select the Settings item.

4. In the window that will open, in the Registry Guard section, click the Settings button.

5. Inthe Settings: Registry Guard window that will open, use the Move up / Move down buttons.
®» To stop using any group of rules, please do the following:

1. Open the main application window.

2. Inthe left part of the window, select the Protection section.

3. Inthe Proactive Defense component context menu, select the Settings item.

4. In the window that will open, in the Registry Guard section, click the Settings button.
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5. Inthe Settings: Registry Guard window that will open, uncheck the ¥I box next to the group's name. In this
case, the group of rules will remain on the list but will not be used. It is not recommended to delete the group of
rules from the list, since it contains a list of system registry objects most often used by malicious programs.

CREATINGAGROUPOFS YSTEMREGISTRY OBJEC TS TO MONITOR

You can create your own groups of monitored system registry files.
®» To create a group of controlled system registry objects:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Inthe Proactive Defense component context menu, select the Settings item.
4. In the window that will open, in the Registry Guard section, click the Settings button.
5. Inthe Settings: Registry Guard window that will open, click the Add button.

6. In the window that will open enter the name of the new group for monitoring system registry objects in the
Group name field.

Create a list of objects from the system registry that the group will include on the Keys tab.

On the Rules tab, create a rule for the selected system registry objects.

SEE ALSO
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SELECTING REGISTRY OB JECTS FOR CREATING A RULE

The group of objects being created should contain at least one system registry object.
®» To add a system registry object to the list, please do the following:
1. Open the main application window.
2. Inthe left part of the window, select the Protection section.
3. Inthe Proactive Defense component context menu, select the Settings item.
4. In the window that will open, in the Registry Guard section, click the Settings button.
5. Inthe Settings: Registry Guard window that will open, click the Add button.
6. Inthe window that will open, on the Keys tab, click the Add button.
7. Inthe Please specify a registry object window that will open, please do the following:
a. select a system registry object or a group of objects for which you wish to create a monitoring rule;

b. specify the object value or a mask for a group of objects that you wish the rule to apply to, in the Value field;
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c. if you wish the rule to apply to all embedded keys for the selected system registry object, check the
Include subkeys box.

CREATING ARULEFORM  ONITORING REGISTRY O  BJECTS

A system registry objects monitoring rule consists in determining the following:

e the application to which the rule will be applied if it attempts to access the system registry;

e the program's reaction to an application attempting to perform an operation with the system registry.
®» To create a rule for the selected system registry objects, please do the following:

1. Open the main application window.

2. Inthe left part of the window, select the Protection section.

3. Inthe Proactive Defense component context menu, select the Settings item.

4. In the window that will open, in the Registry Guard section, click the Settings button.

5. Inthe Settings: Registry Guard window that will open, click the Add button.

6. In the window that will open, on the Rules tab, click the New button. The general rule will be added as the first
on the rule list.

7. Select a rule on the list and specify the rule settings in the bottom part of the tab:
e Specify the application.

By default, a rule is created for each application. If you want a rule to apply to a specific application, left-
click on Any, and it will change to Selected. Then use the specify application name link. A context menu
will open, where you can go to the standard file selection window from the Browse item, or go to the list of
applications currently running from the Applications item, and select the ones you need.

e Specify the Proactive Defense's reaction to the selected application attempting to read, edit, or delete
system registry objects.

You can use any of the following actions as a reaction: allow, prompt for action, and block. Left-click on
the link with the action until it reaches the value you need.

e Specify if it is necessary to generate a report of the performed operation. To do so, click the log / do not
log link.

You can create several rules and rank their priority using the Move up and Move down buttons. The higher
position in the list the rule has, the higher priority it has.

PROACTIVE DEFENSE STATISTICS

All operations performed by Proactive Defense are recorded in a special report where you can obtain detailed information
on the component's operation grouped on the following tabs:

e Detected i all objects classified as dangerous are collected on this tab.
e Eventsi events related to monitoring application activity are listed on this tab.
e Registry T this tab contains all operations involving the system registry.

e Settings i on this tab you can find the settings regulating the functioning of Proactive Defense.
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=®» To view information about the component's operation, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Report item from the Proactive Defense component context menu. You can select the type of
information on each report tab, sort it in ascending and descending order for each column, and search for

information in the report. To do so, use the items of the context menu which you can open by right-clicking on
the headings of report columns.
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Recently, malware has come to include more and more programs that aim to:
e obtrusively deliver advertising content in web browsers, pop-up windows, and banners in various programs;
e make attempts of unauthorized modem connections.

Keyboard interceptors focus on stealing your information; auto-dialers, joke programs, and adware aim to waste your
time and money. Protecting you from these programs is what Anti-Spy is designed to do.

Anti-Spy includes the following modules:

e Anti-Banner (see page 80) blocks advertisements on special banners on the web or built into the interfaces of
various programs installed on your computer;

e Anti-Dialer (see page 82) i prevents attempts to make unauthorized modem connections.
®» To edit Anti-Spy settings, please do the following:

1. Open the main application window.

2. In the left part of the window, select the Protection section.

3. Inthe Anti-Spy component context menu, select the Settings item.

4. In the window that will open make the required changes in the component modules settings.

IN THIS SECTION
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ANTI -B ANNER

Anti-Banner blocks advertisements on special banners on the web or built into the interfaces of various programs
installed on your computer.

Banner ads are not only devoid of useful information. They distract you from your work and increase the amount of traffic
on your computer. Anti-Banner blocks the most common banner ads. Kaspersky Anti-Virus includes masks for this
purpose. You can disable banner blocking or create your own lists of allowed and blocked banners.

To integrate the Anti-Banner module into the Opera browser, add the following line into the standard_menu.ini file,
[Image Link Popup Menu] section: Item, "New banner" = Copy image address & Execute program, "<drive>\Program
Files\Kaspersky Lab\Kaspersky Anti-Virus 6.0 for Windows Workstations MP4\opera_banner_deny.vbs", "//nologo %C".
Specify the name of your system disk drive instead of <drive>.
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CREATING THELISTOF  ALLOWED BANNER ADDRE  SSES

A user creates the white list of banners while working with the application if a necessity occurs to exclude certain banners
from blocking. This list contains masks for allowed banner ads.

®» To add a new mask to the white list, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Inthe Anti-Spy component context menu, select the Settings item.
4. In the window that will open, in the Anti-Banner section, click the Settings button.
5. In the window that will open, on the White List tab, click the Add button.

6. Enter a mask of an allowed banner in the Address mask (URL) window that will open. To stop using a mask
that you created, you do not have to delete it from the list; unchecking the box I next to it renders it inactive.

CREATING THE LIST OF BLOCKED BAN NER ADDRESSES

You can create a list of banned banner addresses which will be blocked by Anti-Banner when detected.
®» To add a new mask to the "black" list, please do the following:

1. Open the main application window.

2. Inthe left part of the window, select the Protection section.

3. Inthe Anti-Spy component context menu, select the Settings item.

4. In the window that will open, in the Anti-Banner section, click the Settings button.

5. In the window that will open, on the Black List tab, click the Add button.

6. Enter the mask of a blocked banner in the Address mask (URL) window that will open. To stop using a mask
that you created, you do not have to delete it from the list; unchecking the box X1 next to it renders it inactive.

ADVANCED COMPONENT SE  TTINGS

Kaspersky Lab's specialists have compiled a list of banner ad masks based on a specially conducted research, and have
included it with the Kaspersky Anti-Virus installation package. Banner ads that match the masks on the list, will be
blocked by the application unless banner blocking is disabled.
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When creating the lists of allowed / banned banners, either banner's IP address or its symbol name (URL) may be
entered. To avoid dubbing, you can use an advanced option which allows converting IP addresses into domain names,
and vice-versa.

®» To disable the use of the list of banners included in the application installation package, please do the following:
1. Open the main application window.
2. Inthe left part of the window, select the Protection section.
3. Inthe Anti-Spy component context menu, select the Settings item.

4. In the window that will open, in the Anti-Banner section, click the Settings button.

5. In the window that will open, on the Additional tab, check the ¥l Do not use common banners list box.

®» To use the option of converting banners' IP addresses into domain names (or domain names into IP addresses),
please do the following:

1. Open the main application window.

2. In the left part of the window, select the Protection section.

3. Inthe Anti-Spy component context menu, select the Settings item.

4. In the window that will open, in the Anti-Banner section, click the Settings button.

5. In the window that will open, on the Additional tab, check the ¥ Resolve IP addresses to domain names
box.

EXPORTING /IMPORTING BANNERLIS TS

You can copy the lists of allowed / blocked banners you have created from one computer to another. While exporting the
list, you can copy either the selected list element only, or the entire list. While importing the list, you can choose to add
the new addresses to the existing list, or replace the existing list with the one being imported.

®» To copy the created lists of allowed / blocked banners, please do the following:
1. Open the main application window.
2. Inthe left part of the window, select the Protection section.
3. Inthe Anti-Spy component context menu, select the Settings item.
4. In the window that will open, in the Anti-Banner section, click the Settings button.

5. Inthe window that will open, on the White List tab (or on the Black List tab), use the Import or Export buttons.

ANTI -DIALER

Anti-Dialer protects you from unauthorized attempts to make connections via your modem. A connection is considered
secret if it is configured not to inform the user of the connection, or if it is a connection that you do not initiate. As a rule,
secret connections are established to commercial phone numbers.

Whenever a secret connection is attempted, you will be notified of it with a special message displayed on the screen. It
requires you to allow or block the connection. If you have not initiated that connection, it is highly likely that this occurred
due to a malicious program. If you wish to allow hidden dialing to a certain number, you should include this number in the
list of trusted numbers.
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®» To add a number to the list of trusted numbers, please do the following:

1.

2.

Open the main application window.

In the left part of the window, select the Protection section.

In the Anti-Spy component context menu, select the Settings item.

In the window that will open, in the Anti-Dialer section, click the Settings button.
In the Settings: Trusted numbers window that will open, click the Add button.

In the Phone number window that will open, specify a trusted number or a mask.

ANTI -SPY STATISTICS

A detailed description of all operations on protection against Internet fraud is given in a special report. All events are
sorted by various tabs depending on which Anti-Spy module they were tracked with:

The Banners tab displays banner ads detected and blocked during the current session of the application.

All the attempts of malicious programs to connect your computer to paid telephone numbers are recorded on the
Hidden dials tab.

On the Settings tab, you can find the settings regulating the functioning of Anti-Spy.

=®» To view information about the component's operation, please do the following:

1.

2.

3.

Open the main application window.
In the left part of the window, select the Protection section.

Select the Report item from the Anti-Spy component context menu. You can select the type of information on
each report tab, sort it in ascending and descending order for each column, and search for information in the
report. To do so, use the items of the context menu which you can open by right-clicking on the headings of
report columns.
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Kaspersky Anti-Virus comprises the special Anti-Hacker component to ensure your security on local networks and on the
Internet. It protects your computer on the network and application level and masks your computer on the network to
prevent attacks.

Based on the two Anti-Hacker protection levels, there are two rule types:

e Rules for packet filtering. Used to impose general restrictions on network activity, regardless of the applications
installed. For example: if you create a packet rule that blocks inbound connections to Port 21, no applications
that use that port (an FTP server, for example) will be accessible from the outside.

e Rules for applications. Used to impose restrictions on network activity for specific applications. For example: if
connections to Port 80 are blocked for each application, you can create a rule that allows connections to that
port for Firefox browser only.

There are two types of rules which allow or block some applications and network packets. Kaspersky Anti-Virus
installation package includes a set of rules that regulate network activity for the most common applications and using the
most common protocols and ports. Kaspersky Anti-Virus installation package also includes a set of allow rules for trusted
applications whose network activity is not cause for suspicion.
To make settings and rules user-friendlier, Kaspersky Anti-Virus breaks down the entire network space into security
zones, which largely correspond to the subnetworks that your computer belongs to. You can assign a status to each zone
(Internet, Local Network, Trusted), which will determine the policy for applying rules and network activity monitoring in
that zone.
A special feature of Anti-Hacker, called Stealth Mode, prevents the computer from being detected from the outside. Thus,
the hackers lose the object of attack. This mode does not affect your computer's performance on the Internet (under
condition that your computer is not used as a server).
®» To edit Anti-Hacker settings, please do the following:

1. Open the main application window.

2. Inthe left part of the window, select the Protection section.

3. Select the Settings item from the Anti-Hacker component context menu.

4. In the window that will open, make the required changes in the component settings.
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COMPONENT OPERATIONL  AYOUT

Anti-Hacker protects your computer at the network and application levels, and masks your computer on the network to
prevent attacks. Let us take a closer look at Anti-Hacker's principles of operation.

Packet filtering (rules
| for applications)
hepicston PackeunI (data
lovel \tering (da
packet filtration Updatable rules
rules) database
——I Stealth mode
Network T
level
Intrusion Detection
System
Updatable
network
attacks
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You are protected at the network level by using global packet filtration rules where network activity is allowed or blocked
based on analyzing such settings as packet transfer direction, data packet transfer protocol, and outbound packet port.
Rules for packets regulate access to the network, regardless of the applications installed on your computer that use the
network.

In addition to the packet filtering rules, the Intrusion Detection System (IDS) provides additional security on the network
level (see section "Intrusion detection system" on page 96). The purpose of the subsystem is to analyze inbound
connections, detect port scans on your computer, and filter network packets aimed at exploiting software vulnerabilities.
When running, the Intrusion Detection System blocks all inbound connections from an attacking computer for a certain
amount of time, and the user receives a message stating that his or her computer underwent a network attack.

The Intrusion Detection System's functioning is based on using a special database of network attacks (see section
"Types of network attacks" on page 96) in analysis, which is regularly enlarged by Kaspersky Lab's specialists. It is
updated together with the application databases.
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Your computer is protected on the application level by applying application rules for using network resources to the
applications installed on your computer. Like the network protection level, the application protection level is built on
analyzing data packets for direction, transfer protocol, and what ports they use. However, at the application level, the
program takes into account the features of both the data packet and the specific application that sends and receives the
packet.

Using application rules helps you configure more specific protection features when, for example, a certain connection
type is banned for some applications but not for others.

SEE ALSO
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CHANGING ANTI -HACKER PROTECTION LEV ~ EL

When you use the network, Kaspersky Anti-Virus protects your computer at one of the following levels:

e High Security i security level at which the network activity is allowed as far as is stipulated by an allow rule.
Anti-Hacker uses the rules included with the application installation package, or those you have created. The set
of rules shipped with Kaspersky Anti-Virus includes allow rules for applications whose network activity is not
suspicious, and for data packets which are absolutely safe to send and receive. However, if there is a block rule
in the list of rules for an application with higher priority than the allow rule, Kaspersky Anti-Virus will block the
network activity of that application.

If you select this protection level, any network activity not recorded in Anti-Hacker allow rules will be blocked.
Therefore we recommend only using this level if you are certain that all the programs that you need are allowed
by the rules and that you do not intend to install new software.

Note that Microsoft Office Outlook functioning may be hindered at this level. If the mail client processing
incoming messages use its own rules, mail delivery will fail since the mail client will not be allowed to access to
Exchange server, at this level of protection against network attacks. The same case may occur if the user's
mailbox has been transferred to a new Exchange server. To resolve such problems, an allowing rule for
Microsoft Office Outlook should be created (or changed if such a rule has been created earlier); it should allow
any activities at IP address of Exchange server.

e Training Mode i level of protection at which Anti-Hacker rules are created. At this level, every time a program
attempts to use a network resource, Anti-Hacker checks to see if there is a rule for that connection. If there is a
rule, Anti-Hacker follows its instructions. If no rule has been created, it displays a description of the network
connection (what program has initiated it, via what port and protocol, etc.). You should decide whether you
should allow this connection or not. By using a special button in the notification window, you can create a rule for
that connection so that in the future Anti-Hacker will use the conditions in the rule for that connection without
notifying you on the screen.

e Low Security blocks only clearly banned network activity. Anti-Hacker blocks the activity in accordance with
block rules included with the application installation package, or those you have created. However, if there is an
allow rule in the list of rules for an application with higher priority than the block rule, Kaspersky Anti-Virus will
allow the network activity of that application.

e Allow All'i protection level at which all network activity on your computer is allowed. We recommend setting
protection at this level in a few special cases when no active network attacks have been observed and you fully
trust all network activity.

You can raise or lower the network protection level, by selecting the level you want, or by editing the settings for the
current level.
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®» To change the network attack protection level, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Hacker component context menu.

4. In the window that will open, select the required level of protection against network attacks.

RULES FOR APPLICATION S AND PACKET FILTERI NG

Firewall rule is an action performed by Firewall once it detects a connection attempt with certain settings. You can create:

e Packet rules. Packet rules are used for imposing restrictions on data packets and streams irrespective of the
applications.

e Rules for applications. Rules for applications are used for imposing restrictions on the network activity of a
certain application. Such rules allow fine-tuning the filtering, for example, when a certain type of data stream is
banned for some applications but is allowed for other ones.

SEE ALSO
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RULES FOR APPLICATION  S. CREATING ARULE MANUA  LLY

Kaspersky Anti-Virus installation package includes a set of rules for the most widespread applications running under
Microsoft Windows. You can create several allowing or blocking rules for the same application. These would generally be
applications with network activity that has been thoroughly analyzed by Kaspersky Lab and strictly defined as dangerous
or safe.

Depending on the protection level selected for Firewall, and on the type of network the computer is running on, the list of
rules can be used in various ways. Thus, for example, at the High Security level, all network activity of applications not
covered by allowing rules, is blocked.

®» To create an application rule manually, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Hacker component context menu.

4. In the window that will open, in the Firewall section, click the Settings button.
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5. Inthe window that will open, on the Rules for applications tab, click the Add button. A context menu will open,
where you can go to the standard file selection window by selecting the Browse item, or go to the list of
applications currently running by selecting the Applications item, and select the ones you need. A list of rules
for the selected application will open. If rules for it already exist, they all will be listed in the top part of the
window. If no rules exist, the rules window will be empty.

6. Click the Add button in the rules window for the application selected.

7. The New rule window that will open provides a rule creation form that you can use to fine-tune a rule.

RULES FOR APPLICATION  S. CREATINGRULESWITHT  EMPLATES

Kaspersky Anti-Virus includes ready-made rule templates that you can use when creating your own rules.

The entire spectrum of existing network applications may be divided into a few types: mail clients, web browsers, etc.
Each type has a set of specific activities, such as email reception and sending, or downloading and displaying of HTML
pages. Each type uses a certain set of network protocols and ports. This is why having rule templates helps you quickly
and easily make initial configurations for rules based on the type of application.

®» To create an application rule using a rule template as a basis, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Hacker component context menu.

4. In the window that will open, in the Firewall section, click the Settings button.

5. In the window that will open, on the Rules for applications tab, check the I Group rules by application box
unless it is already checked, and click the Add button. A context menu will open, where you can go to the
standard file selection window by selecting the Browse item, or go to the list of applications currently running by
selecting the Applications item, and select the ones you need. A window with rules for the selected application
will open. If rules for it already exist, they all will be listed in the top part of the window. If no rules exist, the rules
window will be empty.

6. Click the Template button in the application rules window and select a rule template from the context menu.

Allow all is a rule that allows any network activity for an application. Block all is a rule that blocks any network
activity for an application. All attempts to initiate a network connection by the application for which the rule has
been created, will be blocked without notifying the user.

Other templates listed on the context menu create a set of rules typical of the corresponding programs. For
example, the Mail Client template creates a set of rules that allow standard network activity for mail clients,
such as sending mail.

7. Edit the rules you have created, if necessary. You can edit the action, direction of the network connection,
address, ports (local and remote), and time range for the rule.

If you want the rule to apply to an application opened with certain settings in the command line, check the
Command line box and enter the string in the field to the right.

The rule (set of rules) created will be added to the end of the list with the lowest ranking priority. You can
increase the priority ranking of the rule.

RULES FOR PACKETFILT  ERING . CREATING A RULE

Kaspersky Anti-Virus installation package includes a set of rules which determine the way of filtering data packets coming
to and going from your computer. You can initiate data packet transfer on your own, or leave it to an application installed
on your computer. Kaspersky Anti-Virus installation package includes rules for packet filtering applicable to packets
whose transmission was thoroughly analyzed by Kaspersky Lab and was strictly defined as dangerous or safe.
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Depending on the protection level selected for Firewall, and on the type of network the computer is running on, the list of
rules can be used in various ways. Thus, for example, at the High Security level, all network activity not covered by
allowing rules, is blocked.

Note that rules for security zones have higher priority than blocking packet rules. Thus, for example, if you select the
Local network status, packet exchange will be allowed, and so will access to shared folders regardless of blocking
packet rules.

= To create a new packet rule:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Hacker component context menu.
4. In the window that will open, in the Firewall section, click the Settings button.
5. Inthe window that will open, on the Rules for packet filtering tab, click the Add button.

6. The New rule window that will open provides a rule creation form that you can use to fine-tune a rule.

CHANGING RULE PRIORIT Y

A certain priority is set for each rule created for an application or for a packet. Other things being equal (such as the
network connection settings), the action applied to an application's activity will be the rule with the highest priority.

The priority of a rule is determined by its position on the list of rules. The first rule on the list has the highest execution
priority. Each rule created manually is added to the beginning of the list. Rules created using a template or from a special
notification are added to the end of the list of rules.

®» To change an application rule's priority, please do the following:
1. Open the main application window.
2. Inthe left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Hacker component context menu.
4. In the window that will open, in the Firewall section, click the Settings button.

5. Inthe window that will open, on the Rules for applications tab, select an application name from the list and
click the Edit button.

6. Inthe created rules window that will open, use the Move up and Move down buttons to move the rules inside
the list, thus changing their priority.

®» To change the rule priority, please do the following:
1. Open the main application window.
2. Inthe left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Hacker component context menu.
4. In the window that will open, in the Firewall section, click the Settings button.

5. Inthe window that will open, on the Rules for packet filtering tab, select a rule. Use the Move up and Move
down buttons to move the rule inside the list, thus changing its priority.
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EXPORTING AND IMPORTI NG THE CREATED RULES

Export and import are designed to carry over the created rules to other computers. This helps to configure Anti-Hacker
quickly.

®» To copy the created rules for application, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Hacker component context menu.
4. In the window that will open, in the Firewall section, click the Settings button.

5. Inthe window that will open, on the Rules for applications tab, use the Export and Import buttons to perform
the required actions on copying the rules.

®» To copy the created rules for packet filtering, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Hacker component context menu.
4. In the window that will open, in the Firewall section, click the Settings button.

5. In the window that will open, on the Rules for packet filtering tab, use the Export and Import buttons to
perform the required actions on copying the rules.

FINE -TUNING RULES FORAPP  LICATIONS AND PACKET FILTERING

The fine tuning of rules being created and changed, is performed in accordance with the following procedure:
e Specifying a name for the rule. By default, the application uses a standard name that you can change.

e  Selecting network connection settings which determine the rule's application: remote IP address, remote port,
local IP address, local port, and duration of the rule.

e Modifying other settings that are responsible for informing the user that the rule has been applied.

e Assigning values for rule parameters and selecting actions. The action of every created rule is allow. To change
it to a blocking rule, left-click on the Allow link in the rule description section. It will change to Block.

e Defining the direction of network connection (see section "Changing the direction of a network connection” on
page 91) for the rule. The default value is a rule for both inbound and outbound network connection.

o Defining the protocol of network connection. TCP is the default protocol for the connection. If you are creating a
rule for applications, you can select one of two protocols, TCP or UDP. If you create a rule for a packet, you can
change the protocol type (see section "Changing data transfer protocol” on page 91). When selecting ICMP, you
may need to further indicate the type (see section "Changing your ICMP packet type" on page 93).

e  Specifying the fine-tuned settings of network connection (address (see section "Defining the network connection
address" on page 92), port (see section "Defining the connection port" on page 92), time range (see section
"Defining the time range of rule's activity" on page 92)), if they have been already selected.

e Ranking rule priority (see section "Changing the rule priority" on page 89).
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You can create a rule from the network activity detection alert window.

The New rule window has a form that you can use to create a rule (for applications (see page 87), for packet filtering
(see page 88)).

SEE ALSO
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CHANGING DATA TRANSFE R PROTOCOL

One of the properties for rules for applications and packet filtering is the data transfer protocol of network connection.
TCP is used for both applications and packets by default when creating a rule.

®» To change the data transfer protocol, please do the following:

1. Inthe New rule window (for applications (see page 87), for packet filtering (see page 88)) in the Rule
description section, click the link with the name of the protocol.

2. Inthe Protocol window that will open, select the required value.

CHANGING THE DIRECTIO N OF CONNECTION

One of the properties for rules for applications and packet filtering is the direction of network connection.

If it is important for you to specifically set the direction of packets in the rule, select whether they are inbound or outbound
packets. If you want to create a rule for data stream, select stream type: inbound, outbound, or both.

The difference between stream direction and packet direction is that when you create a rule for a stream, you define in
which direction the connection is opened. The direction of packets when transferring data via this connection is not taken
into consideration.

For example, if you configure a rule for data exchange with an FTP server that is running in passive mode, you should
allow the outbound stream. To exchange data with an FTP server in active mode, you should allow both outbound and
inbound streams.

®» To change data stream direction, please do the following:

1. Inthe New rule window (for applications (see page 87), for packet filtering (see page 88)), in the Rule
description section, click the link with the direction of the connection.

2. Inthe Select direction window that will open, select the required value.
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DEFINING THE NETWORK CON NECTION ADDRESS

If you have selected a remote or local IP address of network connection as a rule setting, you should assign it the value
which will determine the rule application.

To specify the network connection address, please do the following:
1. Inthe New rule window (for applications (see page 87), for packet filtering (see page 88)), in the Properties
section, check the I¥1 Remote IP address (or Local IP address) box. Then click the Enter IP address link in

the Rule description section.

2. Inthe IP address window that will open, select the type of IP address and enter a value for it.

DEFINING TH E CONNECTION PORT

When configuring rules, you can assign values to remote or local ports.
e Remote port is a port of a remote computer for connection.
e Local port is a port on your computer.

Local and remote ports for data transfer are correctly defined when a rule is being created directly from a notification of
suspicious activity. This information is recorded automatically.

®» To specify the port while configuring rules, please do the following:
1. Inthe New rule (for applications (see page 87), for packet filtering (see page 88)) window, in the Properties
section, check the ¥ Remote port (or Local port) box. Then click the Enter port link in the Rule description

section.

2. Inthe Port window that will open, enter a value for a port or for a range of ports.

DEFINING THE TIME RAN GE OF RULE 'S ACTIVITY

You can assign each rule a time range over the course of the day for it to operate in. For example, you can block ICQ
from 9:30 am till 6:30 pm.

®»  To set the rule application time, please do the following:
1. Inthe New rule (for applications (see page 87), for packet filtering (see page 88)) window, in the Properties

section, check the Mtime range box. Then click the specify the time range link in the Rule description
section.

2. Inthe Time range window that will open, in the from and till fields, set the time range for the rule.

DETERMINING SOCKETTY  PE

The socket type that supports data transfer via certain protocol(s) may be defined for each rule.
®» To change the socket type, please do the following:

1. Inthe New rule (for applications (see page 87)) window, in the Properties section, check the ] Socket type
box. Then click the link with the name of the installed socket type in the Rule description section.

2. Inthe Socket type window that will open, select the required value for the setting.
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CHANGING ICMP PACKET TYPE

ICMP (Internet Control Message Protocol) is designed to inform the packet sender of errors or complicated situations that
occur during data transfer.

If you select ICMP as the data transfer protocol in a packet filtration rule that you create, you can also specify the type of
ICMP message.

For example, using the Ping utility that sends certain ICMP queries and receives replies to them, a hacker could learn
whether your computer is on or not. The application installation package includes a rule that blocks ICMP queries and
replies to them, which in turn prevents potential attacks on your computer.

®» To change the type of ICMP packet, please do the following:

1. Inthe New rule (for packets (see page 88)) window, in the Properties section, check the X1 ICMP type box.
Then click the link with the name of the ICMP packet type in the Rule description section.

2. Inthe ICMP packet type window that will open, select the required value.

RULES FOR SECURITY ZO NES

After you install the application, Ant-rHac ker anal yzes your computerdés network
entire network space is broken down into conventional zones:

e Interneti the World Wide Web. In this zone, Kaspersky Anti-Virus operates as a personal firewall. At that,
default rules for packets and applications regulate all network activity to ensure maximum security. You cannot
edit protection settings when working in this zone, other than enabling Stealth Mode on your computer for added
safety.

e  Security zones i certain conventional zones that mostly correspond with subnetworks that your computer is
added in (these could be local subnetworks at home or in office). By default, these zones are considered as
average-risk zones when working in them. You can change the statuses of these zones based on how much
you trust a certain subnetwork, and you can configure rules for packet filtering and applications.

If Anti-Hacker Training Mode is enabled, a window will open every time your computer connects to a new zone,
displaying a brief description of it. You should assign a status to the zone, and network activity will be allowed based on
that status:

e Internet. This is the default status assigned to the Internet, since when you are on it, your computer is subjected
to all types of potential threats. It is recommended to select this status for networks not protected by any anti-
virus applications, firewalls, filters etc. When you select this status, the application ensures maximum security for
this zone:

e blocking any network NetBIOS activity within the subnetwork;
e blocking rules for applications and packet filtering that allow NetBIOS activity within this subnetwork.

Even if you have created a shared folder, the information in it will not be available to users from subnetwork with
this status. Additionally, if this status is selected for a certain subnetwork, you will not be able to access files and
printers on other computers of this subnetwork.

e Local network. The application assigns this status to the majority of security zones detected when analyzing
the computerds network environment, except for the
average risk factor (for example, corporate LANS). If you select this status, the application allows the following:

e any network NetBIOS activity within the subnetwork;

e applying rules for applications and packet filtering that allow NetBIOS activity within this subnetwork.

Select this status if you want to grant access to certain folders or printers on your computer but block any other
external activity.

envi

nter
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e Trusted. It is only recommended to apply this status to zones that in your opinion are absolutely safe where
your computer is not subject to attacks and attempts to gain access to your data. If you select this status, all
network activity will be allowed. Even if the High Security level is selected and the blocking rules are created,
they will not apply to remote computers from a trusted zone.

Note that any restrictions or access to files is only in effect within this subnetwork.

You can use Stealth Mode for added security when using networks labeled Internet. This mode only allows network
activity initiated from your computer. This actually means that your computer becomes invisible to its surroundings. This
mode does not affect your computerds performance on the Inte

It is not recommended to use the Stealth Mode if the computer is being used as a server (for example, mail server or
HTTP server). Otherwise, the computers that connect to the server will not see it in the network.

SEE ALSO
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ADDING NEW SECURITYZ ONES

The list of zones that your computer is registered on is displayed on the Zones tab. Each of them is assigned a status,
provided a brief description of the network, and an indication if the Stealth Mode is used.

®» To add a new zone to the list, please do the following:
1. Open the main application window.
2. Inthe left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Hacker component context menu.
4. In the window that will open, in the Firewall section, click the Settings button.

5. In the window that will open, on the Zones tab, use the Refresh button. Anti-Hacker will search for potential
zones for registration, and if any are detected, the application will ask you to select a status for them. Besides,
you can add new zones to the list manually (for example, if you connect your laptop to a new network). To do
so, use the Add button and fill in the necessary information in the Zone settings window that will open.

To delete the network from the list, click the Delete button.

CHANGING SECURITY ZON  E® STATUS

When new zones are automatically added, address and subnet mask are automatically determined by the application.
The program assigns each zone added the default Local network status. You can change it.

®»  To change the security zone status, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.

3. Select the Settings item from the Anti-Hacker component context menu.
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In the window that will open, in the Firewall section, click the Settings button.

In the window that will open, on the Zones tab, select a zone from the list and use the appropriate link from the
Rule description section below the list. You can perform similar actions as well as edit addresses and
subnetwork masks in the Zone settings window which you can open with the Edit button.

ENABLING /DISABLING STEALTH MODE

You can also enable the Stealth Mode when using zones labeled Internet.

=®» To enable the Stealth Mode, please do the following:

1.

2.

Open the main application window.

In the left part of the window, select the Protection section.

Select the Settings item from the Anti-Hacker component context menu.

In the window that will open, in the Firewall section, click the Settings button.

In the window that will open, on the Zones tab, select a zone from the list and use the appropriate link from the
Rule description section below the list.

CHANGING THE FIREWALL MODE

The Firewall mode controls Anti-Hacker's compatibility with applications that establish multiple network connections, as
well as with network games.

Maximum compatibility i Firewall ensures that Anti-Hacker will work optimally with applications that establish
multiple network connections (file-sharing network clients). This mode may lead to slow reaction time in network
applications since allowing rules have higher priority than stealth mode (stealth mode allows only the network
activity initiated from your computer). If you encounter such problems, it is recommended that you use the
Maximum speed mode.

Maximum speed i Firewall ensures the best possible reaction time of network applications. However, in this
mode a user may encounter connection problems in some network applications, since in Stealth Mode all
inbound and outbound connections are blocked regardless of the rules created. To solve the problem, disable
Stealth Mode.

Changes to the Firewall mode will not take effect until Anti-Hacker has been restarted.

®» To change the preset Firewall operation mode, please do the following:

1.

2.

Open the main application window.

In the left part of the window, select the Protection section.

Select the Settings item from the Anti-Hacker component context menu.

In the window that will open, in the Firewall section, click the Settings button.

In the window that will open, on the Additional tab, in the Firewall Mode section, select the required mode.
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INTRUSION DETECTION SYSTEM

All currently known network attacks that could endanger a computer are listed in the application databases. The Anti-
Hacker Intrusion Detection System operates on a list of these attacks. The list of attacks that the module can detect is
updated in the process of database updating (see section "Updating the application" on page 131). By default, Kaspersky
Anti-Virus does not update attack databases.
Intrusion Detection System tracks network activity typical of network attacks and if it detects an attempt to attack your
computer, it blocks all network activity of that computer involving your computer for one hour. A warning will appear on
the screen stating that a network attack attempt has taken place, with specific information about the computer which
attacked you. You can pause or disable the Intrusion Detection System.
®» To disable the Intrusion Detection System, please do the following:

1. Open the main application window.

2. Inthe left part of the window, select the Protection section.

3. Select the Settings item from the Anti-Hacker component context menu.

4. In the window that will open, uncheck the ¥I Enable Intrusion Detection System box.

To stop the module without opening the application's settings window, select the Stop item from the
component's context menu.

®» To block the attacking computer for a while, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Hacker component context menu.

4. In the window that will open, in the Intrusion Detection System section, check the I Block the attacking
computer for ... min. box and type the time span (in minutes) in the field.

NETWORK MONITOR

You can see the detailed information about all the connections established on your computer, open ports, and the volume
of inbound and outbound traffic. To do so, use the Network Monitor command from the context menu.

The window that will open will provide the information grouped on the following tabs:

e Established connections i the tab displays all network connections currently active on your computer. This
includes both connections initialized by your computer and inbound connections.

e Open ports i the tab lists all open ports on your computer.

e Traffici the tab displays the volume of information received and sent between your computer and other
computers on the network that you are currently work on.

TYPES OF NETWORK ATTA  CKS

There are currently a multitude of various network attacks that exploit vulnerabilities in operating systems and other
software, whether system-type or application-type, installed on your computer. Malefactors constantly develop attack
methods, learning how to steal confidential information, make the system malfunction, or take total control over your
computer to use it as part of a zombie network for perpetrating new attacks.
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To ensure the security of your computer, you should know what kinds of network attacks you might encounter. Known
network attacks can be divided into three major groups:

e Portscani this threat type is not an attack itself, but it usually precedes one, since it is one of the common
ways of obtaining information about a remote computer. The UDP/TCP ports used by the network tools on the
targeted computer are scanned to find out their status (closed or open).

Port scans can tell a hacker what types of attacks will work on that system, and what types will not. In addition,
the information obtained by the scan (a model of the system) will help the malefactor to know what operating
system the remote computer uses. This, in turn, further restricts the number of potential attacks, and,
correspondingly, the time spent perpetrating them. It also aids a hacker in attempting to use vulnerabilities
characteristic of the operating system.

e DoS attacks, or Denial of Service attacks are attacks, which cause an unstable functioning of a system or its
crash. The consequences of these attacks can be damage or corruption of the information resources that they
target and the inability to use those resources.

There are two basic types of DoS attacks:

¢ sending the target computer specially created packets that the computer does not expect, which causes the
system to restart or stop;

¢ sending the target computer many packets within a timeframe that the computer cannot process, which
cause system resources to be exhausted.

The following attacks are common examples from this group:

e The Ping of death attack consists in sending an ICMP packet with a size greater than the maximum of 64
KB. This attack can crash some operating systems.

e Land attack consists in sending a request to an open port on the target computer to establish a connection
with itself. This sends the computer into a cycle, which intensifies the load on the processor and can lead to
crashing of some operating systems.

e The ICMP Flood attack consists in sending a large quantity of ICMP packets to your computer. The
computer attempts to reply to each inbound packet, which slows the processor to a crawl.

e The SYN Flood attack consists in sending a large quantity of queries to a remote computer to establish a
fake connection. The system reserves certain resources for each of those connections, which completely
drains your system resources, and the computer stops reacting to other connection attempts.

e Intrusion attacks, which aim to take over your computer. This is the most dangerous type of attack, since if it is
successful, the hacker has complete control of your computer.

Hackers use this attack to obtain confidential information from a remote computer (for example, credit card
numbers, passwords), or to penetrate the system to use its computing resources for malicious purposes later
(e.g., to use the invaded system in a zombie network, or as a platform for new attacks).

This group is the largest by the number of attacks included. They may be divided into three groups depending
on the operating system: Microsoft Windows attacks, Unix attacks, and the common group for network services
available in both operating systems.

The following types of attacks are the most wide-spread among those using the network resources of operating
systems:

e Buffer overflow attacks is a type of software vulnerability caused by a lack (or deficiency) of control when
working with data arrays. This is one of the oldest vulnerability types and the easiest for hackers to exploit.

e Format string attacks is a type of software vulnerability that arises from insufficient control of input values for
1/0 functions such as printf(), fprintf(), scanf(), and others, from the C standard library. If a program has this
vulnerability, the hacker, with the ability to send queries created with a special technique, can gain complete
control or the system.
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Intrusion Detection System (see page 96) automatically analyzes and prevents attempts to exploit these
vulnerabilities in the most common network services (FTP
computer.

Microsoft Windows attacks are based on taking advantage of vulnerabilities in the software installed on the
computer (for example, programs as Microsoft SQL Server, Microsoft Internet Explorer, Messenger, and system
components that can be accessed via the network i DCom, SMB, Wins, LSASS, IIS5).

For example, Anti-Hacker protects your computer from attacks that use the following known software
vulnerabilities (this list of vulnerabilities is cited with the Microsoft Knowledge Base numbering system):

(MS03-026) DCOM RPC Vulnerability(Lovesan worm)

(MS03-043) Microsoft Messenger Service Buffer Overrun

(MS03-051) Microsoft Frontpage 2000 Server Extensions Buffer Overflow

(MS04-007) Microsoft Windows ASN.1 Vulnerability

(MS04-031) Microsoft NetDDE Service Unauthenticated Remote Buffer Overflow
(MS04-032) Microsoft Windows XP Metafile (.emf) Heap Overflow

(MS05-011) Microsoft Windows SMB Client Transaction Response Handling
(MS05-017) Microsoft Windows Message Queuing Buffer Overflow Vulnerability
(MS05-039) Microsoft Windows Plug-and-Play Service Remote Overflow

(MS04-045) Microsoft Windows Internet Naming Service (WINS) Remote Heap Overflow
(MS05-051) Microsoft Windows Distributed Transaction Coordinator Memory Modification

In addition, there are isolated incidents of intrusion attacks using various malicious scripts, includes scripts
processed by Microsoft Internet Explorer and Helkern-type worms. The essence of this attack type consists in
sending a special type of UDP packets to a remote computer that can execute malicious code.

Remember that, while on the network, your computer is at risk of being attacked by a hacker every day. To ensure your
computer's security, be sure to enable the Anti-Hacker component when surfing the Internet, and update the network
attack databases regularly (see section "Selecting objects to update" on page 136).

ANTI -HACKER STATISTICS

All operations of Anti-Hacker are logged in a report. The information about the component functioning is grouped on the
tabs:

e Network attacks T this tab displays the list of all network attacks which have been attempted during the current
Kaspersky Anti-Virus session.

e Banned hosts i this tab displays the list of all hosts blocked due to various reasons, for example, attempted
attack on your computer, or if they were blocked by a rule.

e Application activity i this tab displays the activity of the applications on your computer.
e Packet filtering T this tab lists all data packets filtered according to a Firewall rule.

e Settings i on this tab you can find the settings ruling the functioning of Anti-Hacker.
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=®» To view information about the component's operation, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.

3. Select the Report item from the Anti-Hacker component context menu.
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Kaspersky Anti-Virus comprises Anti-Spam, the component that allows detecting unwanted messages (spam) and
processing them in accordance with the rules in your email client saving time while working with the mail.

Anti-Spam uses a self-training algorithm (see section "Component operation algorithm" on page 101), which allows the
component over time to distinguish between spam and "good" mail more accurately. The source of data for the algorithm
is the contents of the message. To differentiate spam and good mail efficiently, Anti-Spam should be trained (see section
"Training Anti-Spam" on page 102).

Anti-Spam is built into the following mail clients as a plug-in:
e  Microsoft Office Outlook.
e Microsoft Outlook Express (Windows Mail).
e The Bat!

By creating a white or a black list of addresses you can let Anti-Spam know messages from which addresses it should
consider "good" messages and messages from which addresses it should consider spam. Additionally, Anti-Spam can
analyze messages for the presence of phrases from the lists of allowed and banned phrases.

Anti-Spam allows you to view mail on the server and delete unwanted messages without downloading them to your
computer.

®» To edit Anti-Spam settings, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Spam component context menu.

4. In the window that will open, make the required changes in the component settings.
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COMPONENT OPERATION A LGORITHM

Anti-Spam's operation consists of two stages:

e  First, Anti-Spam applies rigid filtering criteria to the message. Those criteria allow a quick determination as to
whether the message is spam or not. Anti-Spam assigns the message the spam or not spam status, the scan
will be stopped, and the message will be transferred to the mail client for processing (see Steps 1 through 5
below).

e At the further steps of the algorithm (see Steps 6 through 10 below), Anti-Spam analyzes email messages that
have passed precise selection criteria at the previous steps. Such messages cannot be unambiguously
considered spam. Therefore Anti-Spam has to calculate the probability of this message being spam.

Provided below is a more detailed discussion of the Anti-Spam operation algorithm:
1. The sender's address is scanned for matches on black and white lists of addresses:
e if asender's address is in the list of allowed senders, the message will be assigned the not spam status;

o ifasender's address is in the list of blocked senders, the message will be assigned the spam status.
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2. If a message was sent using Microsoft Exchange Server and scanning of such messages is disabled, the
message will be assigned the not spam status.

3. The message is subject to the analysis for lines from the list of allowed phrases. If at least one line from this list
has been found, the message will be assigned the not spam status.

4. The message is subject to the analysis for lines from the list of banned phrases. Detection of words from this list
in the message increases the chances of the messages being spam. When the calculated probability is over
100%, a message will be assigned the spam status.

5. If message text contains an address included into the database of suspicious and phishing web addresses, the
message receives the spam status.

6. The application analyzes the email message using the PDB technology. While doing it, Anti-Spam compares the
headers of mail messages with the samples of headers of spam messages. Each match increases the
probability that the message is in fact spam.

7. The application analyzes the email message using the GSG technology. While doing it, Anti-Spam analyzes
images attached to the email message. If the analysis reveals signs typical of spam in the objects attached to
the message, the probability of it being spam increases.

8. Anti-Spam analyzes email message using Recent Terms technology. While doing it, Anti-Spam searches for
phrases characteristic of spam in the text. These phrases are contained in the updatable Anti-Spam databases.
After the analysis is complete, Anti-Spam calculates how much the probability of the message being spam has
increased.

9. It checks for the presence of the additional features (see section "Using additional spam filtering features" on
page 109), typical of spam. Each detected feature increases the probability that the message being scanned is
in fact spam.

10. If Anti-Spam has been trained, the message will be scanned using the iBayes technology. The self-training
iBayes algorithm calculates the probability that the message is spam, based on the frequency of occurrence of
phrases characteristic of spam in the text.

The result of the message analysis is the probability that the email message is spam. Spam creators constantly improve
spam camouflage, therefore the calculated probability does not reach 100% in most cases. To ensure efficient filtering of
the email message stream, Anti-Spam uses two parameters:

e Spamrating i probability value, which will cause the message to be considered spam when exceeded. If the
probability is below this threshold value, the message is assigned the potential spam status.

e Potential spam rating i probability value, which will cause the message to be considered potential spam when
exceeded. If the probability is less than this value, Anti-Spam will consider the message not spam.

Depending on the specified spam and potential spam ratings, messages will be assigned the spam or potential spam

status. Messages will be also assigned the [!! SPAM] or [!! Probable Spam] label in the Subject field. Then they are
processed according to the rules (see section "Actions on spam" on page 113) you have created for your mail client.

SEE ALSO
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TRAINING ANTI -SPAM

One of the most powerful spam detection tools is the self-training iBayes algorithm. This algorithm makes a decision
about the message's status based on the phrases it includes. Before starting, sample strings of useful and spam mail
should be submitted to the iBayes algorithm to train it.
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There are several approaches to Anti-Spam training:

e Using the Training Wizard (see section "Training using the Training Wizard" on page 103) (packet training),
preferable from the very onset of using Anti-Spam.

e Training Anti-Spam using outgoing messages (see section "Training using outgoing email messages" on page
104).

e Training directly while working with email (see section "Training using Email client" on page 104) using special
buttons on the mail client toolbar or menu items.

e  Training when working with Anti-Spam reports (see section "Training with reports" on page 105).

SEE ALSO
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TRAINING USING THE  TRAINING WIZARD

The Training Wizard can train Anti-Spam (packet training) by indicating which mailbox folders contain spam and good
mail.

Correct spam recognition requires training using at least 50 useful messages and 50 samples of unwanted mail. If you do
not, the iBayes algorithm will not work.

To save time, the Training Wizard only trains on 50 emails in each selected folder.

This wizard consists of a series of boxes (steps) navigated using the Back and Next buttons; to close the wizard once it
has completed its work, use the Finish button. To stop the wizard at any step, use the Cancel button.

®» To start the Training Wizard, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Spam component context menu.
4. In the window that will open, in the Training section, click the Training Wizard button.

When performing training based on good email messages, addresses of the message senders will be added to the list of
allowed senders.

®» To disable adding the sender's address to the white list, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Spam component context menu.

4. In the window that will open, click the Customize button in the Sensitivity section.
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5. In the window that will open, on the White list tab, in the Allowed senders section, uncheck the
Add allowed senders addresses when training Anti-Spam in the mail client box.

TRAINING USING OUTGOI NG EMAIL MESSAGES

You can train Anti-Spam using a sample of 50 outgoing emails. The receivers' addresses will automatically be added to
the white list.

®» To train Anti-Spam on outgoing emails:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Spam component context menu.
4. In the window that will open, in the Sensitivity section, click the Customize button.

5. In the window that will open, on the General tab, in the Outgoing mail section, check the
Train on outgoing mail box.

®» To disable adding the sender's address to the white list, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Spam component context menu.
4. In the window that will open, click the Customize button in the Sensitivity section.

5. In the window that will open, on the White list tab, in the Allowed senders section, uncheck the
Add allowed senders addresses when training Anti-Spam in the mail client box.

T RAINING USING EMAIL CLIENT

Training while working directly with email involves using special buttons on your mail client's toolbar.
®» To train Anti-Spam using the email client, please do the following:
1. Start the email client.
2. Select a message you wish to use for Anti-Spam training.
3. Perform one of the following actions depending on the email client you are using:
e click the Spam or Not Spam button in the Microsoft Office Outlook toolbar;
e click the Spam or Not Spam button in the Microsoft Outlook Express toolbar (Windows Mail);
e use the special Mark as Spam and Mark as Not Spam items in the Special menu of The Bat! email client.

Anti-Spam will perform training using the selected message. If you select several emails, training will take place on all of
them.

When you mark a message as non-spam, the address of the message sender is added to the list of allowed senders.
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®» To disable adding the sender's address to the white list, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Spam component context menu.

4. In the window that will open, in the Sensitivity section, click the Customize button.

5. In the window that will open, on the White list tab, in the Allowed senders section, uncheck the [¥] Add allowed
senders addresses when training Anti-Spam in the mail client box.

If you need to select several emails at once, or are certain that a folder contains emails of a single group (spam or not
spam), you can take a multi-faceted approach to training using the Training Wizard.

T RAINING WITH REPORTS

You have the option of training Anti-Spam based on reports. The component's reports can help you assess the accuracy
of the component's configuration, and if necessary, make certain corrections to Anti-Spam.

®»  To mark a certain message as spam or not spam, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Report item from the Anti-Spam component context menu.

4. In the window that will open, on the Events tab, select the message you want to use as a basis for additional
training.

5. Select one of the following actions from the context menu for the message:
e Mark as Spam.
e Mark as Not Spam.
e Add to White list.

e Add to Black list.

CHANGING THE SENSITIVITY LEVEL

Kaspersky Anti-Virus 6.0 for Windows Workstations MP4 protects you from spam at one of the following levels:

e Block all i the highest severity level where any email is considered as spam except for messages, which
contain lines from the white list of phrases, and the senders of which are included in the white list of addresses.
All other features are disabled.

e High i a high level that, when activated, raises the likelihood that some emails that are not actually spam, will
be marked as spam. At this level, the message is analyzed using the white and black lists of addresses and
phrases, and also using PDB, GSG technologies and iBayes algorithm.

This level should be applied in cases when there is a high likelihood that the recipient's address is ignored by
spammers. For example, when the recipient is not registered in the mass mailings and does not have an email
address on free/non-corporate mail servers.
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e Recommended i the most universal settings level for classifying email messages.

At this level, it is possible that some spam will not be detected. This shows that Anti-Spam is not trained well
enough. We recommend that you conduct an additional training for the module using the Training Wizard or the
Spam / Not Spam buttons (menu items in the Bat!), using the spam letters that were not detected.

e Low i more loyal settings level. It could be recommended for users whose incoming correspondence for some
reason contains a significant number of words recognized by Anti-Spam as spam, but is not. The cause of such
a situation may be the professional activity of the recipient, by virtue of which he is forced to use professional
terms in his correspondence with colleagues that are widespread in spam. All spam detection technologies are
used to analyze emails at this level.

e Allow all 7 the lowest sensitivity level where only email messages, which contain lines from the black list of
phrases, and the senders of which are included in the black list of addresses, are considered as spam. All other
features are disabled.

By default, the protection against spam is set at the Recommended sensitivity level. You can boost or reduce the level,
or change the settings for the current level.

®» To change the selected Anti-Spam component sensitivity level, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Spam component context menu.

4. In the window that will open, move the sliding bar along the scale of sensitivity level. By adjusting the sensitivity
level, you define the correlation between spam, probable spam, and good mail factors.

FILTERING EMAIL MESSA  GES AT THE SERVER . MAIL
DISPATCHER

Mail Dispatcher is designed for viewing the list of email messages on the server without downloading them to your
computer. The opportunity allows you to reject some messages saving time and traffic while working with email and also
decreasing the risk of downloading spam or viruses to your computer.

Mail Dispatcher is used to manage the messages residing on the server. Mail Dispatcher window opens every time
before mail retrieval provided it is enabled.

Mail Dispatcher opens only when mail is received via POP3 protocol. Mail Dispatcher does not appear if your POP3
server does not support viewing of email headers, or if all messages at the server are from the addresses included in the
white list.

The list of email messages residing at the server is displayed in the central part of the Dispatcher window. Select the
message on the list for a detailed analysis of its header. Header viewing may be useful, for example, in the situation
described below. Spammers install a malicious program on your colleague’'s computer; this program sends spam with his
or her name on it, using his or her mail client's contact list. The probability that your address is present in the contact list
of your colleague is quite high. Certainly it will result in lots of spam sent to your mailbox. In such cases, you cannot
determine if a message has been sent by your colleague, or by a spammer using the sender's address only. Use the
email headers! Check carefully to see who sent the email, when, and what size it is. Trace the path of the email from the
sender to your mail server. All this information should be contained in the email headers. Make a decision whether it is
really necessary to download that email from the server, or if it is actually best to delete it.

®» To use Mail Dispatcher, please do the following:
1. Open the main application window.

2. Inthe left part of the window, select the Protection section.
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3. Select the Settings item from the Anti-Spam component context menu.
4. In the window that will open, in the Sensitivity section, click the Customize button.

5. Inthe window that will open, on the General tab, check the [l Open Mail Dispatcher when receiving email
via POP3 box.

®» To delete messages from the server using Mail Dispatcher, please do the following:
1. Check the boxes next to the message in the Delete column in the Dispatcher window.
2. Click the Delete selected button in the top part of the window.

Messages will be deleted from the server. You will receive a notification marked as [!! SPAM] and processed according
to the rules set for your mail client.

EXCLUDING MICROSOFT EXCHANGE SERVER MESSAGES
FROM THE SCAN

You can exclude email messages which originate within the internal network (for example, corporate mail), from anti-
spam scan. Please note that messages will be considered as internal mail, if Microsoft Office Outlook is used on all
network computers and user mailboxes are located on the same Exchange server or on servers linked via X400
connectors.
By default, Anti-Spam does not scan Microsoft Exchange Server messages.
= If you wish Anti-Spam to analyze the messages, please do the following:

1. Open the main application window.

2. In the left part of the window, select the Protection section.

3. Select the Settings item from the Anti-Spam component context menu.

4. In the window that will open, in the Sensitivity section, click the Customize button.

5. In the window that will open, on the General tab, uncheck the Do not check Microsoft Exchange Server
native messages box.

SELECTING THE SCAN ME  THOD

The scan methods mean checking links inside email messages to identify if they are included in the list of suspicious web
addresses and / or in the list of phishing addresses.

Checking the links if they are included in the list of phishing addresses allows preventing phishing attacks, which look like
email messages from would-be financial institutions that contain links to their websites. The message text convinces the
reader to click the link and enter confidential information in the window that follows, for example, a credit card number or
a login and password for an Internet banking site where financial operations can be carried out.

A phishing attack can be disguised, for example, as a letter from your bank with a link to its official web site. By clicking
the link, you go to an exact copy of the bank's website and can even see the real address in the browser, even though
you are actually on a counterfeit site. From this point forward, all your actions on the site are tracked and can be used to
steal your money.
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®» To scan links in email messages using the database of suspicious addresses, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Spam component context menu.

4. In the window that will open, in the Sensitivity section, click the Customize button.

5. In the window that will open, on the General tab, check the I¥1 Check if URLs are listed in the base of
suspicious web addresses box.

®» To scan links in email messages using the database of phishing addresses, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Spam component context menu.
4. In the window that will open, in the Sensitivity section, click the Customize button.

5. In the window that will open, on the General tab, check the [¥1 Check if URLs are listed in the base of
phishing web addresses box.

SELECTING THE SPAM FI  LTERING TECHNOLOGY

Emails are scanned for spam by using state-of-the-art filtration technologies.
By default the program uses all filtering technologies, allowing the most complete analysis of email messages for spam.
®» To disable any of the filtration technologies:

1. Open the main application window.

2. Inthe left part of the window, select the Protection section.

3. Select the Settings item from the Anti-Spam component context menu.

4. In the window that will open, in the Sensitivity section, click the Customize button.

5. Inthe window that will open, on the Algorithms tab, in the Recognition algorithms section, uncheck the
boxes for the filtering technologies you do not wish to use for spam analysis of email messages.

DEFINING SPAM AND POT  ENTIAL SPAM FACTORS

Specialists of Kaspersky Lab have done all their best to configure Anti-Spam optimally for it to detect spam and potential
spam.

Spam detection operations based on state-of-the-art filtration technologies helps the user train Anti-Spam to recognize
quite accurately spam, potential spam, and good mail with a certain number of emails from your inbox.

Anti-Spam is trained by working with the Training Wizard, and training from email clients. While doing so, every individual
element of good emails or spam are assigned a factor. When an email message enters your inbox, Anti-Spam scans the
message using the iBayes algorithm for elements of spam and of good email. The factors for each element are totaled,
and the spam rating and potential spam rating are calculated.
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The probable spam factor value defines a limit above which the email will be classified as probable spam. If you are using
the Recommended Anti-Spam sensitivity level, any email with a factor value between 50% and 59% will be considered
probable spam. Good mail refers to mail that, after being scanned, has a spam factor of less than 50%.

The spam factor value defines a limit above which the email will be classified as spam. Any message with rating value
higher than the one specified, will be perceived as spam. By default, the spam rating is 59% for the Recommended
level. This means that any message with the rating higher than 59% will be marked as spam.

®» To edit Anti-Spam settings, please do the following:
1. Open the main application window.
2. Inthe left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Spam component context menu.
4. In the window that will open, in the Sensitivity section, click the Customize button.

5. Inthe window that will open, on the Algorithms tab, adjust the spam and probable spam factors in appropriate
sections.

U SING ADDITIONAL SPAM FILTERING FEATURES

In addition to the main features used to filter spam (creating white and black lists, analysis with filtering technologies), you
can set additional features. Based on these features, a message will be assigned the spam status with a certain degree
of probability.

Spam could be empty emails (no subject or body), emails containing links to images or with embedded images, with text
in a very small font size. Spam can also be emails with invisible characters (the text matching the background color),

emails containing hidden elements (elements that are not displayed at all), or incorrect HTML tags, and emails containing
scripts (a series of instructions executed when the user opens the email).

®» To configure additional spam filtering features, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Spam component context menu.
4. In the window that will open, in the Sensitivity section, click the Customize button.
5. In the window that will open, on the Algorithms tab, click the Additional button.

6. Inthe Additional window that will open, check the boxes next to the selected spam signs. For the included
additional features, specify the spam factor (using percentage) which would establish the probability of
classifying a message as spam. The default value for the spam factor is 80%.

The spam probability value calculated thanks to the use of additional spam filtering features is added to the
general verdict returned to the entire message by Anti-Spam.

If you enable filtering by the "increase spam factor for messages not sent specifically to me" feature, you should
specify the list of your trusted email addresses. To do so, click the My addresses button. In the My addresses
window that will open specify the list of addresses and address masks. When scanning a message, Anti-Spam
also verifies the address of the recipient. If the address does not match any of those on your list, the email will
be labeled as spam.
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CREATING THE LIST OF ALLOWED SENDERS

The white list of addresses contains the addresses of message senders from whom, in your opinion, no spam can be
received. The white list of addresses is filled automatically while you train the Anti-Spam component. You can edit it.

The list can contain either addresses or address masks. When entering an address mask, you can use the standard *
and ? wildcards where * represents any combination of characters and ? stands for any single character. Examples of
address masks:

e ivanov@test.ru i messages from this address will always be classified as good mail;

e *@test.ru mail from any sender from the test.ru mail domain will always be considered good mail; for example:
petrov@test.ru, sidorov@test.ru;

e ivanov@* i the sender with this name, regardless of the mail domain, always sends only good mail; for
example: ivanov@test.ru, ivanov@mail.ru;

e *@test* i mail from any sender from a mail domain, starting with test, are considered not spam; for example:
ivanov@test.ru, petrov@test.com;

e ivan*@test.??? 1 emails from a sender, whose name starts with ivan., and whose mail domain name starts with
test and ends with any three characters, is always considered not spam; for example: ivan.ivanov@test.com,
ivan.petrov@test.org.

®» To create the list of allowed senders, do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.

3. Select the Settings item from the Anti-Spam component context menu.

4. In the window that will open, on the White list tab, in the Allowed senders section, check the
Consider emails from the following senders as not spam box, and click the Add button.

5. Inthe Email address mask window that will open, enter the required address or mask.

CREATING THE LIST OF ALLOWED PHRASES

The white list of allowed phrases contains key phrases of messages which you have marked as non-spam. You can
create such a list.

You can also use masks for phrases. When creating a mask, you can use the standard * or ? wildcards, where
* represents any combination of characters and ? stands for any single character. Examples of phrases and phrase
masks:

e Hi, Ivan!'T an email message that contains this text only is a good email. The use of the lines similar to the
following lines is not recommended.

e Hi, lvan!* T an email message beginning with the phrase Hi, lvan! is good.
e Hi, *I'*7 emails beginning with the greeting Hi and an exclamation point anywhere in the email are not spam.
e *lvan? *1 emails beginning with Ivan personal address followed by any character, are not spam.

e *Jvan\? *1 emails containing the phrase Ivan? are good.
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If characters * and ? are included into a phrase, then they should be preceded by the \ character to prevent their
misrecognition in Anti-Spam. Then two characters are used instead of one: \* and \?.

®» To create the list of allowed phrases:
1. Open the main application window.
2. Inthe left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Spam component context menu.
4. In the window that will open, in the Sensitivity section, click the Customize button.

5. In the window that will open, on the White list tab, in the Allowed phrases section, check the
Consider emails containing the following phrases as not spam box and click the Add button.

6. Inthe Allowed phrase window that will open, enter a line or a mask.

| MPORT OF ALLOWED SEN DERS LIST

Addresses in the white list can be imported from .txt, .csv files, or from Microsoft Office Outlook / Microsoft Outlook
Express address book.

®» To import the list of allowed senders, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Spam component context menu.
4. In the window that will open, in the Sensitivity section, click the Customize button.
5. In the window that will open, on the White list tab, in the Allowed senders section, click the Import button.
6. Select the import source from the dropdown menu:

e If you have selected the From file item, the file selection window will open. The application supports import
from .csv or .txt file types.

e If you have selected the From Address Book item, the address book selection window will open. Select
the required address book from this window.

CREATING THE LIST OF BLOCKED SENDERS

The black list contains the addresses of senders of messages which have been marked as spam. The list is filled
manually.

The list can contain either addresses or address masks. When entering a mask, you can use the standard * and ?
wildcards, where * represents any combination of characters and ? stands for any single character. Examples of address
masks:

e ivanov@test.ru i messages from this address will always be classified as spam;

e *@test.ru i mail from any sender from the test.ru mail domain will always be classified as spam; for example:
petrov@test.ru, sidorov@test.ru;
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e ivanov@*i the sender with this name, regardless of the mail domain, always sends only spam; for example:
ivanov@test.ru, ivanov@mail.ru;

e *@test* T mail from any sender from a mail domain, starting with test, are considered spam; for example:
ivanov@test.ru, petrov@test.com;

e jvan.*@test.??? 1 emails from a sender, whose name starts with ivan., and whose mail domain name starts with
test and ends with any three characters, is always considered not spam; for example: ivan.ivanov@test.com,
ivan.petrov@test.org.

®» To create the list of blocked senders, do the following:

1. Open the main application window.

2. Inthe left part of the window, select the Protection section.

3. Select the Settings item from the Anti-Spam component context menu.

4. In the window that will open, in the Sensitivity section, click the Customize button.

5. In the window that will open, on the Black list tab, in the Blocked senders section, check the
Consider emails from the following senders as spam box, and click the Add button.

6. Inthe Email address mask window that will open, enter the required address or mask.

CREATING THE LIST OF BANNED PHRASES

The black list of senders stores key phrases from emails that you regard as spam. The list is filled manually.

You can also use masks for phrases. When creating a mask, you can use the standard * or ? wildcards, where
* represents any combination of characters and ? stands for any single character. Examples of phrases and phrase
masks:

e Hi, Ivan!' T an email message that contains this text only is a spam. It is not recommended to use such a phrase
as a listed phrase.

e Hi, lvan!* T an email beginning with the phrase Hi, Ivan! is spam.
e Hi, *I*T7 an email beginning with Hi and an exclamation mark in any part of the message is spam.

e *Jvan? *T an email contains a greeting to a user with the name lvan whose name is followed by any character,
and is spam.

e *Jvan\? *1 an email message containing the lvan? phrase is spam.

If characters * and ? are included into a phrase, then they should be preceded by the \ character to prevent their
misrecognition in Anti-Spam. Then two characters are used instead of one: \* and \?.

When scanning an email, Anti-Spam analyzes its content against strings from the black list. Detection of words from this
list in the message increases the chances of the messages being spam. When the calculated probability is over 100%, a
message will be assigned the spam status.

®» To create the list of blocked phrases:
1. Open the main application window.
2. In the left part of the window, select the Protection section.

3. Select the Settings item from the Anti-Spam component context menu.
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4. In the window that will open, in the Sensitivity section, click the Customize button.

5. In the window that will open, on the Black list tab, in the Blocked phrases section, check the
Consider emails containing the following phrases as spam box and click the Add button.

6. Inthe Blocked phrase window that will open, enter a line or a mask.

ACTIONS TO BE PERFORM  ED ON SPAM

If after scanning you find that an email is spam or probable spam, further operations of Anti-Spam depend on the status
of the object and the action selected. By default, email messages considered spam or probable spam, are modified: in
the Subject field of the message, the [!! SPAM] or [?? Probable Spam] label is added, respectively.

You can select additional actions to be taken on spam or probable spam. To do so, special plug-ins are provided in
Microsoft Office Outlook, Microsoft Outlook Express (Windows Mail) and The Bat! clients. For other mail clients, you can
configure the filtration rules.

SEE ALSO

Configuring spam processing in Microsoft Office@ OULIOOK ...........c.uviiiiiiiiiiii e 113
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CONFIGURING SPAMPROC  ESSING IN MICROSOFT OFFICE OUTLOOK

The spam processing settings window automatically opens the first time you run email client after installing the
application.

By default, email messages classified by Anti-Spam as spam or probable spam are marked with the special [!! SPAM] or
[?? Probable Spam] labels in the Subject field.

You can apply the following processing rules to both spam and probable spam:
e Move to folder i spam is moved to the folder of your inbox that you have specified.

e Copyto folder i a copy of the email message is created and moved to the specified folder. The original email is
saved in your Inbox.

e Delete i delete spam from the user's mailbox.
e Skip i leave the email in the Inbox folder.
To do so, select the appropriate value from the dropdown list in the Spam or Probable spam section.

Additional actions on spam and probable spam in Microsoft Office Outlook can be found on the special Anti-Spam tab in
the Tools — Options menu.

It opens automatically when the mail client is first opened after installing the application, and it asks if you want to
configure spam processing.

When training Anti-Spam with mail client, a marked message will be sent to Kaspersky Lab as a spam sample. Click the
Additionally after manually marking emails as spam link to select the spam sample transfer mode in the window that
will open.
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Also, you can select the algorithm for common operation of Microsoft Office Outlook and Anti-Spam plug-in:

. @Scanuponreceiving.AII emails that enter the userds inbox are ini
Office Outlook rules. After processing is complete, the remaining messages that do not fall under any of the
rules are processed by the Anti-Spam plug-in. In other words, emails are processed according to the priority of
the rules. Sometimes the priority sequence may be ignored, if, for example, a large number of emails arrive in
your inbox at the same time. As a result, situations could arise when information about an email processed by a
Microsoft Office Outlook rule is logged in the Anti-Spam report marked with the spam status. To avoid this, we
recommend configuring the Anti-Spam plug-in as a Microsoft Office Outlook rule.

o (& use Microsoft Office Outlook rule. With this option, incoming messages are processed using the hierarchy
of Microsoft Office Outlook rules, one of which should be a rule of processing emails by Anti-Spam. This is the
best configuration, as it does not cause conflicts between Microsoft Outlook and the Anti-Spam plug-in. The only
shortcoming of this arrangement is that you should create and delete spam processing rules through Microsoft
Office Outlook manually.

®» To create a spam processing rule, please do the following:

1. Run Microsoft Office Outlook and use the Tools — Rules and Alerts command in the main application menu.
The command for opening the tool depends on your version of Microsoft Office Outlook. This Help file describes
how to create a rule using Microsoft Office Outlook 2003.

2. Inthe Rules and Alerts window that will open, on the Email Rules tab, click the New Rule button. As a result,
the Rules Wizard will be launched. Rules Wizard provides for the following steps:

a. You should decide whether you want to create a rule from scratch or using a template. Select the Start
from a blank rule option and select the Check messages when they arrive scan condition. Click the Next
button.

b. Click the Next button in the message filtering condition configuration window without checking any boxes. In
the dialog box, confirm that you want to apply this rule to all emails received.

c. Inthe window for selecting actions to apply to messages, check the ¥l perform a custom action box in the
action list. In the bottom part of the window, click the a custom action link. Select Kaspersky Anti-Spam
from the dropdown list in the window that will open, and click the OK button.

d. Click the Next button in the exclusions from rules window without checking any boxes.

e. In the final window, you can change the rule's name (the default name is Kaspersky Anti-Spam). Make
sure that the I Turn on this rule box is checked, and click the Finish button.

3. The default position for the new rule is first on the rule list in the Rules and Alerts window. If you like, move this
rule to the end of the list so that it applies to the email last.

All incoming emails are processed with these rules. The order in which the rules apply to emails depends on the priority
you assign to each rule. The rules apply from the beginning of the list. Each subsequent rule is ranked lower than the
previous one. You can change the priority for applying rules to emails.

If you do not want the Anti-Spam rule to further process emails after a rule is applied, you should check the
Stop processing more rules box in the rule settings (see Step 3 in creating a rule).

If you are experienced in creating email processing rules in Microsoft Outlook, you can create your own rule for Anti-
Spam based on the algorithm that we have suggested.

SEE ALSO
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CONFIGURING SPAMPROC  ESSING IN  MICROSOFT OUTLOOK
EXPRESS (WINDOWS MAIL)

The spam processing settings window opens when your run your client after the installation of the application.

By default, email messages classified by Anti-Spam as spam or probable spam are marked with the special [!! SPAM] or
[?? Probable Spam] labels in the Subject field.

Additional actions on spam and probable spam in Microsoft Outlook Express (Windows Mail) can be found in a special
window that opens when you click the Settings button near the other Anti-Spam buttons - Spam and Not Spam - on the
taskbar.

It opens automatically when the mail client is first opened after installing the application and asks if you what to configure
spam processing.

You can apply the following processing rules to both spam and probable spam:
e Move to folder i spam is moved to the folder of your inbox that you specify.

e Copyto folder i a copy of the email message is created and moved to the specified folder. The original email is
saved in your Inbox.

e Deletei delete spam from the user's mailbox.
e Skip i leave the email in the Inbox folder.
To do so, select the appropriate value from the dropdown list in the Spam or Probable spam section.

When training Anti-Spam with mail client, a marked message will be sent to Kaspersky Lab as a spam sample. Click the
Additionally after manually marking emails as spam link to select the spam sample transfer mode in the window that
will open.

Settings for spam processing are stored as Microsoft Outlook Express (Windows Mail) rules, therefore to save changes
you should restart your Microsoft Outlook Express (Windows Mail).

SEE ALSO
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CONFIGURING SPAMPROC ESSINGIN THE BAT!

Actions on spam and probable spam in The Bat! are defined by the client's own tools.
®» To set up spam processing rules in The Bat!, please do the following:

1. Select the Settings item from the Properties menu of the mail client.

2. Select the Spam protection item from the settings tree.

Displayed settings of anti-spam protection apply to all installed Anti-Spam modules that support integration with The Bat!.
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You should set the rating level, and specify how to respond to emails with a certain rating (in the case of Anti-Spam, the
rating is the likelihood that the email is spam):

e delete the emails with a rating higher than a given value;
e move email messages with a given rating to a special spam folder;
e move spam marked with special headers to the spam folder;

e |eave spam in the Inbox folder.

After processing an email, Kaspersky Anti-Virus assigns a spam or probable spam status to the message based on a
rating with an adjustable value. The Bat! has its own email rating algorithm for spam, also based on a spam rating. For
the spam factor values not to mismatch in Kaspersky Anti-Virus and in The Bat!, all messages scanned by Anti-Spam are
assigned a rating, in accordance to the message status: good mail - 0%, probable spam - 50 %, spam - 100 %. Thus, the
email rating in The Bat! corresponds to the rating of the corresponding status and not to the email rating assigned in Anti-
Spam.

For more details on the spam rating and processing rules, see documentation for The Bat!.

SEE ALSO
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RESTORING DEFAULT  ANTI -SPAM SETTINGS

When configuring Anti-Spam, you are always able to restore its recommended settings. They are considered optimal,
recommended by Kaspersky Lab, and grouped in the Recommended security level.

®»  To restore default Anti-Spam settings, please do the following:
1. Open the main application window.
2. Inthe left part of the window, select the Protection section.
3. Select the Settings item from the Anti-Spam component context menu.

4. In the window that will open, press the Default level button in the Sensitivity section.

ANTI -SPAM STATISTICS

General information about the component's functioning is saved in a special report where you can find a detailed report
on the component's functioning grouped by several tabs:

e A complete list of events that have arisen while using the component is kept on the Events tab. This is where the
results of the Anti-Spam training are displayed, showing the factor, category, and reasons for one or another
email classification.

Using the special context menu, you can train while viewing the report. To do so, select the name of the email,
then open the context menu by right-clicking, and select Mark as spam, if the email is spam, or Mark as not
spam, if the selected email is good mail. In addition, based on the information obtained by analyzing the email,
you can enlarge the white and black lists of Anti-Spam. To do so, use the corresponding items on the context
menu.
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e The settings for email filtration and further processing are given on the Settings tab.
®» To view information about the component's operation, please do the following:

1. Open the main application window.

2. In the left part of the window, select the Protection section.

3. Select the Report item from the Anti-Spam component context menu.




ACCESS CONTROL

Access Control is a new component of Kaspersky Anti-Virus. It monitors users' access to the devices installed on the
computer with the Device Control component. The component allows blocking applications' attempts to access certain
types of external devices.

After Device Control is installed, it is disabled.
=®» To enable Device Control, please do the following:
1. Open the application settings window.
2. In the left part of the window, select the Device Control section.
3. Inthe right part of the window, check the ¥l Enable Device Control box.
®» To modify the Device Control settings, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Device Control component context menu.

4. In the window that will open, make the required changes in the component settings.
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DEVICE CONTROL . RESTRICTING THEUSE O F EXTERNAL
DEVICES

The Device Control module monitors interactions between applications and external devices installed on the computer.
By default, Device Control provides access to any device.
®» To restrict access of applications to devices, please do the following:

1. Open the main application window.

2. In the left part of the window, select the Protection section.

3. Select the Settings item from the Device Control component context menu.

4. In the window that will open, click the Settings button.

5. Inthe Settings: Device Control window that will open, check the ¥1 boxes for the types of devices you want to
block.
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To validate the changes, you should reconnect the device (for Firewire or USB devices), or reboot the computer (for other
types of devices).

DEVICE CONTROL . DISABLE AUTORUN

You can block autorun by using the following options:

e Block autorun for all devices, which leads to disabling the AutoRun / AutoPlay functionality implemented in
Microsoft Windows. This functionality allows reading data and automatically run programs from a removable
medium connected to the computer.

e Block the processing of the autorun.inf file, which leads to blocking unauthorized attempts of running
applications from removable media. This option allows blocking any operating system's attempts of executing
potentially dangerous instructions in the autorun.inf file, without disabling the AutoPlay functionality completely.

The autorun is blocked by default. As hackers often use the autorun option to spread viruses via removable drives,
Kaspersky Lab recommends you blocking it.

®»  To block the autorun, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Protection section.
3. Select the Settings item from the Device Control component context menu.

4. In the window that will open, click the Settings button.

5. Inthe Settings: Device Control window that will open, in the Autorun section, check the corresponding
boxes.

To validate the changes, you should reboot the computer.

ACCESS CONTROL STATISTICS

All operations performed by Device Control are logged in a special report where you can obtain detailed information on
the component's operation grouped on tabs:

e All external devices blocked by the module are listed on the Devices tab.

e The Settings tab displays the settings, which regulate Access Control's operation.
®» To view information about the component's operation, please do the following:

1. Open the main application window.

2. In the left part of the window, select the Protection section.

3. Select the Report item from the Access Control component context menu.
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Virus scan is one of the most important tools for protecting your computer. Kaspersky Anti-Virus 6.0 for Windows
Workstations MP4 can scan separate items (files, folders, disks, removable media) or the entire computer for viruses.

Kaspersky Anti-Virus 6.0 for Windows Workstations MP4 comprises the following default virus scan tasks:
Scan

Scan of objects selected by the user. You can scan any object in the computer's file system.
Full Scan

A thorough scan of the entire system. The following objects are scanned by default: system memory, programs
loaded at startup, system backup, email databases, hard drives, removable storage media, and network drives.

Quick Scan
Virus scan of operating system startup objects.

By default, those tasks run with recommended settings. These settings may be modified, and tasks may be scheduled to
run.

In addition, any object may be scanned (such as a hard drive storing software and games, email databases brought
home from office, a compressed file received by email, etc.) without creating a dedicated scan task. An object to scan
may be selected using the Kaspersky Anti-Virus interface or standard Microsoft Windows tools (for example, Windows
Explorer or Desktop, etc.). Place the cursor on the desired object's name, right-click to open the Microsoft Windows
context menu, and select the Scan for viruses option.
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Figure 7. Microsoft Windows context menu

Additionally, following a scan you can view the scan report, which contains full information about events which occurred
during the execution of the tasks.

®»  To change the settings of any virus scan task, please do the following:
1. Open the main application window.
2. Inthe left part of the window, select the Scan (Full Scan, Quick Scan) section.

3. For the selected section, click the link with the preset security level.
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4. In the window that will open, make the required changes in the settings of the task you have selected.
®»  To switch to the virus scan report, please do the following:

1. Open the main application window.

2. Inthe left part of the window, select the Scan (Full Scan, Quick Scan) section.

3. Click the Reports button.
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STARTING THE VIRUS SC AN

You can start a virus scan task in one of the two following ways:
e from Kaspersky Anti-Virus context menu;
e from the main window of Kaspersky Anti-Virus.

Task execution information will be displayed in the main window of Kaspersky Anti-Virus.
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In addition, you can select an object to be scanned with the help of standard tools of the Microsoft Windows operating
system (for example, in the Explorer program window or on your Desktop, etc.).

Open
Explore
Search...

| P& Scan for viruses

Sharing and Security...
| 6 WinZip »
Format...

Copy

Create Shortcut
Rename

Properties

Figure 8. Microsoft Windows context menu

= To start a virus scan task from the context menu, please do the following:
1. Right-click the application icon in the taskbar notification area.

2. Select the Scan item from the dropdown menu. In the main application window that will open, select the
required Scan (Full Scan, Quick Scan) task. If required, configure the selected task and click the Start scan
button.

3. Alternatively, you can select the Full Scan item from the context menu. This will start a full computer scan. The
task progress will be displayed in the main window of Kaspersky Anti-Virus.

= To start the virus scan task from the main application window:
1. Open the main application window.
2. Inthe left part of the window, select the Scan (Full Scan, Quick Scan) section.

3. Click the Start scan button for selected section. The task progress will be displayed in the main application
window.

®» To start a virus scan task for a selected object from the Microsoft Windows context menu:
1. Right-click the name of the selected object.

2. Select the Scan for viruses item in the context menu that will open. The progress and the results of task
execution will be displayed in the statistics window.

CREATING ALISTOFOB JECTS TO SCAN

Each virus scan task has its own default list of objects. To view a list of objects, select the task name (such as Full Scan)
in the Scan section of the main application window. The list of objects will be displayed in the right part of the window.

Lists of objects to scan are already generated for default tasks created at the application installation.

For the user's convenience, you can add categories to the scan scope, such as user's mailboxes, RAM, startup objects,
operating system backup, and files in the Kaspersky Anti-Virus Quarantine folder.
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Besides, when you add a folder that contains embedded objects to the scan scope, you can edit the recursion. To do so,
select the required object from the list of objects to scan, open the context menu, and use the Include subfolders option.

®» To create a list of objects to scan, please do the following:
1. Open the main application window.
2. Inthe left part of the window, select the Scan (Full Scan, Quick Scan) section.
3. Click the Add link for the selected section.

4. Inthe Select object to scan window that will open, select an object and click the Add button. Click the OK
button after you have added all the objects you need. To exclude any objects from the list of objects to scan,
uncheck the boxes next to them. To remove an object from the list, select it and click the Delete link.

CHANGING SECURITY L EVEL

The security level is a preset collection of scan settings. Kaspersky Lab specialists distinguish three security levels. You
should make the decision on which level to select based on your own preferences:

e If you suspect that your computer has a high chance of becoming infected, select the High security level.
e The Recommended level is suitable in most cases, and is advised for using by Kaspersky Lab specialists.

e If you are using applications requiring considerable RAM resources, select the Low security level because the
application puts least demand on system resources in this mode.

If none of the preset levels meet your needs, you can configure the scan settings yourself. As a result, the security level's
name will change to Custom. To restore the default scan settings, select one of the preset security levels. By default,
scan is set at the Recommended level.

®»  To change the defined security level, perform the following actions:
1. Open the main application window.
2. Inthe left part of the window, select the Scan (Full Scan, Quick Scan) section.
3. For the selected section, click the link with the preset security level.

4. In the window that will open, in the Security Level section, adjust the slider on the scale. By adjusting the
security level, you define the ratio of scan speed and the total number of files scanned: the fewer files are
subject to analysis for viruses, the higher the scan speed is. You can also click the Customize button and
modify the required settings in the window that will open. The security level will change to Custom.

CHANGING ACTIONSTOB  E PERFORMED ON DETEC TED
OBJECTS

If a virus scan identifies an object as infected or suspected to be so, subsequent processing by the application depends
on the status of the object and the action selected.

Based on the scan results, an object may be assigned one of the following statuses:
e the malicious program status (such as virus, Trojan);

e the potentially infected status when the scan cannot determine if the object is infected. This is caused when the
application detects a sequence of code in the file from an unknown virus, or modified code from a known virus.

By default, all infected files are subject to disinfection, and all potentially infected ones are subject to quarantine.
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|F THE ACTION SELECTE D WAS WHEN A MALICIOUS ~ / POTENTIALLY INFECTED  OBJECT IS DETECTED
® Prompt for action when the The application will postpone processing of objects until the scan is complete.
scan is complete When the scan is complete, the statistics window will pop up with a list of

objects detected, and you will be asked if you want to process the objects.

® Prompt for action during scan The application will display a warning message with information about which
malicious code has infected or potentially infected the object, and will offer
several options of further actions.

® Do not prompt for action The application creates a report with information about objects detected
without processing them or notifying the user. This application mode is not
recommended, because it leaves infected or potentially infected objects on
your computer making infection virtually inevitable.

® Do not prompt for action The application attempts to disinfect the object without requesting any
confirmation from the user. If the attempt of disinfecting the object fails, it will
Disinfect be either blocked (if the object cannot be disinfected), or assigned the

potentially infected status (if the object is considered suspicious), and it will be
moved to Quarantine. Relevant information is logged in the report. Later you
can attempt to disinfect this object.

® Do not prompt for action The application attempts to disinfect the object without requesting any
confirmation from the user. If the object cannot be disinfected, it will be
Disinfect deleted.

Delete if disinfection fails

® Do not prompt for action The application deletes the object automatically.
[ pisinfect

Delete

Before attempting to disinfect or delete an infected object, Kaspersky Anti-Virus creates a backup copy of it, which is
placed into Backup to allow later restoration or disinfection.

®» To change the specified action to be performed on detected objects, please do the following:
1. Open the main application window.
2. Inthe left part of the window, select the Scan (Full Scan, Quick Scan) section.
3. For the selected section, click the link with the preset security level.

4. Inthe Action section, enter the required changes in the window that will open.

CHANGING THE TYPE OF OBJECTS TO SCAN

When specifying the type of objects to scan, you establish which file formats and sizes will be scanned for viruses when
the selected virus scan runs.

When selecting file types you should remember the following:

e Certain file formats (such as .txt) have a fairly low risk of having malicious code infiltrated into them and
subsequently activated. At the same time, there are formats that contain or may contain an executable code
(such as .exe, .dll, .doc). The risk of penetration and activation of malicious code in such files is fairly high.

e Remember that an intruder can send a virus to your computer in a file with the .txt extension, whereas it is in fact
an executable file renamed as .txt file. If you have selected the ® Files scanned by extension option, such a
file will be skipped by the scan. If the ® Files scanned by format option has been selected, regardless the
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extension, the file protection will analyze the file header and may determine that the file is an .exe file. Such a
file would be thoroughly scanned for viruses.

®»  To change the type of scanned objects:

1.

2.

Open the main application window.

In the left part of the window, select the Scan (Full Scan, Quick Scan) section.

For the selected section, click the link with the preset security level.

In the window that will open, in the Security Level section, click the Customize button.

In the window that will open, on the Scope tab, in the File types section, select the required settings.

SCAN OPTIMIZATION

You can shorten the scan time and speed up Kaspersky Anti-Virus. This can be achieved by scanning only new files and
those files that have altered since the last time they were scanned. This mode applies both to simple and compound files.

Additionally, you can impose a restriction on the scan length. Once the specified time period is elapsed, the file scan will
be stopped. You can also limit the size of the file being scanned. The file will be skipped if its size exceeds the value you
have set.

®» To scan only new and changed files, please do the following:

1.

2.

Open the main application window.

In the left part of the window, select the Scan (Full Scan, Quick Scan) section.

For the selected section, click the link with the preset security level.

In the window that will open, in the Security Level section, click the Customize button.

In the window that will open, on the Scope tab, in the Scan optimization section, check the
Scan only new and changed files box.

®» To impose a time restriction on the scan duration:

1.

2.

Open the main application window.

In the left part of the window, select the Scan (Full Scan, Quick Scan) section.

For the selected section, click the link with the preset security level.

In the window that will open, in the Security Level section, click the Customize button.

In the window that will open, on the Scope tab, in the Scan optimization section, check the
Stop scan if it takes longer than box and specify the scan duration in the field next to it.

= To limit the size of the file to scan, please do the following:

1.

2.

Open the main application window.
In the left part of the window, select the Scan (Full Scan, Quick Scan) section.
For the selected section, click the link with the preset security level.

In the window that will open, in the Security Level section, click the Customize button.
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5. Inthe window that will open, on the Scope tab, click the Additional button.

6. Inthe Compound files window that will open, check the [l Do not unpack large compound files box and
specify the file size in the field next to it.

SCAN OF COMPOUND FILE S

A common method of concealing viruses is to embed them into compound files: archives, databases, etc. To detect
viruses that are hidden this way a compound file should be unpacked, which can significantly lower the scan speed.

For each type of compound file, you can select to scan either all files or only new ones. To do so, use the link next to the
name of the object. It changes its value when you left-click on it. If you select the scan new and changed files only scan
mode, you will not be able to select which types of compound files are to be scanned.

=®» To modify the list of scanned compound files:
1. Open the main application window.
2. Inthe left part of the window, select the Scan (Full Scan, Quick Scan) section.
3. For the selected section, click the link with the preset security level.
4. In the window that will open, in the Security Level section, click the Customize button.

5. In the window that will open, on the Scope tab, in the Scan of compound files section, select the required type
of compound files to be scanned.

SCAN TECHNOLOGY

Additionally, you can specify the technology which will be used during the scan:

e iChecker. This technology can increase scan speed by excluding certain objects from the scan. An object is
excluded from the scan using a special algorithm that takes into account the release date of the application
databases, the date the object was last scanned, and any modifications to the scan settings.

For example, you have an archive file which has been scanned by Kaspersky Anti-Virus and assigned the not
infected status. The next time the application will skip this archive, unless it has been altered or the scan
settings have been changed. If the archive's structure has changed by adding a new object to it, or if the scan
settings have changed, or if the application databases have been updated, the archive will be re-scanned.

There are limitations to iChecker: it does not work with large files and applies only to the objects with a structure
that the application recognizes (for example, .exe, .dll, .Ink, .ttf, .inf, .sys, .com, .chm, .zip, .rar).

e iSwift. This technology is a development of the iChecker technology for computers using an NTFS file system.
There are limitations to iSwift: it is bound to a specific file location in the file system and can apply only to objects
in NTFS.

®» To use the object scan technology, please do the following:
1. Open the main application window.
2. Inthe left part of the window, select the Scan (Full Scan, Quick Scan) section.
3. For the selected section, click the link with the preset security level.
4. In the window that will open, in the Security Level section, click the Customize button.

5. In the window that will open, on the Additional tab, in the Scan technologies section, enable the required
technology.
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CHANGING THE SCAN MET  HOD

You can use heuristic analysis as the scan method. It analyzes the actions an object performs on the system. If its
actions are typical of malicious objects, the object is likely to be classed as malicious or suspicious.

Additionally, you can set the detail level for heuristic analysis by moving the slider bar to one of the following positions:
light, medium, or deep.

In addition to this scan method, you can use the Rootkit Scan. Rootkit is a set of tools that can hide malicious
applications in your operating system. These utilities are injected into the system, hiding their presence and the presence
of processes, folders and the registry keys of other malicious programs installed with the rootkit. If the scan is enabled,
you can specify detailed level (advanced analysis) to detect rootkits. It will scan carefully for such programs by analyzing
a large number of various objects.
®» To specify which scan method to use:

1. Open the main application window.

2. In the left part of the window, select the Scan (Full Scan, Quick Scan) section.

3. For the selected section, click the link with the preset security level.

4. In the window that will open, in the Security Level section, click the Customize button.

5. In the window that will open, on the Additional tab, in the Scan methods section, select the required scan
technologies.

COMPUTER PERFORMANCE  DURING TASK EXECUTIO N

Virus scan tasks may be postponed to limit the load on the central processing unit (CPU) and disk storage subsystems.
Executing scan tasks increases the load on the CPU and disk subsystems, thus slowing down other applications. By
default, if such a situation arises, Kaspersky Anti-Virus will pause virus scan tasks and release system resources for the
user's applications.

However, there is a number of applications which will start immediately when CPU resources become available, and will
run in the background. For the scan not to depend on the performance of those applications, system resources should
not be conceded to them.

Note that this setting can be configured individually for every virus scan task. In this case, the configuration for a specific
task has a higher priority.

®»  To postpone the execution of scan tasks if it slows down other applications, please do the following:
1. Open the main application window.
2. Inthe left part of the window, select the Scan (Full Scan, Quick Scan) section.
3. For the selected section, click the link with the preset security level.
4. In the window that will open, in the Security Level section, click the Customize button.

5. In the window that will open, on the Additional tab, in the Scan methods section, check the
Concede resources to other applications box.
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RUN MODE : SPECIFYING ANACCOUN T

You can specify an account used by the application when performing a virus scan.
= To start the task with the privileges of a different user account:
1. Open the main application window.
2. Inthe left part of the window, select the Scan (Full Scan, Quick Scan) section.
3. For the selected section, click the link with the preset security level.
4. In the window that will open, in the Security Level section, click the Customize button.

5. Inthe window that will open, on the Run mode tab, in the User section, check the ¥ Run task as box. Specify
the user name and password.

RUN MODE : CREATING A SCHEDULE

All virus scan tasks can be started manually, or by a schedule.

The default schedule setting for the tasks created when the program is installed is off. The exception is the quick scan
task, which runs every time you start your computer.

When creating a schedule on tasks launch it is necessary to set the interval of the scans.

If it is not possible to start the task for any reason (for example, the computer was not on at specified time), you can
configure the task to start automatically as soon as it becomes possible.

®» To edit a schedule for scan tasks:
1. Open the main application window.
2. Inthe left part of the window, select the Scan (Full Scan, Quick Scan) section.
3. For the selected section, click the link with the preset security level.
4. In the window that will open, press the Change button in the Run mode section.
5. Make the required changes in the Schedule window that will open.

®»  To configure automatic launches of skipped tasks:
1. Open the main application window.
2. Inthe left part of the window, select the Scan (Full Scan, Quick Scan) section.
3. For the selected section, click the link with the preset security level.
4. In the window that will open, press the Change button in the Run mode section.

5. Inthe Schedule window that will open, in the Schedule settings section, check the ¥ Run task if skipped
box.
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FEATURES OF SCHEDULED  TASK LAUNCH

All virus scan tasks can be started manually, or by a schedule.
Scheduled tasks feature an additional functionality, for example, you can check the Pause scheduled scan when
screensaver is inactive or computer is unlocked box. This functionality postpones the task launch until the user has
finished working on the computer. So, the scan task will not take up system resources during the work.
®» To launch scan tasks only when the computer isn't in use any more, please do the following:

1. Open the main application window.

2. Inthe left part of the window, select the Full Scan, Quick Scan section.

3. For the selected section, click the link with the preset security level.

4. In the window that will open, in the Run mode section, check the [¥1 Pause scheduled scan when
screensaver is inactive or computer is unlocked box.

VIRUS SCAN STATISTICS

General information on each virus scan task is shown in the statistics window. Here you can check how many objects
have been scanned and how many hazardous and suspicious objects subject to processing have been detected.
Additionally, here you can find information about the starting and completing time of the last task run and about the scan
length.
General information on scan results is grouped on the following tabs:

e The Detected tab lists all dangerous objects detected when executing a task.

e The Events tab lists all events occurred when executing a task.

e The Statistics tab provides statistical data of scanned objects.

e The Settings tab provides the settings, which determine the way of executing a task.
If any errors have occurred during the scan, try running it again. If the next attempt returns an error, we recommend that
you save the report on task results in a file using the Save As button. Then contact the Technical Support Service, and
send the report file. Kaspersky Lab's specialists will certainly help you.
®» To view statistics of a virus scan task, please do the following:

1. Open the main application window.

2. Inthe left part of the window, select the Scan (Full Scan, Quick Scan) section, create a scan task, and launch

it. The task progress will be displayed in the main window. Click the Details link to switch to the statistics
window.

A SSIGNING COMMON SCAN SETTINGS FOR ALL TAS KS

Each scan task is run according to its own settings. By default, the tasks created at the application installation are run
with the settings recommended by Kaspersky Lab experts.

You can configure universal scan settings for all tasks. You will use a set of properties used to scan an individual object
for viruses as a starting point.
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= To assign universal scan settings to all tasks, please do the following:
1. Open the application settings window.
2. In the left part of the window, select the Scan section.

3. Inthe right part of the window, in the Other task settings section, click the Apply button. Confirm the universal
settings that you have selected in the pop-up dialog box.

RESTORING DEFAULT SCA N SETTINGS

When editing task settings, you can always restore the recommended ones. They are considered optimal, recommended
by Kaspersky Lab, and grouped in the Recommended security level.

®» To restore the default file scan settings, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Scan (Full Scan, Quick Scan) section.
3. For the selected section, click the link with the preset security level.

4. In the window that will open, click the Default level button in the Security Level section.
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Keeping the application updated is a prerequisite for reliably protecting your computer. New viruses, Trojans, and
malicious software emerge daily, so it is important to update the application regularly to keep your personal data
constantly protected. Information about threats and methods of their neutralization is stored in the application databases,
therefore their timely updating is an essential part in the maintenance of reliable protection.

Application update downloads and installs on your computer:
e Application databases

The protection of information is based on databases which contain signatures of threats and network attacks,
and the methods used to fight them. Protection components use these databases to search for dangerous
objects on your computer and to disinfect them. The databases are added to every hour with records of new
threats and methods used to fight them. Therefore, you are advised to update them on a regular basis.

In addition to the application databases, the network drivers that enable the application's components to
intercept network traffic are also updated.

e Application modules

In addition to the application databases, you can also update the application modules. The update packages fix
the application's vulnerabilities and add new or improve the existing functionality.

Kaspersky Lab's update server is the primary source of updates for Kaspersky Anti-Virus.

To successfully download updates from servers, your computer must be connected to the Internet. By default, the
Internet connection settings are determined automatically. If the proxy server settings are not properly configured
automatically, the connection settings can be set manually.

During an update, application modules and databases on your computer are compared to those in the update source. If
your computer has the latest version of the databases and application modules, you will see a natification window
confirming that your computer's protection is up to date. If the databases and modules on your computer differ from those
on the update server, the application downloads only the incremental part of the updates. The fact that not all the
databases and modules are downloaded significantly increases the speed of copying files and saves Internet traffic.

Before updating the databases, Kaspersky Anti-Virus creates backup copies of them, so that you can use it again in the
future.

You might need the rollback option if, for example, the databases have become corrupted during the update process.
You can easily roll back to the previous version and try to update the databases again.

You can copy the retrieved updates to a local source while updating the application. This service allows updating the
databases and modules of the application on networked computers to save Internet traffic.

You can also configure automatic update startup.
The Update section displays the current status of the application databases.

You can view the updating report, which contains full information about events that have occurred during updating. You
can also see the virus activity overview at www.kaspersky.com by clicking the Virus activity review link.

® |n order to edit the settings of any update task, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Update section.

3. For the selected section, click the link with the preset run mode.
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4. In the window that will open, make the required changes in the settings of the task you have selected.
®» To switch to update report, please do the following:

1. Open the main application window.

2. In the left part of the window, select the Update section.

3. Click the Reports button.
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STARTING THE UPDATE

You can start the application update at any time. Updates are downloaded from the selected update source.
You can update Kaspersky Anti-Virus using one of the two supported methods:

e  From the context menu.

e  From the main application window.

Update information will be displayed in the main application window.
Note that the updates are distributed to a local source during the updating process, provided that this service is enabled.

®» To start Kaspersky Anti-Virus update from the context menu:
1. Inthe taskbar notification area right-click the application icon.

2. Select the Update item from the dropdown menu.
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®» To start Kaspersky Anti-Virus update from the main application window:
1. Open the main application window.
2. In the left part of the window, select the Update section.

3. Click the Start update button. The task progress will be displayed in the main application window.

ROLLING BACK THE LAST UPDATE

At the start of the update process Kaspersky Anti-Virus creates a backup copy of the current databases and application
modules. This allows the application to continue working, using the previous databases, if the update fails.

The rollback option is useful if, for example, part of the databases has been corrupted. Local databases can be corrupted
by the user or by a malicious program, which is possible only if the application's self-defense is disabled. You can easily
roll back to the previous databases and try to update the databases later.

®» To roll back to the previous database version:
1. Open the main application window.
2. In the left part of the window, select the Update section.

3. Click the Roll back to the previous databases link.

SELECTING AN UPDATES OURCE

Update source is a resource containing updates for databases and application modules of Kaspersky Anti-Virus.
You can use the following as update sources:

e Administration Server is a centralized update repository located on the Kaspersky Administration Kit
Administration Server (for more details see the Administrator's Guide for Kaspersky Administration Kit).

e Kaspersky Lab's update servers are special websites containing updates for the databases and application
modules for all Kaspersky Lab's products.

e FTP or HTTP servers, local or network folders are local servers or folders that contain the latest updates.

If you do not have access to Kaspersky Lab's update servers (for example, your computer is not connected to the
Internet), you can call the Kaspersky Lab main office at +7 (495) 797-87-00 or +7 (495) 645-79-39 to request contact
information of Kaspersky Lab partners who can provide you with updates on floppy disks or ZIP disks.

You can copy the updates from a removable disk and upload them to an FTP or HTTP website, or save them in a local or
network folder.

When requesting updates on removable media, please specify if you want to have the updates for application modules as
well.

If you select a resource outside the LAN as an update source, you must have an Internet connection to update.

If several resources are selected as update sources, the application will try to connect to them in turn, starting at the top
of the list and retrieving the updates from the first available source.




USER GUIDE

®» To choose an update source:
1. Open the main application window.
2. In the left part of the window, select the Update section.
3. For the selected section, click the link with the preset run mode.
4. In the window that will open, in the Update settings section, click the Configure button.
5. Inthe window that will open, on the Update source tab, click the Add button.

6. Selectan FTP or HTTP site, or enter its IP address, symbolic name or URL in the Select update source
window that will open.

REGIONAL SETTINGS

If you use Kaspersky Lab update servers as update source, you can select the optimal server location when downloading
updates. Kaspersky Lab servers are located in several countries. Choosing the Kaspersky Lab update server closest to
you will let you save time and download updates faster.

®» To choose the closest server:
1. Open the main application window.
2. In the left part of the window, select the Update section.
3. For the selected section, click the link with the preset run mode.
4. In the window that will open, in the Update settings section, click the Configure button.

5. Inthe window that will open, on the Update Source tab, in the Regional settings section, select the
® select from list option and then select the country nearest to your current location from the dropdown list.

If you select the ® Autodetect option, the information on your location will be copied from your operating
system's registry when updating.

U SING A PROXY SERVER

If you are using a proxy server to connect to the Internet, you must configure its settings.
®» To configure the proxy server, please do the following:
1. Open the main application window.
2. Inthe left part of the window, select the Update section.
3. For the selected section, click the link with the preset run mode.
4. In the window that will open, in the Update settings section, click the Configure button.

5. Inthe window that will open, edit the proxy server settings on the Proxy settings tab.
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RUN MODE : SPECIFYING ANACCOUN T

Kaspersky Anti-Virus has a feature that can start program updates from another profile. By default, this service is
disabled, and tasks are started using the account under which you are registered in the system.

Since the application can be updated from a source that you do not have access to (such as the network updates

directory) or authorized user rights to the proxy server, you can use this feature to run application updates using the login
of a user that has such privileges.

Note that if you do not run the task with privileges, the scheduled update will be run with the privileges of the current user
account. If no users are currently registered on the computer, running updates under another user account has not been
configured, and updates run automatically, they will run with the SYSTEM privileges.

®» To start the task with the privileges of a different user account:
1. Open the main application window.
2. In the left part of the window, select the Update section.
3. For the selected section, click the link with the preset run mode.
4. In the window that will open, in the Update settings section, click the Configure button.

5. In the window that will open, on the Additional tab, in the Run mode section, check the [¥I Run task as box.
Enter the data for the login that you want to start the task as below: user name and password.

RUN MODE : CREATING A SCHEDULE

All virus scan tasks can be started manually, or by a schedule.
When creating a schedule on tasks launch it is necessary to set the interval of the update tasks.

If it is not possible to start the task for any reason (for example, the computer was not on at specified time), you can
configure the task to start automatically as soon as it becomes possible.

®» To edit a schedule for scan tasks:
1. Open the main application window.
2. In the left part of the window, select the Update section.
3. For the selected section, click the link with the preset run mode.
4. In the window that will open, press the Change button in the Run mode section.
5. Make the required changes in the Schedule window that will open.
® To configure automatic launches of skipped tasks:
1. Open the main application window.
2. In the left part of the window, select the Update section.
3. For the selected section, click the link with the preset run mode.

4. In the window that will open, press the Change button in the Run mode section.
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5. Inthe Schedule window that will open, in the Schedule settings section, check the ¥l Run task if skipped
box.

CHANG ING THE UPDATE TASK 3 RUN MODE

You can select the run mode for Kaspersky Anti-Virus update task by using the application configuration wizard (see
section "Configuring the update settings" on page 30). You can change the run mode you have selected.

The update task can be launched using one of the following modes:
. ® Automatically. Kaspersky Anti-Virus checks the update source for update packages at specified intervals. If
new updates are found, Kaspersky Anti-Virus downloads and installs them on the computer. This is the default

mode.

Kaspersky Anti-Virus will attempt to perform updates at intervals specified in the previous update package. This
option allows Kaspersky Lab to regulate the updating frequency in case of virus outbreaks and other potentially
dangerous situations. Your application will receive the latest updates for the databases, network attacks, and
software modules in a timely manner, thus excluding the possibility for malware to penetrate your computer.

o @ o0n schedule (time interval changes depending on settings). Updates will run automatically according to the
schedule created.

. ® Manually. If you select this option, you will run application updates on your own. Kaspersky Anti-Virus will
notify you when updates are required without fail.

®» To configure the update task launch schedule:
1. Open the main application window.
2. In the left part of the window, select the Update section.
3. For the selected section, click the link with the preset run mode.

4. In the window that will open, select the update task launch mode in the Run mode section. If the scheduled
update option is selected, create the schedule.

SELECTING OBJECTS TO UPDATE

Update objects are the components that will be updated:
e application databases;
e network drivers that enable protection components to intercept network traffic;
e network attack database used by Anti-Hacker;
e application modules.

Databases, network drivers, and the network attack database are always updated, and the application modules are only
updated if they are configured properly.

If there is a set of application modules in the update source when updating, Kaspersky Anti-Virus will download and
install it when the computer is restarted. Downloaded module updates will not be installed until the computer is restarted.

If the next application update occurs before the computer is restarted and hence before the previously downloaded
application module updates are installed, only the threat signatures will be updated.
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®» |f you want to download and install updates for application modules, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Update section.
3. For the selected section, click the link with the preset run mode.

4. In the window that will open, in the Update settings section, check the [l Update application modules box.

U PDATING FROM A LOCAL FOLDER

The procedure of retrieving updates from a local folder is arranged as follows:

1. One of the computers on the network retrieves the Kaspersky Anti-Virus update package from a Kaspersky
Lab's server, or from a mirror server hosting the current set of updates. The updates retrieved are placed in a
shared folder.

2. Other computers on the network access the shared folder to retrieve updates.

Kaspersky Anti-Virus 6.0 only retrieves its update packages from Kaspersky Lab's servers. We recommend distributing
updates for other Kaspersky Lab's applications through Kaspersky Administration Kit.

®» To enable update distribution mode, please do the following:
1. Open the main application window.
2. In the left part of the window, select the Update section.
3. For the selected section, click the link with the preset run mode.
4. In the window that will open, click the Configure button.
5. In the window that will open, on the Additional tab, in the Update distribution section, check the
Copy updates to folder box and in the field below specify the path to a public folder into which downloaded

updates will be copied. Also, you can select the path in the window that will open by clicking the Browse button.

® |f you wish application updates to be performed from the shared folder selected, please do the following on all
computers on the network:

1. Open the main application window.

2. In the left part of the window, select the Update section.

3. For the selected section, click the link with the preset run mode.

4. In the window that will open, click the Configure button.

5. In the window that will open, on the Update source tab, click the Add button.

6. Inthe Select update source window that will open, select a folder or enter the full path to it in the Source field.

7. Uncheck the ¥l Kaspersky Lab's update servers box on the Update source tab.
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U PDATE STATISTICS

You will find general information on update tasks in the statistics window. In this window, you can also view the events
occurred when executing a task (the Events tab) and view the list of settings that determine the task execution (the
Settings tab).

If any errors have occurred during the scan, try running it again. If the next attempt returns an error, we recommend that
you save the report on task results in a file using the Save As button. Then contact the Technical Support Service, and
send the report file. Kaspersky Lab's specialists will certainly help you.

Brief update statistics are displayed in the top part of the statistics window. It includes the size of downloaded and
installed updates, update speed and duration, and other information.

= To view statistics of a virus scan task, please do the following:
1. Open the main application window.

2. In the left part of the window, select the Update section, create an update task, and launch it. The task progress
will be displayed in the main window. You can switch the statistics window by clicking the Details link.

POSSIBLE PROBLEMS DUR  ING THE UPDATE

When you update Kaspersky Anti-Virus application modules or threat signatures, errors may occur, which is associated
with incorrect update configuration, connection problems, etc. This Help section covers the major part of errors and gives
tips for eliminating them. If you encounter errors not covered in Help or want detailed recommendations for eliminating
them, try finding information in the Knowledge Base in the Technical Support web portal in the "If a program generated
an error..." section. If recommendations given in this section are not helpful in solving the problem or if there is no
information about the error in the Knowledge Base, send a request to the Technical Support Team.
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C ONFIGURATION ERRORS

Errors of this group occur largely due to an incorrect installation of the application, or due to modifications of the
application configuration, which resulted in a loss of functionality.

General recommendations:

If errors in this group are generated, we recommend restarting updates. If the error persists, contact Technical
Support.

If the problem is connected to the application being installed incorrectly, we recommend reinstalling it.

No update source specified

None of the source contains update files. It is possible that no update source is specified in the update settings.
Please make sure that the update settings are configured correctly and try again.

Error verifying license

This error is generated if the license key used by the application is blocked and placed in the license black list.

Error retrieving update settings

Internal error retrieving update task settings. Please make sure that update settings are configured correctly and try
again.

Insufficient privileges to update

This error usually occurs when the user account used to start the update does not have access privileges to the
update source. We recommend making sure that user account has the necessary privileges.

This error could also be generated when attempt to copy update files to a folder that cannot be created.

Internal error

Internal logical error in update task. Please make sure that the update settings are configured correctly and try
again.

Error verifying updates

This error is generated if the files downloaded from the update source do not pass internal verification. Please try
updating later.

ERRORS THAT OCCUR WHE N WORKING WITH FILES AND FOLDERS

This type of error occurs when the user account being used to run updates has restricted rights or no rights to access
the update source or the folder where the updates are located.

General recommendations:

If errors of this type occur, we recommend verifying that the user account has sufficient access rights to those files and
folders.

Cannot create folder

This error is generated if a folder cannot be created during the update procedure.

Insufficient privileges to execute file operation

This error occurs if the user account used to run the update does not have sufficient privileges to execute
operations with the files.

File or folder not found

This error occurs if a file or folder needed in updates is missing. We recommend verifying that the specified file or
folder exists and is available.

File operation error

This error is an internal logical error of the update module when executing operations with files.
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N ETWORK ERRORS

Errors of this group occur when there are connection problems or when network connection is not configured correctly.

General recommendations:

If errors in this group occur, we recommend making sure your computer is connected to the Internet, the connection
settings are correctly configured, and the update source is available. Then try updating again. If the problem persists,
contact Technical Support.

Network error

An error was generated while retrieving update files. If you encounter this error, check your computer's network
connection.

Connection interrupted

This error occurs when the connection with the update source is terminated by the update server for any reason.

Network operation timeout

Update source connection timeout. When configuring the program's update settings, you may have set a low time-
out value for the connection with the update source. If your computer cannot connect to the server or the update
folder within that time, the program returns this error. In such a case, we recommend checking that the settings for
Updater are correct and that the update source is available.

Authorization error on FTP server

This error occurs if authorization settings for the FTP server used as the update source are entered incorrectly.
Please make sure that the actual FTP server settings allow this user account to download files.

Authorization error on proxy server

This error is generated if the settings for updating via a proxy server incorrectly indicate the name and password, or
if the user account under which the updates are run does not have access privileges to the update source. Please,
edit the authorization settings and retry the update.

Error resolving DNS name

This error is generated if no update source is detected. It is possible that the update source address is indicated
incorrectly, the network settings are incorrect, or the DNS server is unavailable. We recommend checking your
update settings and availability of update sources, then try again.

Connection to the update source could not be established

This error occurs is there is no connection with the update source. Please make sure that the update source
settings are configured correctly and try again.

Connection to the proxy server could not be established

This error is generated if the proxy server connections settings are indicated incorrectly. To solve the problem, we
recommend making sure that settings are configured correctly, the proxy server is available, and the Internet is
available, and trying to update again.

Error resolving proxy server DNS name

This error is generated if the proxy server is not detected. We recommend making sure that the proxy server
settings are correct and that the DNS server is available.

ERRORS RELATED TO COR RUPTED DATABASES

These errors are linked to corrupted files in the update source.

General recommendations:

If you are updating from Kaspersky Lab web servers, try updating again. If the problem persists, contact Technical
Support.

If you are updating from a different source, such as a local folder, we recommend updating it from Kaspersky Lab's
web servers. If the error occurs again, contact Kaspersky Lab Technical Support.
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File not in update source

All files downloaded and installed on your computer during the update process are listed in a special file included in
the update. This error occurs if there are any files on the update list that are not on the update source.

Error verifying signature

This error might be returned by the application if the electronic digital signature of the update pack being
downloaded is corrupted or does not match the Kaspersky Lab signature.

Index file corrupted or missing

This error is generated if the .xml format index file used for updating is missing from the update source or corrupted.

ERRORS RELATED TO UPD  ATING USING K ASPERSKY ADMINISTRATION KIT ADMINISTRATION SERVER

These errors are generated in connection with problems updating the application through Kaspersky Administration Kit
Administration Server.

General recommendations:

First, make sure that Kaspersky Administration Kit and its components (Administration Server and Network Agent) are
installed and running. Try updating again. If this fails, restart Network Agent and Administration Server, then try
updating again. If this does not resolve the issue, contact Technical Support.

Error connecting to Administration Server

This error is generated if the Kaspersky Administration Kit Administration Server cannot be connected to. We
recommend making sure that NAgent is installed and running.

Registration error in NAgent

If this error occurs, follow the general recommendations for resolving this type of error. If the error reoccurs, send
the detailed report file for the update and Network Agent on that computer to Technical Support Service using the
online form. Describe the situation in detail.

Cannot establish connection. The Administration Server is busy and cannot process the request

In this case, the update should be attempted later.

Cannot establish connection with Administration Server / Main Administration Server / NAgent, physical
error / unknown error

If you encounter such errors, we recommend trying to update again later. If the problem persists, contact Technical
Support.

Error retrieving file from Administration Server, invalid transport argument

If the error persists, contact Technical Support.

Error retrieving file from Administration Server

If you encounter such errors, we recommend trying to update again later. If the problem persists, contact Technical
Support.

V ARIOUS CODES

This group includes errors that cannot be included in any of the groups listed above.

Files for rollback operation missing

This error is generated if another rollback attempt has been made after completing rollback of updates, but no
updates had been made between them. The rollback procedure cannot be repeated until a successful update which
restores a backup set of files has been performed.
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The application settings window is used for quick access to the main settings of Kaspersky Anti-Virus 6.0.

[ Settings
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Figure 9. Application settings configuration window

The window consists of two parts:
e the left part provides access to Kaspersky Anti-Virus components, virus scan tasks, update tasks, etc.;

e the right part of the window contains a list of settings for the component, task, etc., selected in the left part of the
window.
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You can open this window:
e From the main application window. To do so, click the Settings button in the top part of the main window.

e From the context menu. To do so, select the Settings item from the application context menu.

Full Scan
Scan...
pdate

Mebwark Monitor

Ackivate. .
Settings...
Kaspersky Anti-¥irus

Pause Protection
About, .

Exit

Figure 10. Context menu

e  From the context menu for individual components. To do so, select the Settings item from the menu.

+»" File Anti-¥irus " Anti-Spy
Settings. .. Anti-Eanner
w Mail Anti-¥irns  REpOrt. Arti-Dialer
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Figure 11. Opening the settings window from the context menu for an individual component
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PROTECTION

In the Protection window you can use the following additional functions of Kaspersky Anti-Virus:
e Enabling / disabling application protection (see page 144).
e Launching the application at the operation system startup (see page 145).
e Using advanced disinfection technology (see page 145).
e Selecting the detectable threat categories (see page 146).
e Creating a trusted zone (see page 146):
e creating an exclusion rule (see page 147);
e specifying additional exclusion settings (see page 148);
e creating a list of trusted applications (see page 149);
e exporting / importing trusted zone components (see page 150).
e Exporting / importing the application settings (see page 150).

e Restoring the default application settings (see page 151).

ENABLING / DISABLING COMPUTERP  ROTECTION

By default, Kaspersky Anti-Virus is launched when the operating system loads, and protects your computer until it is
switched off. All protection components are running.
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You can fully or partially disable the protection provided by the application.

The Kaspersky Lab specialists strongly recommend that you do not disable protection, since this could lead to an
infection of your computer and data loss.

If you disable protection, all protection components will be disabled. This is indicated by:
e The inactive (grey) names of the disabled components in the main application window.
e The inactive (grey) application icon in the taskbar notification area.
e The red color of the security indicator.

In this case protection is being discussed in the context of the protection components. Disabling protection components
does not affect the execution of virus scan tasks and updates of Kaspersky Anti-Virus.

®» To disable protection completely:
1. Open the application settings window.

2. In the left part of the window, select the Protection section.

3. Uncheck the I¥! Enable protection box.

L AUNCHING THE APPLICATIONAT THEO  PERATING SYSTEM STAR  TUP

If you have to shut down Kaspersky Anti-Virus completely for any reason, select the Exit item from the application's
context menu. Then the application will be discarded from RAM. That means that the computer will be running
unprotected.

You can enable the computer's protection by starting the application from the Start - Programs — Kaspersky Anti-
Virus 6.0 - Kaspersky Anti-Virus 6.0 menu.

Protection can also be resumed automatically after restarting your operating system.

®» To enable the mode of launching the application at the operating system startup, please do the following:
1. Open the application settings window.
2. Inthe left part of the window, select the Protection section.

3. Checkthe ¥l Launch Kaspersky Anti-Virus at startup box.

U SING ADVANCED DISINF  ECTION TECHNOLOGY

Today's malicious programs can invade the lowest levels of an operating system which makes them practically
impossible to remove. Kaspersky Anti-Virus will ask you if you want to run the Advanced Disinfection Technology when it
detects a threat currently active in the system. This will neutralize the threat and remove it from the computer.

After this procedure, you will need to restart your computer. After that, you are advised to run the full virus scan.
®» To start the advanced disinfection procedure, please do the following:

1. Open the application settings window.

2. Inthe left part of the window, select the Protection section.

3. Check the ¥l Enable Advanced Disinfection technology box.
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SELECTING DETECTABLE ~ THREAT CATEGORIES

Kaspersky Anti-Virus protects you against various types of malicious programs. Regardless of the settings selected, the
application will always scan and disinfect viruses and Trojans. These programs can do significant harm to your computer.
To provide more security to your computer, you can enlarge the list of threats to be detected, by enabling the control of
various potentially dangerous programs.
=® To select the detectable threat categories, please do the following:

1. Open the application settings window.

2. In the left part of the window, select the Protection section.

3. Inthe Threats section, click the Threat types button.

4. Inthe Threat types window that will open, check the X! boxes for the categories of threats you want to protect
your computer from.

CREATINGATRUSTEDZO NE

Trusted zone is a user-created list of objects that Kaspersky Anti-Virus does not monitor. In other words, it is a set of
exclusions from the application's protection scope.

The user creates a trusted zone based on the features of the objects he or she works with, and on the applications
installed on the user's computer. You might need to create such an exclusion list if, for example, Kaspersky Anti-Virus
blocks access to an object or an application which you are sure is absolutely safe.

You can exclude files of certain formats from the scan, use a file mask, or exclude a certain area (for example, a folder or

an application), programs' processes, or objects according to the Virus Encyclopedia classification (status assigned to
objects by Kaspersky Anti-Virus during a scan).

An exclusion object is excluded from scan when the disk or the folder where it is located is scanned. However, if you
select that object specifically, the exclusion rule will not be applied to it.

®» To create the list of exclusions from scan, please do the following:
1. Open the application settings window.
2. Inthe left part of the window, select the Protection section.
3. Inthe Exclusions section, click the Trusted zone button.

4. In the window that will open, configure exclusion rules for objects (see page 147), and create the list of trusted
applications (see page 149).
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CREATING AN EXCLUSION RULE

Exclusion rules are sets of conditions that Kaspersky Anti-Virus uses to verify if it can skip the scan of an object.

You can exclude files of certain formats from the scan, use a file mask, or exclude a certain area (for example, a folder or
an application), program processes, or objects according to the Virus Encyclopedia's classification.

Threat type is the status Kaspersky Anti-Virus assigns to an object while scanning it. This status is assigned based on the
classification of malware and riskware found in the Kaspersky Lab's Virus Encyclopedia.

Potentially dangerous software does not have malicious functions but it can be used as an auxiliary component for a
malicious code, since it contains holes and errors. This category includes, for example, remote administration
applications, IRC clients, FTP servers, all-purpose utilities for halting or hiding processes, keyloggers, password macros,
autodialers, etc. Such software is classified as not-a-virus, but it can be divided into several types, e.g. Adware, Joke,
Riskware, etc. (for more information on potentially dangerous software detected by Kaspersky Anti-Virus, see the Virus
Encyclopedia at www.viruslist.com (http://www.viruslist.com/en/viruses/encyclopedia)). After the scan, such programs
may be blocked. Since many of them are widely exploited by users, they may be excluded from the scan. To do so, you
should add the name of the threat or a threat name mask (according to the Virus Encyclopedia's classification) to the
trusted zone.

For example, you may frequently use the Remote Administrator program. This is a remote access system that allows you
to operate your resources from a remote computer. Kaspersky Anti-Virus views this sort of application activity as
potentially dangerous and may block it. To avoid blocking the application, you should create an exclusion rule that would
specify Remote Admin as the verdict.

Adding an exclusion creates a rule that can be used by several application components (File Anti-Virus, Mail Anti-Virus,
Proactive Defense, Web Anti-Virus), and virus scan tasks .

®» To create an exclusion rule, please do the following:
1. Open the application settings window.
2. In the left part of the window, select the Protection section.
3. Inthe Exclusions section, click the Trusted zone button.
4. In the window that will open, on the Exclusion rules tab, click the Add button.

5. Inthe Exclusion mask window that will open, in the Properties section, select an exclusion type. Then, in the
Rule description section, assign values to the selected exclusion types and select which Kaspersky Anti-Virus
components should be covered by the rule.

®» To create an exclusion rule from the report window, please do the following:

1. Select the object from the report to add to the exclusions.
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2. Select the Add to Trusted zone item from the context menu for this object.

3. The Exclusion mask window will open. Make sure that you are satisfied with the exclusion rule settings. Object
name and relevant threat type fields are filled in automatically based on report data. To create the rule, click the
OK button.

ADDITIONAL EXCLUSION SETTINGS

You can impose additional conditions of rule application for some objects by threat type. For example, it may be
necessary to specify advanced settings in the following cases:

e Invader (intrusion into the applications' processes). For this type of threat, you can give a name, mask, or
complete path to the object being embedded (for example, a .dll file) as an additional exclusion condition.

e Launching Internet Browser (launching the browser with certain settings). For this type of threat, you can specify
browser startup settings as additional exclusion settings. For example, you can prevent browsers opening with
certain settings while Proactive Defense is analyzing application activity. However, you want to allow the
browser to open for the www.kaspersky.com domain with a link from Microsoft Office Outlook, as an exclusion
rule. To do so, specify in the Exclusion mask window the Microsoft Office Outlook application as an exclusion
Object, Launching Internet Browser as a Threat type, and enter an allowed domain mask in the Comment
field.

ALLOWED FILE EXCLUSIO N MASKS

Let us take a closer look at some examples of allowed masks that you can use when creating the list of files to exclude
from scan:

1. Masks without file paths:
e *exel all files with the .exe extension;
o *ex?1 allfiles with the ex? extension, where ? may represent any single character;
e testi allfiles with the name test.

2. Masks with absolute file paths:

C:\dir\*.* or C:\dir\* or C:\dir\'i all files in the C:\dir\ folder;

C:\dir\*.exe 1 all files with the .exe extension in the C:\dir\ folder;

C:\dir\*.ex? i all files with the ex? extension in the C:\dir\ folder where ? may represent any character;

C:\dir\test i only the C:\dir\test file.

If you do not want the application to scan files in all nested subfolders of the specified folder, check the
Include subfolders box when creating the mask.

3. File path masks:

e dir\**, or dir\*, or dir\ i all files in all dir\ folders;

dir\test i all test files in dir\ folders;

dir\*.exe i all files with the .exe extension in all dir\ folders;

dir\*.ex? i all files with the ex? extension in all dir\ folders, where ? may represent any character.

If you do not want the application to scan files in all nested subfolders of the specified folder, check the
Include subfolders box when creating the mask.
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The *.* and * exclusion masks can only be used if you specify the classification type of the threat according to the Virus
Encyclopedia. In this case, the specified threat will not be detected in any object. Using those masks without specifying
the classification type essentially disables monitoring. Also, when setting an exclusion, it is not recommended selecting a
path related to a network disk created based on a file system folder using the subst command, as well as to a disk which
mirrors a network folder. The case is that different resources may be given the same disk name for different users, which
will inevitably lead to an incorrect triggering of exclusion rules.

SEE ALSO
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ALLOWED EXCLUSION MAS KS ACCORDINGTOTHE VIRUS ENCYCLOPEDIA

When adding masks to exclude certain threats based on their Virus Encyclopedia classification, you can specify the
following:

e the full name of the threat as given in the Virus Encyclopedia at www.viruslist.com, e.g.
not-a-virus:RiskWare.RemoteAdmin.RA.311 or Flooder.Win32.Fuxx;

e the threat name by mask, e.g.:
e not-a-virus*i exclude legal but potentially dangerous programs from scan, as well as joke programs;
e *Riskware.* T exclude riskware from scan;

e *RemoteAdmin.* 1 exclude all remote administration programs from scan.

SEE ALSO
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CREATING THE LIST OF TRUSTED APPLICATIONS

You can create a trusted applications list. The activity of such programs, including suspicious activity, file activity, network
activity and attempts to access the system registry, will not be monitored.

For example, you may feel that objects used by Microsoft Windows Notepad are safe and do not need to be scanned. In
other words, you do trust this application. To exclude from scan the objects used by this process, add the Notepad
application to the list of trusted applications. At the same time, the executable file and the trusted application's process
will be scanned for viruses as they were before. To fully exclude the application from scan, you should use exclusion
rules (see section "Creating an exclusion rule" on page 147).

Besides, some actions classified as dangerous may be stated as normal by a number of applications. For example,
applications that automatically toggle keyboard layouts, such as Punto Switcher, regularly intercept text being entered on
your keyboard. To take into account the specifics of such applications and disable the monitoring of their activity, you are
advised to add them to the list of trusted applications.

Using trusted application exclusion can also solve potential compatibility conflicts between Kaspersky Anti-Virus and
other applications (for example, network traffic from another computer that has already been scanned by the anti-virus
application) and can boost computer productivity, which is especially important when using server applications.

By default, Kaspersky Anti-Virus scans objects being opened, run, or saved by any program process, and monitors the
activity of all applications and the network traffic they create.
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®» To add an application to the trusted list, please do the following:
1. Open the application settings window.
2. In the left part of the window, select the Protection section.
3. Inthe Exclusions section, click the Trusted zone button.
4. In the window that will open, on the Trusted applications tab, click the Add button.

5. Inthe Trusted application window that will open, select the program by clicking Browse button. A context
menu will open; by clicking the Browse item, you can go to the standard file selection window and select the
path to the executable file, or by clicking the Applications item, you can switch to the list of currently running
applications and select one of them or more, if necessary. Specify settings required for the selected application.

EXPORTING /IMPORTING TRUSTED ZO NE COMPONENTS

Using export and import, you can transfer the created exclusion rules and trusted applications lists onto other computers.
®» To copy the exclusion rules, please do the following:

1. Open the application settings window.

2. In the left part of the window, select the Protection section.

3. Inthe Exclusions section, click the Trusted zone button.

4. In the window that will open, on the Exclusion rules tab, use the Export and Import buttons to perform the
required actions to copy the rules.

®»  To copy the trusted applications list, please do the following:
1. Open the application settings window.
2. Inthe left part of the window, select the Protection section.
3. Inthe Exclusions section, click the Trusted zone button.

4. In the window that will open, on the Trusted applications tab, use the Export and Import buttons to perform
the required actions to copy the list.

EXPORTING /IMPORTING KASPERSKY ANTI-VIRUS SETTIN GS

Kaspersky Anti-Virus provides the option of importing and exporting its settings.

This is a helpful feature when, for example, the application is installed on your home computer and in your office. You can
configure the application the way you want it at home, export those settings as a file on a disk, and load them on your
computer at work using the import feature. The settings are stored in a special configuration file.

®» To export the application's current settings, please do the following:
1. Open the application settings window.
2. In the left part of the window, select the Protection section.
3. Inthe Application settings management section, click the Save button.

4. In the window that will open enter the name of the configuration file and the path where it should be saved.
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®» To import the application's settings from a saved configuration file, please do the following:
1. Open the application settings window.
2. In the left part of the window, select the Protection section.
3. Inthe Application settings management section, click the Load button.

4. In the window that will open, select a file that you wish to import the Kaspersky Anti-Virus settings from.

RESTORING THE DEFAULT SETTINGS

You can always return to the default or recommended settings of Kaspersky Anti-Virus. They are considered optimum,
and are recommended by Kaspersky Lab. Application Configuration Wizard restores default settings.

In the window that will open, you will be asked to determine which settings and for which components should or should
not be saved when restoring the recommended security level.

The list shows which components of Kaspersky Anti-Virus have settings which are different from the default value, either
because they were changed by the user, or through accumulated training by the application (Firewall or Anti-Spam). If
special settings have been created for any of the components, they will also be shown on the list.

Examples of special settings would be: white and black lists of phrases and addresses used by Anti-Spam, lists of trusted
addresses and trusted ISP telephone numbers, used by the Web Anti-Virus and Anti-Spy components, exclusion rules
created for application components, and Firewall's packet and application filtering rules.

These lists are populated gradually by using the program, based on individual tasks and security requirements, and
creating them often takes much time. Therefore, we recommend saving them when you reset application settings.

After you are finished with the Configuration Wizard, the Recommended security level will be set for all components,
except for the settings that you have decided to keep customized when restoring. In addition, the settings that you have
specified when working with the Wizard will also be applied.

®» To restore protection settings, please do the following:
1. Open the application settings window.
2. Inthe left part of the window, select the Protection section.
3. Inthe Application settings management section, click the Reset button.

4. In the window that will open, check the boxes for the settings requiring to be saved. Click the Next button. The
Initial Configuration Wizard will be launched; follow its directions.

FILE ANTI-VIRUS

The File Anti-Virus component settings are grouped in the window (see section "Anti-virus protection of the computer file
system" on page 43). By editing the application's settings, you can:

e change the security level (see page 45);

e change action to be performed on detected objects (see page 46);
e create a protection scope (see page 47);

e optimize the scan (see page 48);

e configure the scan of compound files (see page 48);
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e change the scan mode (see page 50);

e use the heuristic analysis (see page 48);

e pause the component (see page 51);

e select a scan technology (see page 50);

e restore the default protection settings (see page 51) if they have been changed;

o disable File Anti-Virus.
®» To disable File Anti-Virus, please do the following:

1. Open the application settings window.

2. In the left part of the window, select the File Anti-Virus section.

3. Uncheck the ¥ Enable File Anti-Virus box in the right part of the window.
®» To proceed to the File Anti-Virus settings, please do the following:

1. Open the application settings window.

2. In the left part of the window, select the File Anti-Virus section.

3. Inthe right part of the window, select the component settings for security level and reaction to the threat. Click
the Customize button in order to switch to the other File Anti-Virus settings.

MAIL ANTI-VIRUS

The Mail Anti-Virus component settings are grouped in the window (see section "Mail Anti-Virus" on page 54). By editing
the application's settings, you can:

e change the security level (see page 56);
e change action to be performed on detected objects (see page 56);
e create a protection scope (see page 57);
e change the scan methods (see page 58);
e use the heuristic analysis (see page 60);
e configure the scan of compound files (see page 60);
e configure filtering conditions for the objects attached to the email message (see page 61);
e restore default protection settings (see page 61);
e disable Mail Anti-Virus.
®» To disable Mail Anti-Virus, please do the following:
1. Open the application settings window.
2. In the left part of the window, select the Mail Anti-Virus section.

3. Uncheck the ¥l Enable Mail Anti-Virus box in the right part of the window.
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®» To proceed to the Mail Anti-Virus settings, please do the following:
1. Open the application settings window.
2. In the left part of the window, select the Mail Anti-Virus section.

3. Inthe right part of the window, select the component settings for security level and reaction to the threat. Click
the Customize button in order to switch to the other Mail Anti-Virus settings.

WEB ANTI -VIRUS

The Web Anti-Virus component settings are grouped in the window (see section "Web Anti-Virus" on page 63). By
editing the application's settings, you can:

e change the security level (see page 65);

e change action to be performed on detected objects (see page 65);

e create a protection scope (see page 66);

e change the scan methods (see page 66);

e optimize the scan (see page 67);

e use the heuristic analysis (see page 67);

e restore the default Web Anti-Virus settings (see page 68);

e disable Web Anti-Virus.
®» To disable Web Anti-Virus, please do the following:

1. Open the application settings window.

2. Inthe left part of the window, select the Web Anti-Virus section.

3. Uncheck the I¥] Enable Web Anti-Virus box in the right part of the window.
®» To proceed to the Web Anti-Virus settings, please do the following:

1. Open the application settings window.

2. Inthe left part of the window, select the Web Anti-Virus section.

3. Inthe right part of the window, select the component settings for security level and reaction to the threat. Click
the Customize button in order to switch to the other Web Anti-Virus settings.

PROACTIVE DEFENSE

The Proactive Defense component settings are grouped in this window (see section "Proactive Defense" on page 70).
By editing the application's settings, you can:

e manage the list (see page 71) of dangerous activity;
e change the application's reaction to dangerous activity (see page 72) in the system;

e monitor system user accounts (see page 73);
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e manage the list (see page 76) of system registry monitor rules;
e create rules for monitoring registry objects (see page 78);
e create groups of system registry objects to be monitored (see page 77);
e disable Application Activity Analyzer (see page 71) and Registry Guard modules (see page 76);
e disable Proactive Defense.
®» To disable Proactive Defense, please do the following:
1. Open the application settings window.
2. Inthe left part of the window select the Proactive Defense section.
3. Inthe right part of the window, uncheck the I¥| Enable Proactive Defense box.
®» Todisable Application Activity Analyzer or Registry Guard, please do the following:
1. Open the application settings window.
2. In the left part of the window select the Proactive Defense section.

3. In the right part of the window uncheck the ¥l Enable Application Activity Analyzer or [¥| Enable Registry
Guard boxes.

®» To proceed to editing the Proactive Defense settings, please do the following:
1. Open the application settings window.
2. Inthe left part of the window select the Proactive Defense section.

3. Inthe right part of the window, in the Application Activity Analyzer section, or in the Registry Guard section,
click the Settings button.

ANTI -SPY

The Anti-Spy component settings are grouped in this window (see section "Anti-Spy" on page 80). By editing the
application’s settings, you can:

e create the list of allowed banner addresses (see page 81);
e create the list of blocked banner addresses (see page 81);
e export/import lists of banner addresses (see page 82);
e create the list of trusted numbers (see page 82);
e disable the Anti-Banner (see page 80) and Anti-Dialer modules (see page 82);
e disable Anti-Spy.
®» To disable Anti-Spy, please do the following:
1. Open the application settings window.
2. Inthe left part of the window select the Anti-Spy section.

3. Inthe right part of the window, uncheck the ¥ Enable Anti-Spy box.
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®» To disable Anti-Banner or Anti-Dialer, please do the following:

1. Open the application settings window.

2. Inthe left part of the window select the Anti-Spy section.

3. Inthe right part of the window, uncheck the [¥I Enable Anti-Banner Enable Anti-Dialer) box.
®» To proceed to editing the Anti-Spy settings, please do the following:

1. Open the application settings window.

2. Inthe left part of the window select the Anti-Spy section.

3. Inthe right part of the window, in the Anti-Banner section, or in the Anti-Dialer section, click the Settings
button.

ANTI -HACKER

The Anti-Hacker component settings are grouped in this window (see section "Protection against network attacks" on
page 84). By editing the application's settings, you can:

e change Anti-Hacker protection level (see page 86);
e create the rules for applications manually (see page 87) and using a template (see page 88);
e create rules for packet filtering (see page 88);
e change the rule priority (see page 89);
e export/ import the rules (see page 90);
e fine-tune the rules for applications and packets (see page 90);
e create rules for security zones (see page 93);
e change the security zone status (see page 94);
e enable / disable the stealth mode (see page 95);
e change Firewall mode (see page 95);
e disable the Firewall and Intrusion Detection System modules (see page 96);
e disable Anti-Hacker.
®» To disable Anti-Hacker, please do the following:
1. Open the application settings window.
2. Select the Anti-Hacker section in the left part of the window.
3. Uncheck the ¥l Enable Anti-Hacker box in the right part of the window.
®» To disable Firewall or Intrusion Detection System, please do the following:
1. Open the application settings window.

2. Select the Anti-Hacker section in the left part of the window.
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3. Uncheck the ¥ Enable Firewall box or the ¥l Enable Intrusion Detection System box in the right part of the
window.

®» To proceed to editing the Anti-Hacker settings, please do the following:
1. Open the application settings window.
2. Select the Anti-Hacker section in the left part of the window.

3. Inthe right part of the window, click the Settings button in the Firewall section.

ANTI -SPAM

The Anti-Spam component settings are grouped in this window (see section "Anti-Spam" on page 100). By editing the
application's settings, you can:

e change the sensitivity level (see page 105);

e use the Mail Dispatcher (see page 106);

e exclude Microsoft Exchange Server messages from the scan (see page 107);
e change the scan methods (see page 107);

e select the spam filtering technology (see page 108);

e define spam and potential spam factors (see page 108);
e use additional spam filtering features (see page 109);

e create the list of allowed senders (see page 110);

e create the list of allowed phrases (see page 110);

e import the list of allowed senders (see page 111);

e create the list of blocked senders (see page 111);

e create the list of banned phrases (see page 112);

e configure spam processing in Microsoft Office Outlook (see page 113), Microsoft Outlook Express (Windows
Mail) (see page 115), The Bat! (see page 115);

e train Anti-Spam using the Training Wizard (see page 103), on outgoing e-mail messages (see page 104), using
e-mail client (see page 104), with reports (see page 105);

e disable Anti-Spam.
®» To disable Anti-Spam, please do the following:

1. Open the application settings window.

2. Inthe left part of the window, select the Anti-Spam section.

3. Uncheck the ¥l Enable Anti-Spam box in the right part of the window.
®» To proceed to editing the Anti-Spam settings, please do the following:

1. Open the application settings window.
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2. Inthe left part of the window, select the Anti-Spam section.

3. In the right part of the window, in the Sensitivity section, click the Customize button.

SCAN

Selection of the method to be used to scan objects on your computer is determined by a set of properties assigned for
each task.

Kaspersky Lab specialists distinguish several virus scan tasks. They are as follows:
Scan

Scan of objects selected by the user. You can scan any object in the computer's file system.
Full Scan

A thorough scan of the entire system. The following objects are scanned by default: system memory, programs
loaded at startup, system backup, email databases, hard drives, removable storage media, and network drives.

Quick Scan
Virus scan of operating system startup objects.
The settings window of each task allows you to do the following:
e select the security level (see page 123) with the settings that the task will use;

e select an action (see page 123) that the application will apply when it detects an infected / potentially infected
object;

e create a schedule (see page 128) to run tasks automatically;
e specify the file types (see page 124) to be scanned for viruses;
e specify the scan settings for compound files (see page 126);
e select scan methods and scan technologies (see page 126);
e assign common scan settings to all tasks (see page 129).
®» To edit task settings, please do the following:
1. Open the application settings window.
2. Inthe left part of the window, select the Scan (Full Scan, Quick Scan) section.

3. Intheright part of the window, select the required security level, the reaction to the threat and configure the run
mode. Click the Customize button in order to switch to the settings of other tasks' settings. To restore the
default settings, click the Default level button.

UPDATE

Kaspersky Anti-Virus update is performed using settings that determine the following:
e the source (see page 133) from which updates will be downloaded and installed;

e the application update run mode (see page 136) and the specific components to be updated (see page 136);
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e how often the update will be launched if scheduled launch is configured (see page 135);
e which account (see page 135) the update will be launched under;
e if the updates are to be copied to a local source (see page 137);
e use of a proxy server (see page 134).
®» To proceed to update configuration, please do the following:
1. Open the application settings window.
2. Inthe left part of the window, select the Update section.

3. Select the required run mode in the right part of the window. Click the Configure button to switch to configuring
other tasks.

OPTIONS

Using the Options window you can use the following additional functions of Kaspersky Anti-Virus:
e Application self-defense (see page 158).
e Restricting the access to the application (see page 159).
e Using the application on a laptop (see page 159).
e Limiting the size of iSwift files (see page 160).
e Notifications about Kaspersky Anti-Virus events (see page 160):
e selecting event type and way of sending notifications (see page 161);
e configuring email notification (see page 161);
e configuring the event log (see page 162).

e Active interface elements (see page 162).

APPLICATION SELF -DEFENSE

Kaspersky Anti-Vi rus ensures your computer &8s seefthat dan be thatgrgefoh st mal war
malicious programs which may try to block or even delete it.

To ensure your computer security system's stability, the application has its own mechanisms of self-defense and
protection against remote access.

In Microsoft Windows Vista (without installed Service Packs) and Windows XP 64-bit operating systems, self-defense is
only available to prevent Kaspersky Anti-Virus's own files on local drives and system registry records from being modified
or deleted.

When protection against remote access is enabled, it is still sometimes required to allow remote administration programs
(such as RemoteAdmin) to manage the application. To do so, you should add these programs to the list of trusted
applications and enable the Allow interaction with application interface setting for them.
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®» To enable the Kaspersky Anti-Virus's self-defense mechanisms, please do the following:
1. Open the application settings window.
2. In the left part of the window, select the Options section.
3. Inthe Self-Defense section, check the ¥l Enable Self-Defense box to deploy the Kaspersky Anti-Virus's
protective mechanisms against changes or deletion of its own files on the hard drive, RAM processes, and

system registry records.

In the Self-Defense section, check the ¥l Disable external control of system service box to block any
attempt to remotely manage the application's services.

If any of the actions listed are attempted, a message will appear over the application icon in the taskbar
notification area (unless the natification service has been disabled by the user).

RESTRICTING ACCESSTO  THE APPLICATION

Your personal computer may be used by several people with varying levels of computer literacy. Leaving open access to
Kaspersky Anti-Virus and its settings may dramatically lower the computer's security level as a whole.

To increase the security level of your computer, use a password to access Kaspersky Anti-Virus. This can block all
operations, except for notifications of detecting dangerous objects, and prevent the following actions from being
performed:

e changing application settings;

e closing the application;

e disabling protection components and scan tasks;

e disabling policy (when application is working via Kaspersky Administration Kit);

e removing the application.

Each of the actions listed above leads to a lower level of protection on your computer, so try to establish which of the
users on your computer you trust to take such actions.

®» To protect access to the application with a password, please do the following:
1. Open the application settings window.
2. Inthe left part of the window, select the Options section.

3. Inthe Password protection section, check the ¥I Enable password protection box and click the Settings
button.

4. Inthe Password protection window that will open, enter the password and specify the area to be covered by

the access restriction. Now whenever any user on your computer attempts to perform the actions you have
selected, the application will always request the password.

U SING THE APPLICATION ON A LAPTOP

To save power (battery charge) on a portable computer, scan and update tasks may be postponed.

Since both scanning a computer for viruses and updating the application may require significant resources and time, we
recommend that you disable scheduled start of these tasks. This will allow you to save the battery charge. If necessary,
you can update the application or start a virus scan manually.
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®» To use the battery saving service, please do the following:
1. Open the application settings window.
2. In the left part of the window, select the Options section.

3. Inthe Resources section, check the ¥l Disable scheduled tasks while running on battery power box.

RESTRICTING THE SIZE OF | SWIFT FILES

iSwift files are files that contain information about NTFS objects already scanned for viruses (iSwift technology). The use
of these files allows speeding up the scan as Kaspersky Anti-Virus scans only the objects that have been modified since
the last scan. With the time, the size of iSwift files gets large. We recommend that you restrict the size of these files.
Once its value is reached, the iSwift-file will be cleared.

= To limit the size of iSwift files, please do the following:
1. Open the application settings window.

2. In the left part of the window, select the Options section.

3. Inthe Resources section, check the [¥1 Reset iSwift database on reaching box and specify the database size
in MB next to it.

N OTIFICATIONS ABOUT KASPERSKY ANTI -VIRUS EVENTS

Different types of events occur during the operation of Kaspersky Anti-Virus. The may be of reference type or contain
important information. For example, an event can inform you of a successful completion of an application update, or can
record an error in the operation of a certain component that should be immediately eliminated.

To keep up with the most recent events in Kaspersky Anti-Virus operation, use the notification feature.
Notifications can be delivered in one of the following ways:

e pop-up messages appearing over the application icon in the system tray;

e sound notification;

e email messages;

e recording information in the event log.
®» To use the notification service, please do the following:

1. Open the application settings window.

2. Inthe left part of the window, select the Options section.

3. Inthe Appearance section, check the I¥I Enable notifications box and click the Settings button.

4. Inthe Notification settings window that will open, specify the types of Kaspersky Anti-Virus events that you
want to be notified of, and the types of notification as well.
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SEE ALSO
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SELECTING EVENT TYPE AND WAY OF SENDING N OTIFICATIONS

During Kaspersky Anti-Virus operation, the following kinds of events arise:

e Critical notifications are events of critical importance. It is highly recommended that they are reported of with
notifications since they point to problems in the application's operation or gaps in your computer's protection. For
example, databases are obsolete or license validity period has expired.

e Error notifications are events that lead to the application's inoperability. For example, databases are missing or
corrupted.

e Important notifications are events that should be attended to because they reflect important situations in the
application's operation. For example, databases are obsolete or license expires soon.

e Minor notifications are reference-type messages that do not contain important information, as a rule. For
example, object quarantined.

®» To specify which events the application should notify you of and how, please do the following:
1. Open the application settings window.
2. In the left part of the window, select the Options section.
3. Inthe Appearance section, check the I¥I Enable notifications box and click the Settings button.

4. Inthe Notification settings window that will open, check the Y1 boxes for the events and the ways of sending
notifications for them, which you want to be notified of.

CONFIGURING NOTIFICAT  ION BY EMAIL

After you have selected the events (see section "Selecting event type and way of sending notifications" on page 161)
about which you wish to receive a notification by email, you should set up notifications.

®» To configure the email natifications, please do the following:
1. Open the application settings window.
2. In the left part of the window, select the Options section.
3. Inthe Appearance section, check the I Enable notifications box and click the Settings button.

4. Inthe Notification Settings window that will open, check the LI boxes for the required events in the Email field
and click the Email settings button.

5. Inthe Email notification settings window that will open, specify the required values for the settings. If you want
notifications about events to be sent at scheduled times, create a schedule for sending the information message
by clicking the Change button. Make the required changes in the Schedule window that will open.
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CONFIGURING EVENT LOG

Kaspersky Anti-Virus provides the option of recording information about events that occur while the application is running,
either in the Microsoft Windows general event log (Application) or in a dedicated Kaspersky Anti-Virus event log
(Kaspersky Event Log).

Logs can be viewed in the Microsoft Windows Event Viewer which you can open by using the Start/Settings/Control
Panel/Administration/View Events option.

=® To configure the event log, please do the following:
1. Open the application settings window.
2. In the left part of the window, select the Options section.
3. Inthe Appearance section, check the ] Enable notifications box and click the Settings button.

4. Inthe Notification settings window that will open, check the [¥! boxes for the required events in the Log field
and click the Log settings button.

5. Inthe Event Log settings window that will open, select the log into which the information on events will be
recorded.

ACTIVE INTERFACE ELEM  ENTS

Active interface elements include the following options of Kaspersky Anti-Virus:

Animate taskbar notification area icon.
Depending on the operation being performed by the application, the application icon in the system tray will
change. For example, when scanning email messages, a small letter icon appears in front of the application
icon. By default, the application icon is animated. In this case, the icon only displays the protection status of your
computer: if the protection is enabled, the icon is in full color; if the protection is paused or disabled, the icon
turns grey.

Show "Protected by Kaspersky Lab" on Microsoft Windows logon screen.

By default, this indicator appears in the top right corner of the screen when Kaspersky Anti-Virus starts. It
informs you that your computer is protected from any type of threats.

If the application is installed on a computer running under Microsoft Windows Vista, this option will be
unavailable.

®» To configure active interface elements, please do the following:
1. Open the application settings window.
2. Inthe left part of the window, select the Options section.

3. Check the required boxes in the Appearance section.

REPORTS AND STORAGES

The section contains the settings that control the operations with application data files.

Application data files are objects that have been quarantined by Kaspersky Anti-Virus, or moved to backup, and files with
reports about application components' operation.
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In this section, you can:
e configure the report creation and storage (see page 164);
e configure quarantine and backup (see page 166);
e clear the report archive, Quarantine and Backup.
®» To clear the storage areas, please do the following:
1. Open the application settings window.
2. Inthe left part of the window, select the Reports and Storages section.
3. In the window that will open, click the Clear button.

4. Inthe Data files window that will open, specify the storage areas from which all objects should be removed.

SEE ALSO
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PRINCIPLES OF HANDLIN G REPORTS

The operation of each Kaspersky Anti-Virus's component and the execution of each virus scan or update task are
recorded in a report.

®»  To view reports, please do the following:
1. Open the main application window.
2. Click the Reports button.

=®» To review all the events in a component's operation or in a task execution recorded in the report, please do the
following:

1. Open the main application window and click the Reports button.

2. In the window that will open, on the Reports tab, select the name of a component or a task and click the Details
link. As a result a window will pop up, containing detailed information on the performance of the selected
component or task. The resulting statistics on performance are displayed in the upper part of the window, and
detailed information is given on the various tabs in the central part. Depending on the component or task, the
composition of the tabs can vary.

®» To import the report into a text file, please do the following:

1. Open the main application window and click the Reports button.
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2. Inthe window that will open, on the Reports tab, select the name of a component or a task and click the Details
link.

3. In the window that will open the information about the performance of selected component or task will be shown.
Click the Save As button and specify where you want to save the report file.

CONFIGURING REPORTS

You can modify the following settings for creating and saving the reports:

e Allow or block logging informative events. As a rule, those events are not critical for the protection (the
Log non-critical events box).

e Allow the saving in the report only for the events that have occurred since the last startup of the task. This saves
disk space by reducing the report size (the ¥ Keep only recent events box). If the box is checked, the

information will be updated every time the task is restarted. However, only non-critical information will be
overwritten.

e Set the storage term for reports (the I Store reports no longer than box). By default, the objects storage time
is 14 days; once it expires, the objects will be deleted. You can change the maximum storage time, or even
cancel any restrictions imposed on it.

e Specify the maximum report size (the I Maximum size box). By default, the maximum size is 100 MB. You can
cancel any restrictions imposed on the report's size, or enter another value.

®»  To edit the settings for report creation and storage, please do the following:
1. Open the application settings window.
2. Inthe left part of the window, select the Reports and Storages section.

3. Inthe Reports section, check all required boxes, and set the storage term and the maximum size of the report,
if necessary.

QUARANTINE FOR POTENT  IALLY INFECTED OBJEC TS

Quarantine is a special repository that stores the objects possibly infected with viruses.
Potentially infected objects are objects suspected of being infected with viruses or their modifications.

Why are some objects considered as potentially inflected? It is not always possible to exactly determine whether an
object is infected. This could be for the following reasons:

e The code of the object being analyzed resembles a known threat but is partially modified.

Application databases contain information on the threats investigated to date by Kaspersky Lab's specialists. If a
malicious program has been modified and these changes have not been entered into databases yet, Kaspersky

Anti-Virus classifies the object infected with the modified malicious program as a potentially infected object, and

indicates without fail which threat this infection resembles.

e The code of the object detected is reminiscent in structure of a malicious program; however, nothing similar is
recorded in the application databases.

It is quite possible that this is a new type of threat, so Kaspersky Anti-Virus classifies that object as a potentially
infected object.

Files are identified as potentially infected with a virus by the heuristic code analyzer. This mechanism is fairly effective
and very rarely leads to false positives.
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A potentially infected object can be detected and quarantined when being scanned for viruses, or by File Anti-Virus, Mail
Anti-Virus, or Proactive Defense.

When you place an object to the Quarantine, it is moved, not copied: the object is deleted from the disk or email
message, and saved in the Quarantine folder. Files in Quarantine are saved in a special format and are not dangerous.

SEE ALSO
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ACTIONS ON QUARANTINE D OBJECTS

You can do the following operations with quarantined objects:
e quarantine the files that you suspect of being infected,;

e scan and disinfect all potentially infected objects in Quarantine, using the current application databases;

restore files to the folders from which they were moved to Quarantine, or to the folders selected by the user;
e delete any quarantined object or a group of selected objects.

®» To take some actions on quarantined objects, please do the following:
1. Open the main application window and click the Detected button.

2. In the window that will open, on the Quarantine tab, take the required actions.

B ACKUP COPIES OF DANG = EROUS OBJECTS

Sometimes the integrity of objects cannot be maintained during disinfection. If the disinfected file contained important
information, and after disinfection it became partly or fully inaccessible, you can attempt to restore the original object from
its backup copy.

Backup copy is a copy of an original dangerous object that is created when first disinfecting or deleting the object, and it
is saved in backup.

Backup is a special repository that contains backup copies of dangerous objects after processing or deletion. The main
function of backup is the ability to restore the original object at any time. Files in backup are saved in a special format and
are not dangerous.

SEE ALSO
WOrKing With DACKUD COPIES ...ttt e et e e s bt e e e b bt e e sb e e e e aabr e e e enbne e e e nnnneas 165
Configuring quaranting and DACKUD ..........ueiiiiiie et e et 166

WORKING WITHBACKUP C  OPIES

You can apply the following operations to the objects stored in backup:

e restore selected copies;
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e delete objects.
®» To take some actions on backup objects, please do the following:
1. Open the main application window and click the Detected button.

2. Inthe window that will open, on the Backup tab, take the required actions.

CONFIGURING QUARANTIN E AND BACKUP

You can edit the following settings for the quarantine and backup:

e Enable the autoscan mode for quarantined objects after each update of the application databases (the
Scan quarantined files after update box).

Kaspersky Anti-Virus will not be able to scan quarantined objects immediately after updating the application
databases if you are working with quarantine.

e Determine the maximum storage time for quarantined objects and for copies of objects in the backup (the
Store objects no longer than box). By default, the objects storage time is 30 days; once it expires, the
objects will be deleted. You can change the maximum storage time, or even cancel any restrictions imposed on
it.

e  Specify the maximum size of data storage area (the ¥ Maximum size box). By default, the maximum size is
250 MB. You can cancel any restrictions imposed on the report's size, or enter another value.

®» To configure the quarantine and backup settings:
1. Open the application settings window.
2. Inthe left part of the window, select the Reports and Storages section.

3. Inthe Quarantine and Backup section, check the required boxes and specify the maximum size of data
storage area, if necessary.

N ETWORK

The section contains settings allowing to:
e create a list of ports to be monitored (see page 166);

e enable / disable the encrypted connection scan mode (via SSL protocol) (see page 167).

CREATING ALISTOFPO  RTS TO BE MONITORED

Such protection components as Mail Anti-Virus, Web Anti-Virus, Anti-Hacker, Anti-Spam, monitor the data streams
transferred via specific protocols and passing via certain open ports on your computer. Thus, for example, Mail Anti-Virus
analyzes information transferred via the SMTP protocol, and Web Anti-Virus analyzes HTTP packets.

You can select one of two port monitoring modes:
e Monitor all ports.

e Monitor selected ports only. A list of ports that are used for transmitting email and HTTP traffic is included with
the application installation package.
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You can add a new port or disable monitoring for a certain port, thereby disabling analysis of the traffic passing through
that port for dangerous objects.

For example, there is a nonstandard port on your computer through which data is exchanged with a remote computer

using HTTP protocol. Web Anti-Virus monitors HTTP traffic. To analyze this traffic for malicious code, you can add this
port to the list of monitored ports.

When any of its components starts, Kaspersky Anti-Virus opens port 1110 as a listening port for all incoming connections.
If that port is reserved at the time, it selects 1111, 1112, etc., as a listening port.

If you use Kaspersky Anti-Vi rus and another vendorés firewall simultaneousl
the avp.exe process (internal Kaspersky Anti-Virus process) on all the ports listed above.

For example, your firewall contains a rule for iexplorer.exe that allows for establishing connections on port 80. However,
when Kaspersky Anti-Virus intercepts the connection query initiated by iexplorer.exe on port 80, it transfers it to avp.exe,
which in turn attempts to establish connection with the web page independently. If there is no allow rule for avp.exe, the
firewall will block the query. The user will then be unable to access the webpage.

® |n order to add a port to the list of monitored ports:
1. Open the application settings window.
2. In the left part of the window, select the Network section.
3. Inthe Monitored ports section click the Port settings button.
4. Inthe Port settings window that will open, click the Add button.
5. Inthe Port window that will open, specify the required data.
®» In order to exclude a port from the list of monitored ports:
1. Open the application settings window.
2. Inthe left part of the window, select the Network section.
3. Inthe Monitored ports section click the Port settings button.

4. Inthe Port settings window that will open, uncheck the box next to the port's description.

SCANNING ENCRYPTED CO  NNECTIONS

Connecting using the Secure Sockets Layer (SSL) protocol protects data exchange channel on the Internet. The SSL
protocol allows identifying the parties that exchange data using electronic certificates, encoding the data being
transferred, and ensuring their integrity in the course of the transfer.

These features of the protocol are used by hackers to spread malicious programs, since most antivirus programs do not
scan SSL traffic.

Kaspersky Anti-Virus verifies secure connections using Kaspersky Lab certificate. This certificate will always be used to
check whether the connection is secure.

Further traffic scans via the SSL protocol will be performed using the installed Kaspersky Lab's certificate. If an invalid
certificate is detected when you connect to the server (for example, if the certificate is replaced by an intruder), a
notification will be displayed with suggestions to either accept or reject the certificate, or view the certificate information.

®» To enable encrypted connections scan, please do the following:
1. Open the application settings window.

2. Inthe left part of the window, select the Network section.
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3. Inthe Encrypted connections section, check the ¥l Scan encrypted connections box and click the Install
certificate button.

4. In the window that will open, click the Install Certificate button. This will start a wizard with instructions to follow
for a successful installation of the certificate.

The automatic installation of the certificate will only work with Microsoft Internet Explorer. To scan encrypted connections
in Mozilla Firefox (see page 168) and Opera (see page 169), you should install a Kaspersky Lab certificate manually.

SEE ALSO
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SCANNING ENCRYPTEDCO  NNECTIONSIN MOZILLA FIREFOX

Mozilla Firefox browser does not use Microsoft Windows certificate storage. To scan SSL connections when using
Firefox, you should install the Kaspersky Lab's certificate manually.

®» To install the Kaspersky Lab's certificate, please do the following:
1. Inthe browser's menu, select the Tools — Options item.
2. Inthe window that will open, select the Advanced section.
3. Inthe Certificates section, select the Security tab and click the Manage Certificates button.
4. In the window that will open, select the Certification Centers tab and click the Restore button.

5. Inthe window that will open, select the Kaspersky Lab's certificate file. The path to the Kaspersky Lab's
certificate file is as follows:
%AllUsersProfile%\Application Data\Kaspersky Lab\AVP60MP4\Data\Cert\(fake)Kaspersky Anti-
Virus personal root certificate.cer.

6. In the window that will open, check the boxes to select the actions which will be validated with the installed
certificate. To view information about the certificate, click the View button.

®» To install the Kaspersky Lab's certificate for Mozilla Firefox version 3.x, please do the following:
1. Inthe browser's menu, select the Tools — Options item.
2. Inthe window that will open, select the Additional section.
3. Onthe Encryption tab, click the Viewing certificates button.
4. In the window that will open, select the Certification Centers tab and click the Import button.

5. Inthe window that will open, select the Kaspersky Lab's certificate file. The path to the Kaspersky Lab's
certificate file is as follows:
%AllUsersProfile%\Application Data\Kaspersky Lab\AVP60MP4\Data\Cert\(fake)Kaspersky Anti-
Virus personal root certificate.cer.

6. In the window that will open, check the boxes to select the actions which will be validated with the installed
certificate. To view information about the certificate, click the View button.




CONFIGURING APPLICATION SETTINGS

If your computer is running under Microsoft Windows Vista operating system, the path to Kaspersky Lab certificate file will
be: %AllUsersProfile%\Kaspersky Lab\AVP60MP4\Data\Cert\(fake)Kaspersky Anti-Virus personal root certificate.cer.

SCANNING ENCRYPTED CO  NNECTIONSIN  OPERA

Opera browser does not use Microsoft Windows certificate storage. To scan SSL connections when using Opera, you
should install the Kaspersky Lab's certificate manually.

® To install the Kaspersky Lab's certificate, please do the following:

1.

2.

In the browser's menu, select the Tools — Preferences item.

In the window that will open, select the Advanced section.

In the left part of the window, select the Security tab and click the Manage Certificates button.

In the window that will open, select the Vendors tab and click the Import button.

In the window that will open, select the Kaspersky Lab's certificate file. The path to the Kaspersky Lab's
certificate file is as follows:

%AllUsersProfile%\Application Data\Kaspersky Lab\AVP60MP4\Data\Cert\(fake)Kaspersky Anti-

Virus personal root certificate.cer.

In the window that will open, click the Install button. Kaspersky Lab's certificate will be installed. To view

information about the certificate, and to select actions for which the certificate will be used, select the certificate
in the list and click the View button.

®» To install the Kaspersky Lab's certificate for Opera version 9.x, please do the following:

1.

2.

In the browser's menu, select the Tools — Preferences item.

In the window that will open, select the Advanced section.

In the left part of the window, select the Security tab and click the Manage Certificates button.
In the window that will open, select the Certification Centers tab and click the Import button.

In the window that will open, select the Kaspersky Lab's certificate file. The path to the Kaspersky Lab's
certificate file is as follows:

%AllUsersProfile%\Application Data\Kaspersky Lab\AVP60MP4\Data\Cert\(fake)Kaspersky Anti-

Virus personal root certificate.cer.

In the window that will open, click the Install button. Kaspersky Lab's certificate will be installed.
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Kaspersky Anti-Virus includes a service allowing the creation of a Rescue Disk.

Rescue Disk is designed to scan and disinfect infected x86-compatible computers. It should be used when the infection is
at such level that it is impossible to disinfect the computer using anti-virus applications or malware removal utilities (such
as Kaspersky AVPTool) run under the operating system. In this case, a higher degree of efficiency of the disinfection is
achieved since malware programs do not gain control when the operating system is being loaded.

Rescue Disk is an .iso file based on the Linux core that comprises the following:
e system files and configuration Linux files;
e aset of operating system diagnostic utilities;
e aset of additional tools (file manager, etc.);
e Kaspersky Rescue Disk files;
o files containing the application databases.
Booting a computer under a corrupted operating system may be achieved in one of the two following ways:
e locally, from a CD/DVD. To do so, the computer should be equipped with suitable device.

e remotely, from the administrator's workstation or from another computer on the network.

Remote startup is only possible if the computer beingboot ed supports I ntelE vProE: or
Management technology.

®» To create a Rescue Disk, please do the following:
1. Open the main application window.
2. Click the Rescue Disk button to run the Rescue Disk Creation Wizard (see page 170).
3. Follow the Wizard instructions.

4. Using the file provided by the wizard, create a boot CD/DVD. To do so, you can use any CD/DVD burning
application, such as Nero.

SEE ALSO
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CREATING THE RESCUE Disk

Rescue Disk creation means the creation of the disk image (ISO file) with up-to-date application databases and
configuration files.

The source disk image serving as base for new file creation can be downloaded from Kaspersky Lab server or copied
from a local source.
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The image file created by the wizard will be saved in the "Documents and Settings\All Users\Application Data\Kaspersky
Lab\AVP80\Data\Rdisk\" folder (or "ProgramData\Kaspersky Lab\AVP80\Data\Rdisk\" i for Microsoft Vista) named as
rescuecd.iso. If the wizard has detected an ISO file created earlier in the specified folder, you can use it as original disk
image by checking the [¥| Use existing I1SO file box, and jump to Step 37 image update (see page 240). If the wizard
has not detected any image file, this box is not available.

Rescue Disk is created with a wizard that consists of a series of boxes (steps). The boxes are browsed with the Back
and Next; wizard finishes its activity by clicking the Finish button. To stop the wizard at any step, use the Cancel button.

DETAILED DISCUSSIONO  F THE WIZ ARD STEPS

Step 1. SeleCt RESCUE DiSK IMAGE SOUICE.......uutiiiiiiieiiieeeiaitete e ettt et e st e e st e e st et e e st e e ane e e e snn e e e aasnr e e e snneeesnreeeaas 171
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STEP 1. SELECT RESCUE DISK IMAGE SOURCE

If you have checked the L¥] Use existing I1SO file box in the previous wizard window, then this step will be skipped.

At this step, you should select the image file source from the list of options:

o Select® Copy ISO image from CD/DVD disk or local network if you already have a Rescue Disk on
CD/DVD or an image prepared for it and stored on your computer or on a local network resource.

o Select the ® Download 1SO image from Kaspersky Lab server option if you do not have any existing image
file, you can download it from a Kaspersky Lab's server (file size is about 100 MB).

STEP 2. COPYING ISO IMAGE

If you have selected the option of copying the image from a local source at the previous step (@ Copy ISO image from
CD/DVD disk or local network), then you should specify the path to it at this current step. To do so, use the Browse
button. Then, the progress of copying will be displayed.

If you have selected ® Download 1SO image from Kaspersky Lab server, then the progress of file downloading will be
displayed immediately.

STEP 3. ISO IMAGE UPDATE

File update procedure includes:
e update of application databases;
e update of configuration files.

Configuration files determine how the Rescue Disk should be used: on a local computer or on a remote one; thus you
should select an option before updating the ISO file:

o  ®Remote startup if loading a remote computer is intended.
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Note that if booting a remote computer is selected, it s
technology.

If Internet access from a remote computer is ensured by a proxy server, then the update will not be available
when using the Rescue Disk. In this case, it is recommended to update Kaspersky Anti-Virus beforehand.

. ® Startup from CD/DVD disk if the disk image being created is intended to record on a CD/DVD.

Having selected the required option, click the Next button. The progress of updating is displayed in the next wizard
window.

If you have selected the Remote startup option, then the created image can be used neither for burning a CD/DVD, nor
for loading the computer. To load the computer from a CD/DVD, you should launch the wizard again and select the
Startup from CD/DVD disk option at that step.

STEP 4. REMOTE STARTUP

This Wizard's step only appears if you have selected the ® Remote startup option at the previous step.

Enter the information about the computer:
e [P address or computer name on the network;
e data of user account with system administrator rights: User name and Password.

The next wizard window is an iIAMT console where you can control the computer loading process (see page 172).

STEP 5. CLOSING THE WIZAR D

This Wizard window informs you that you have successfully created a Rescue Disk.

B OOTING THE COMPUTER USING THE RESCUE DISK

If the operating system cannot be booted as a result of a virus attack, use the Rescue Disk.

You will need the boot disk image file (.iso) to load the operating system. You can download (see page 171) the file from
a Kaspersky Lab's server or update (see page 240) the existing one.

Let us take a closer look at the Rescue Disk functioning. When loading the disk, the following operations are under way:
1. Automatic detection of the computer's hardware.

2. Searching file systems on hard drives. File systems detected will be assigned names starting with C.

Names assigned to hard drives and removable devices may not match names assigned to them by the
operating system.

If the operating system of the computer being loaded is in sleeping mode, or its file system has the unclean
status due to an incorrect shutdown, you will be offered to choose whether you wish to mount the file system or
restart the computer.

File system mounting may result in its corruption.
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Searching the Microsoft Windows swap file pagefile.sys. If it is missing, the volume of the virtual memory is
limited by the size of the RAM.

Selecting the localization language. If the selection has not been done after a lapse of time, then the English
language will be set by default.

When loading a remote computer, this step is skipped.

Searching (creating) the folders for anti-virus databases, reports, quarantine storage, and additional files. By
default the folders of Kaspersky Lab's application installed on the infected computer (ProgramData/Kaspersky
Lab/AVP8 - for Microsoft Windows Vista, Documents and Settings/All Users/Application Data/Kaspersky
Lab/AVP8 - for earlier versions of Microsoft Windows) will be used. If such application folders cannot be found,
an attempt to create them will be made. If those folders have not been found, and they cannot be created, the
kl.files folder will be created on a system disk.

Trying to configure network connections based on data found in system files of the computer being loaded.

Loading graphical subsystem and starting Kaspersky Rescue Disk (when loading the computer from a
CD/DVD).

If a remote computer is loaded in the iIAMT console, the command prompt will be loaded. You can use the
commands for working with Kaspersky Rescue Disk from the command line to manage tasks (see page 174).

In system rescue mode only virus scan tasks and database updates from a local source are available, as well as update
rollback and viewing of statistics.

®» To load the operating system of an infected computer from a CD/DVD, please do the following:

1.

2.

3.

4,

In BIOS settings enable booting from CD/DVD-ROM (for detailed information please refer to the documentation
for the motherboard installed on your computer).

Insert the CD/DVD with Rescue Disk image into the CD/DVD drive of an infected computer.
Restart your computer.

Further the boot continues according with the algorithm described above.

®» To load the operating system of a remote computer, please do the following:

1.

2.

Open the main application window.

Click the Rescue Disk button to run the Rescue Disk Creation Wizard (see page 170). Follow the Wizard
instructions.

Note that you should select the ® Remote startup option at the disk image update stage (see page 240).

Further the boot continues according with the algorithm described above.




WORKING WITH K ASPERSKY RESCUE DISK FROM THE
COMMAND PROMPT

You can work with Kaspersky Rescue Disk from the command prompt. Capability is provided to perform the following
operations:

e scan selected objects;

e update databases and application modules;
e rolling back the last update;

e call up help on command line syntax;

e call up help on command syntax.

Command line syntax:

<command> [settings]

The following may be used as commands:

HELP help with command syntax and list of commands
SCAN scan objects for viruses

UPDATE update task start

ROLLBACK last update rollback

EXIT exit Kaspersky Rescue Disk
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VIRUS SCAN

Starting a scan of a certain area for viruses and processing malicious objects from the command prompt generally looks
as follows:

SCAN [<scan object>] [<action>] [< file  types >][<exclusions>] [<report settings>]

Settings description:

<object to scan> i this parameter gives the list of objects that will be scanned for malicious code.

The parameter may include several space-separated values from the list provided.
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<files> List of paths to the files and/or folders to be scanned.

You can enter an absolute or relative path to the file. Items on the list are
separated by a space.

Comments:

e if the name of the object contains a space, it should be supplied
with quotation marks;

o if reference is made to a specific directory, all files in the directory
are scanned.

/discs/ Scanning all drives.

ldiscs/<disc_name>:/<folder> Scanning the selected drive, where <disc_name> is the name of the drive,

and <folder> is the path to the folder being scanned.

<action>17 this parameter determines what action will be taken with malicious objects detected during the scan. If this
parameter has not been defined, the default action is the one with the value for -i8.

-i0 Take no action on the object; simply record information about it in the report.

-l Treat infected objects and if disinfection is impossible, skip.

-2 Treat infected objects, and if disinfection fails, delete. Do not delete infected
objects from compound objects. Delete infected compound objects with
executable headers (.sfx archives) (this is the default setting).

-i3 Treat infected objects and if disinfection fails, delete. Delete all compound
objects completely if infected parts cannot be deleted.

-i4 Delete infected objects. Delete all compound objects completely if the
infected parts cannot be deleted.

-i8 Prompt the user for action if an infected object is detected.

-9 Prompt the user for action at the end of the scan.

<file types>i this parameter defines the file types that will be subject to an anti-virus scan. By default, if this
parameter is not defined, only infected files by contents will be scanned.

-fe Scan only infected files by extension.

Scan only infected files by contents.

Scan all files.

<exclusions> T this parameter defines objects that are excluded from the scan.

The parameter may include several space-separated values from the list provided.
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-e:a Do not scan archives.

-e:b Do not scan email databases.

-e.m Do not scan plain text emails.

-e:<filemask> Do not scan objects, which match the mask.

-e:<seconds> Skip objects that are scanned for longer than the time specified in the
<seconds> parameter.

-es:<size> Skip objects of size (in MB) exceeding the value specified in the <size>
parameter.

Examples:

®»  Start scan of the Documents and Settings folder and the <D> drive:

SCAN /discs/D: " /discs/C:/Documents and Settings "

KASPERSKY ANTI-VIRUS UPDATE

The command for updating Kaspersky Anti-Virus's databases and program modules features the following syntax:
UPDATE [<update_source>] [ - R[A]:<report_file>]

Settings description:

<update_source> HTTP or FTP server or network folder for downloading updates. The value
for the setting may be in the form of a full path to an update source or a
URL. If the path is not selected, the update source will be taken from the
Kaspersky Anti-Virus update service settings.

-R[A]:<report_file> -R:<report_file> i log only important events in the report.
-RA:<report_file> 1 log all events in the report.

An absolute path to the file is allowed to use. If the parameter is not defined,
scan results are displayed on screen, and all events are shown.

Examples:

®» Update databases and record all events in a report:

UPDATE - RA:/discs/C:/avbases_upd.txt

ROLLING BACK THE LAST UPDATE

Command syntax:
ROLLBACK [- R[A]:<report_file>]

Settings description:

-R[A]:<report_file> -R:<report_file> 7 log only important events in the report.
-RA:<report_file>T log all events in the report.

An absolute path to the file is allowed to use. If the parameter is not defined,
scan results are displayed on screen, and all events are shown.

Example:
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ROLLBACK- RA:/discs/C:/rollbac k.txt

VIEWING HELP

Use this command to view the application command line syntax:
[ -?|HELP]
To get help on the syntax of a specific command, you can use one of the following commands:

<command> - ?

HELP <command>




VALIDATING KASPERSKY ANTI -VIRUS
SETTI NGS

After Kaspersky Anti-Virus has been installed and configured, you can verify whether the application is configured
correctly, using a test "virus" and its modifications. A separate test is required for each protection component / protocol.

IN THIS SECT ION
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TEST "VIRUS " EICAR AND ITS MODIFICATION S

This test "virus" was specially developed by eicar (The European Institute for Computer Antivirus Research) for the
testing of anti-virus products.

The test "virus" IS NOT A VIRUS, because it does not contain code that can harm your computer. However, most anti-
virus products identify this file as a virus.

Never use real viruses for testing the operation of an anti-virus product!

You can download this test "virus" from the EICAR's official website at http://www.eicar.org/anti_virus_test file.htm.

Before you downl oad the fil e, -vyrasyprotectos, becalseothewlisethetappicatoro mput er 0
would identify and process the file anti_virus_test_file.htm as an infected object transferred via the HTTP protocol. Do not
forget to enable the anti-virus protection immediately after you download the test "virus".

The application identifies the file downloaded from the EICAR site as an infected object containing a virus that cannot be
disinfected and performs the actions specified for this type of object.

You can also modify the standard test "virus" to verify the operation of the application. To modify the "virus", change the
content of the standard "virus" by adding one of the prefixes to it (see table below). To modify test "virus", you can use
any text or hypertext editor, such as Microsoft Notepad, UltraEdit32, etc.

You can test the correctness of the operation of the anti-virus application using the modified EICAR "virus" only if your
anti-virus bases were last updated on or after October 24, 2003 (October, 2003 cumulative updates).

In the table below, the first column contains the prefixes that must be added at the start of the standard test "virus" string.
The second column lists all possible statuses that the Anti-Virus application can assign to the object, based on the results
of the scan. The third column indicates how the application processes objects with the specified status. Please note that
that actual actions performed on the objects are determined by the application's settings.
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After you have added a prefix to the test "virus", save the new file under a different name, for example: eicar_dele.com.
Assign similar names to all modified "viruses".

Table 1. Modifications of the test "virus"

Prefix

Object status

Object processing information

No prefix, standard

Infected.

The application identifies the object as a non-disinfectable virus.

test "virus". Object contains code . . . . .
of é known virus. You | An error occurs while attempting to disinfect the object; the action
cannot disinfect fhe performed will be that specified for non-disinfectable objects.
object.

CORRI Corrupted. The application could access the object but could not scan it because
it is corrupted (for example, the file structure is corrupted, or the file
format is invalid). You can find the information that the object has
been processed in the report on application operation.

WARNi{ Suspicious. The object has been found suspicious by the heuristic code analyzer.
Object contains code | At the time of detection, the Anti-Virus threat signature databases
of an unknown virus. | contain no description of the procedure for treating this object. You
You cannot disinfect | will be notified when an object of this type is detected.
the object.

SUSPI Suspicious. The application detected a partial correspondence of a section of
Object contains object code with a section of code of a known virus. At the time of
modified code of a detection, the Anti-Virus threat signature databases contain no
known virus. You description of the procedure for treating this object. You will be
cannot disinfect the notified when an object of this type is detected.
object.

ERROV Scanning error. An error occurred during a scan of an object. The application could
not access the object, since the integrity of the object has been
breached (for example, no end to a multivolume archive) or there is
no connection to it (if the object is scanned on a network resource).
You can find the information that the object has been processed in
the report on application operation.

CUREI Infected. Object contains a virus that can be disinfected. The application will
Object contains code | disinfect the object; the text of the "virus" body will be replaced with
of a known virus. the word CURE. You will be notified when an object of this type is
Disinfectable. detected.

DELEi Infected. The application identifies the object as a non-disinfectable virus.

Object contains code
of a known virus. You
cannot disinfect the
object.

An error occurs while attempting to disinfect the object; the action
performed will be that specified for non-disinfectable objects.

You will be notified when an object of this type is detected.

TESTING THE HTTP TRAFFIC PROTECTION

® |n order to verify that viruses are successfully detected in data stream transferred via the HTTP protocol, please do

the following:

Try to download this test "virus" from the EICAR's official website at http://www.eicar.org/anti_virus_test file.htm.

When the computer attempts to download the test "virus", Kaspersky Anti-Virus will detect the object, identify it as an
infected object that cannot be disinfected, and will perform the action specified in the HTTP traffic settings for objects with
this status. By default, when you attempt to download the test "virus", the connection with the website will be terminated
and the browser will display a message indicating that the object is infected with the EICAR-Test-File virus.
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TESTING THE SMTP TRAFFIC PROTECTION

In order to detect viruses in data streams transferred using SMTP protocol, you must use an email system that uses this
protocol to transfer data.

We recommend that you test how the Anti-Virus handles outgoing email messages, including both the body of the
message and attachments. To test detection of viruses in the body of the message, copy the text of the standard test
"virus" or of the modified "virus" into the body of the message.

®» Todoso:

1. Create a message in the Plain text format using the mail client installed on your computer.
A message that contains a test virus will not be scanned if it is created in RTF or HTML format!

2. Copy the text of the standard or modified "virus" at the beginning of the message, or attach a file containing the
test "virus" to the message.

3. Send the message to the administrator.

The application will detect the object, identify it as infected, and block the message.

V ALIDATING FILE ANTI-VIRUS SETTINGS

®» To verify the correctness of File Anti-Virus configuration, please do the following:

1. Create a folder on the disk. Copy into this folder the test "virus" downloaded from the official EICAR's
website (http://www.eicar.org/anti_virus_test file.htm), as well as all the test "virus" modifications you have
created.

2. Allow all events to be logged so the report file retains data on corrupted objects or objects skipped due to
errors.

3. Run the test "virus" or one of its modified versions.
The File Anti-Virus will intercept the call to execute the file, scan it, and perform the action specified in the settings for
objects of that status. By selecting different actions to be performed with the detected object, you can perform a full check

of the component's operation.

You can view information about the results of the File Anti-Virus operation in the report about the component's operation.

V ALIDATING VIRUS SCAN TASK SETTING S

®» |n order to verify that the virus scan task is correctly configured:

1. Create a folder on the disk. Copy into this folder the test "virus" downloaded from the official EICAR's
website (http://www.eicar.org/anti_virus_test file.htm), as well as all the test "virus" modifications you have
created.

2. Create a new virus scan task and select the folder, containing the set of test "viruses", as the object to scan.

3. Allow all events to be logged so the report file retains data on corrupted objects and objects not scanned
because of errors.

4. Run the virus scan task.
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When the scan task is running, the actions specified in the task settings will be performed as suspicious or infected
objects are detected. By selecting different actions to be performed with the detected object, you can perform a full check
of the component's operation.

You can view all information about the virus scan task actions in the report on the component's operation.

V ALIDATING ANTI -SPAM SETTINGS

You can use a test message identified as SPAM to test the anti-spam protection.
The body of the test message must contain the following line:
Spam is bad do not send it

After this message is received on the computer, Kaspersky Anti-Virus will scan it, assign it the "spam" status, and
perform the action specified for objects of this type.
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When Kaspersky Anti-Virus events occur, special notification messages are displayed. Depending on how critical the
event is for computer security, you might receive the following types of notifications:

e Alarm. A critical event has occurred, for instance, a malicious object or dangerous activity has been detected on
your system. You should immediately decide how to deal with this threat. This type of notification is color-coded
in red.

e Warning. A potentially dangerous event has occurred. For instance, potentially infected files or suspicious
activity have been detected on your system. You should decide how dangerous you think this event is. This type
of notification is color-coded in yellow.

e Info. This notification gives information about non-critical events. This naotification type includes, for example,
notifications that pop up during Anti-Hacker training. Informational notifications are color coded in blue.
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M ALICIOUS OBJECT DETE  CTED

If File Anti-Virus, Mail Anti-Virus, or a virus scan detects malicious code, a special notification will pop up.
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It contains:

e Threat type (for instance, virus, Trojan) and the name of the malicious object as listed in the Kaspersky Lab
Virus Encyclopedia. The name of the dangerous object is given as a link to www.viruslist.com, where you can
find more detailed information on the type of threat detected on your computer.

e  Full name of the malicious object and a path to it.

You are asked to select one of the following responses to the object:

e Disinfecti attempt to disinfect the malicious object. Before treatment, a backup copy is made of the object in
case the necessity arises to restore it or a portrait of its infection.

e Delete i delete malicious object. Before deleting, a backup copy of the object is created in case the necessity
arises to restore it or a portrait of its infection.

e Skip i block access to the object but take no actions on it; simply record information about it in a report.

You can later come back to skipped malicious objects in the report window. However, you cannot postpone
processing objects detected in emails.

To apply the selected action to all objects with the same status detected in the current session of the protection
component or the task, check the [¥I Apply to all box. The current session is the time from when the component is
started until it is disabled or the application is restarted, or the time from beginning a virus scan until it is complete.

OBJECT CANNOT BE DISI NFECTED

There are some cases when it is impossible to disinfect a malicious object. This could happen if a file is so damaged that
it is impossible to delete malicious code from it and restore integrity. The treatment procedure cannot be applied to
several types of dangerous objects, such as Trojans.

In such cases, a special notification will pop up containing:

e Threat type (for instance, virus, Trojan) and the name of the malicious object as listed in the Kaspersky Lab
Virus Encyclopedia. The name of the dangerous object is given as a link to www.viruslist.com, where you can
find more detailed information on the type of threat detected on your computer.

e  Full name of the malicious object and a path to it.
You are asked to select one of the following responses to the object:

e Delete i delete malicious object. Before deleting, a backup copy of the object is created in case the necessity
arises to restore it or a portrait of its infection.

e Skip i block access to the object but take no actions on it; simply record information about it in a report.

You can later come back to skipped malicious objects in the report window. However, you cannot postpone
processing objects detected in emails.

To apply the selected action to all objects with the same status detected in the current session of the protection

component or the task, check the I Apply to all box. The current session is the time from when the component is
started until it is disabled or the application is restarted or the time from beginning a virus scan task until it is complete.

SPECIAL TREATMENT REQ UIRED

When you detect a threat that is currently active in the system (for example, a malicious process in RAM or in startup
objects), a message will pop up prompting you to carry out a special advanced disinfection procedure.
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The Kaspersky Lab specialists strongly recommend that you agree with to carry out the advanced disinfection procedure.
To do so, click the OK button. However, note that your computer will restart once the procedure is complete, so we
recommend saving your current work and closing all applications before running the procedure.

While the disinfection procedure is running, email client or operating system registry editing sessions cannot be started.
After restarting your computer, you are advised to run the full virus scan.

SUSPICIOUS OBJECT DET ECTED

If File Anti-Virus, Mail Anti-Virus, or a virus scan detects an object containing code from an unknown virus or modified
code of a known virus, a special notification will pop up.

It contains:

e The threat type (for instance, virus, Trojan) and the name of the object as listed in the Kaspersky Lab Virus
Encyclopedia. The name of the dangerous object is given as a link to www.viruslist.com, where you can find
more detailed information on the type of threat detected on your computer.

e Full name of the object and a path to it.
You are asked to select one of the following responses to the object:
e Quarantine i place the object to quarantine. When you place an object to the Quarantine, it is moved, not
copied: the object is deleted from the disk or email message, and saved in the Quarantine folder. Files in

Quarantine are saved in a special format and are not dangerous.

When you scan Quarantine later with updated threat signatures, the status of the object could change. For
example, the object may be identified as infected and can be processed using an updated database. Otherwise,
the object could be assigned the not infected status, and then restored.

If a file is quarantined manually and after a subsequent scan turns out to be uninfected, its status will not change
to OK immediately after the scan. This will only occur if the scan took place after a certain amount of time (at
least three days) after quarantining the file.

e Delete i delete the object. Before deleting, a backup copy of the object is created in case the necessity arises to
restore it or a portrait of its infection.

e Skip i block access to the object but take no actions on it; simply record information about it in a report.

You can later come back to skipped objects in the report window. However, you cannot postpone processing
objects detected in emails.

To apply the selected action to all objects with the same status detected in the current session of the protection
component or the task, check the I Apply to all box. The current session is the time from when the component is
started until it is disabled or the application is restarted, or the time from beginning a virus scan until it is complete.

If you are sure that the object detected it is not malicious, we recommend adding it to the trusted zone to avoid the
program making repeat false positives when you use the object.

DANGEROUS OBJECT DET ECTED IN TRAFFIC

When Web Anti-Virus detects a malicious object in traffic, a special notification pops up on screen.
The notification contains:

e The threat type (for instance, virus modification) and the name of the dangerous object as listed in the
Kaspersky Lab Virus Encyclopedia. The name of the object is given as a link to www.viruslist.com, where you
can find detailed information on the type of threat detected.
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e Full name of the dangerous object and a path to the webpage.
You are asked to select one of the following responses to the object:
e Allow i continue the object downloading.
e Block T block the object downloading from the web resource.
To apply the selected action to all objects with the same status detected in the current session of the protection

component or the task, check the I Apply to all box. The current session is the time from when the component is
started until it is disabled or the application is restarted, or the time from beginning a virus scan until it is complete.

DANGEROUS ACTIVITY DE  TECTED IN THE SYSTEM

When Proactive Defense detects dangerous application activity on your system, a special naotification pops up containing:

e The name of the threat as it is listed in the Kaspersky Lab Virus Encyclopedia. The name of the threat is given
as a link to www.viruslist.com, where you can find detailed information on the type of threat detected.

e Full name of the file of the process that initiated the dangerous activity and a path to it.
e Possible responses:

e Quarantine i shuts down the process and places the executable file to quarantine. When you place an

object in Quarantine, it is moved, not copied. Files in Quarantine are saved in a special format and are not
dangerous.

When you scan Quarantine later with updated threat signatures, the status of the object could change. For
example, the object may be identified as infected and can be processed using an updated database.
Otherwise, the object could be assigned the not infected status, and then restored.

If a file is quarantined manually and after a subsequent scan turns out to be uninfected, its status will not
change to OK immediately after the scan. This will only occur if the scan took place after a certain amount
of time (at least three days) after quarantining the file.

e Terminate i shuts down the process.

e Allow i allows the process to execute.
To apply the selected action to all objects with the same status detected in the current session of the protection
component or the task, check the I Apply to all box. The current session is the time from when the component is

started until it is disabled or the application is restarted, or the time from beginning a virus scan until it is complete.

If you are sure that the program detected is not dangerous, we recommend adding it to the trusted zone to avoid
Kaspersky Anti-Virus making repeat false positives when detecting it.

| NVADER DETECTED

When Proactive Defense detects one process attempting to inject into another on your system, a special notification pops
up containing:

e The name of the threat as it is listed in the Kaspersky Lab Virus Encyclopedia. The name of the threat is given
as a link to www.viruslist.com, where you can find detailed information on the type of threat detected.

e Full name of the file of the process that initiated the implementation attempt and a path to it.
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e Possible responses:
e Terminate i completely shuts down the process attempting to inject.
e Block i blocks invaders.
e Skip 1 takes no actions; simply records information about it in a report.
To apply the selected action to all objects of the same status detected in the current session of protection component or a
task operation, check the [¥! Apply to all box. The current session is the time from when the component is started until it

is disabled or the application is restarted, or the time from beginning a virus scan until it is complete.

If you are sure that this action is not dangerous, we recommend adding it to the trusted zone to avoid Kaspersky Anti-
Virus making repeat false positives when that process attempts to inject into another process.

For example, you use an automatic keyboard layout toggler. Kaspersky Anti-Virus identifies the actions of those
programs as dangerous, since attempts to implement in other processes as used by these programs are typical of
several malicious programs (for example, password interceptors, etc.).

HIDDEN PROCESS DETECT ED

When Proactive Defense detects a hidden process on your system, a special notification pops up containing:

e The name of the threat as it is listed in the Kaspersky Lab Virus Encyclopedia. The name of the threat is given
as a link to www.viruslist.com, where you can find detailed information on the type of threat detected.

e  Full name of the hidden process file and a path to it.
e Possible responses:

e Quarantinei place the process' executable file to quarantine. When you place an object in Quarantine, it is
moved, not copied. Files in Quarantine are saved in a special format and are not dangerous.

When you scan Quarantine later with updated threat signatures, the status of the object could change. For
example, the object may be identified as infected and can be processed using an updated database.
Otherwise, the object could be assigned the not infected status, and then restored.

If a file is quarantined manually and after a subsequent scan turns out to be uninfected, its status will not
change to OK immediately after the scan. This will only occur if the scan took place after a certain amount
of time (at least three days) after file quarantine.

e Terminate i shuts down the process.

e Allow i allows the process to execute.
To apply the selected action to all objects with the same status detected in the current session of the protection
component or the task, check the I Apply to all box. The current session is the time from when the component is

started until it is disabled or the application is restarted, or the time from beginning a virus scan until it is complete.

If you are sure that the program detected is not dangerous, we recommend adding it to the trusted zone to avoid
Kaspersky Anti-Virus making repeat false positives when detecting it.

ATTEMPT TO ACCESS THE SYSTEM REGISTRY DETE  CTED

When Proactive Defense detects an attempt to access system registry keys, a special notification pops up containing:

e The registry key being accessed.
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e Full name of the file of the process that initiated the attempt to access the registry keys and a path to it.
e Possible responses:

e Allow i allows to execute the dangerous action once;

e Deny i blocks the dangerous action once.

To perform the action you have selected automatically every time this activity is initiated on your computer, check the
Create a rule box.

If you are sure that any activity by the application that attempted to access system registry keys is not dangerous, add the
application to the trusted application list.

ATTEMPT TO REDIRECT C  ALLING OF SYSTEM FUN  CTIONS
DETECTED

When Proactive Defense detects attempts to imbed code into the Microsoft Windows operating system kernel to modify
the address for calling system functions, a special notification pops up.

The notification's purpose is to inform the user, since such a behavior may be caused by hidden malicious programs or
an unknown virus in the system.

In this situation, we recommend you to update the application databases and run the full scan.

NETWORK ACTIVITY OFA N APPLICATION DETECT ED

If the Training Mode is enabled for Anti-Hacker, each time an application attempts to establish a network connection that
has no matching rule yet, a special notification appears on the screen.

The notification contains:

e  Activity description T name of the application and general features of the connection it initiates. Generally, the
connection type, local port from which it is being initiated, remote port, and address being connected to are
given. To obtain detailed information on the connection, the process that initiated it, and the developer of the
application, click the Details link.

e Actioni series of operations that Anti-Hacker component should perform regarding the network activity
detected.

Carefully review the information on network activity and only then select actions for Anti-Hacker. We recommend that you
use these tips when making a decision:

1. Before doing anything else, decide whether to allow or block the network activity. It is possible that in this
situation a set of rules already created for this application or packet will help you (assuming that such have been
created).

2. Then decide whether to perform this action once or perform it automatically every time this activity is detected.
®»  To perform the action once,
uncheck the I¥] Create a rule box and select the required action i Allow or Block.

®» To perform selected action automatically every time this activity is initiated on your computer, please do the
following:

1. Make sure that the Create arule box is checked.
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2. Select the type of activity that you want the action to apply to from the dropdown list:
e Any activity i any network activity initiated by this application.
e Custom T specific activity that you will have to define in the rule creation window.

e <Template>1 name of the template that includes the set of rules typical of the network activity of the
application. This activity type appears on the list if Kaspersky Anti-Virus includes an appropriate template for
the application that has initiated the network activity. In such a case, you will not have to customize what
activity to allow or block. Use the template and a set of rules for the application will be created
automatically.

3. Select a necessary action i Allow or Block.

Remember that the rule created will be used only when all of the connection parameters match it. This rule will not apply
to a connection established from a different local port, for example.

If you do not want to receive notifications from Anti-Hacker, when applications attempt to establish network connections,
use the Turn off Training mode link. After this, Anti-Hacker will switch to Minimum protection mode, which allows all
network connections except those that are clearly banned by the rules.

N ETWORK ACTIVITY OF A MODIFIED EXECUTABLE FILE
DETECTED

If Anti-Hacker detects network activity initiated by the modified executable file of a program that has been started by the
user, a special notification will be displayed. A file is considered modified if it has been updated, or infected by a
malicious program.

The notification contains:

e Information about the program that has initiated network activity i name and ID of the process, as well as the
program manufacturer and version number.

e Actioni series of operations that Kaspersky Anti-Virus should perform regarding the network activity detected.
You are offered to select one of the following actions on the object:

e Allow i information about the modified executable file will be updated within the existing rule for application.
Further, its network activity will be allowed automatically.

e Deny i network activity will be denied once.

N EW NETWORK DETECTED

Every time your computer connects to a new zone (i.e. network), a special notification will pop up.

The upper portion of the notification contains a brief description of the network, specifying the IP address and subnet
mask.

The bottom part of the window requests you to assign a status to the zone, and network activity will be allowed based on
that status:

e Internet in Stealth Mode (block external access to computer). This feature only allows network activity that
the user or an allowed application initiates. This actually means that your computer becomes invisible to its

surroundings. This mode doperformancetontacirfteenett your computer s
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e Internet (block file and printer sharing). A high-risk network in which your computer is in danger of any
possible type of threat. It is recommended to select this status for networks not protected by any anti-virus
applications, firewalls, filters etc. When you select this status, the program ensures maximum security for this
zone.

e Local network (allow access to files and printers). This status is recommended for zones with an average
risk factor (for example, corporate LANS).

e Trusted network (allow any network activity). It is only recommended to apply this status to zones that in
your opinion are absolutely safe where your computer is not subject to attacks and attempts to gain access to
your data.

It is not recommended to use the Stealth Mode if the computer is being used as a server (for example, mail server or
HTTP server). Otherwise, the computers that connect to the server will not see it in the network.

PHISHING ATTACK DETEC  TED

Every time Kaspersky Anti-Virus detects a phishing attack, a special notification will pop up.
The notification will contain:

e The name of the threat (phishing attack) as a link to the Kaspersky Lab's Virus Encyclopedia with a detailed
overview of the threat.

e Phishing website address.
e Possible responses:
e Allow i continues phishing site downloading.
e Block i blocks phishing site downloading.
To apply the selected action to all objects with the same status detected in the current session of the protection

component or the task, check the I Apply to all box. The current session is the time from when the component is
started until it is disabled or the application is restarted, or the time from beginning a virus scan until it is complete.

AUTOD IAL ATTEMPT DETECTED

When Anti-Spy detects dial attempts to certain numbers, a special notification pops up containing:

e The name of the threat as it is listed in the Kaspersky Lab Virus Encyclopedia. The name of the threat is given
as a link to www.viruslist.com where you can find detailed information on the type of threat detected.

e Full filename of the process that has initiated the dial attempt, and the path to it.

e Information on the phone number being called by the dialer.

e Possible responses:
e Allow i allows dialing to the specified number and establishing the network connection;
e Block i blocks dialing to the specified number;

e Add to trusted numbers i add the number to the list of trusted numbers. This option may be used if you
have authorized the call to the specified number in order to avoid the application repeating false positives
when dialing the number.
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INVALID CERTIFICATED ETECTED

Security check for the connection via SSL protocol is performed using the installed certificate. If an invalid certificate is
detected when the connection to the server is attempted (for example, if the certificate is replaced by an intruder), a
notification will be displayed on the screen.

The notification will contain the information about possible causes of the error, as well as the remote port and the
address. You will be prompted to decide if the connection with an invalid certificate should be continued:

e Accept certificate T continue connection with the website;
e Reject certificate i interrupt connection with the website;

e View certificate i view information about the certificate.




WORKING WITH THE APP  LICATION FROM
THE COMMAND LINE

You can work with Kaspersky Anti-Virus from the command line.

Command line syntax:

avp.com <command> [options]

You must access the application from the command line from the Kaspersky Anti-Virus installation folder, or by specifying
the full path to avp.com.

The following commands can be used as a <command>:
e HELP T help with command syntax and list of commands.
e SCAN T scanning of objects for malware.
e UPDATE starts the application update.

e ROLLBACK I rolls back to the last Kaspersky Anti-Virus update made (the command can only be executed if
the password assigned via the application interface is entered).

e START starts a component or a task.

e STOP T stops a component or a task (the command can only be executed if the password assigned via the
Kaspersky Anti-Virus interface is entered).

e STATUS displays the current component or task status on screen.
e STATISTICS T displays statistics for the component or task on screen.
e EXPORT i exports application protection settings.

e IMPORT 1 imports application protection settings (the command can only be executed if the password assigned
via the Kaspersky Anti-Virus interface is entered).

e ACTIVATE T activates Kaspersky Anti-Virus via Internet using an activation code.

e ADDKEY i activates the application using a key file (the command can only be executed if the password
assigned via the application interface is entered).

e RESTORET restores a file from quarantine.

e EXITT closes the application (the command can only be executed if the password assigned via the application
interface is entered).

e TRACE 1 obtains a trace file.

Each command requires its own specific set of parameters.
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VIEWING HELP

Use this command to view the application command line syntax:
avp.com [ /? | HELP ]
To get help on the syntax of a specific command, you can use one of the following commands:

avp.com <command> /?

avp.com HELP <command>

VIR US SCAN

Starting a scan of a certain area for viruses and processing malicious objects from the command prompt generally looks
as follows:

avp.com SCAN [<object scanned>] [<action>] [<file types>] [<exclusions>] [<report
settings>] [<advanced settings>]

To scan objects, you can also use the tasks created in the application by starting the one you need from the command
line. The task will be run with the settings specified in Kaspersky Anti-Virus interface.
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Settings description:

<object to scan>1 this parameter gives the list of objects that will be scanned for malicious code. The parameter may
include several space-separated values from the list provided:

o <files>1T list of paths to the files and / or folders to be scanned. You can enter an absolute or relative path to the
file. ltems on the list are separated by a space. Comments:

¢ if the object name contains a space, it must be placed in quotation marks;
o if reference is made to a specific folder, all files in this folder are scanned.

e JALL T full computer scan.

e /MEMORY i RAM objects.

e /STARTUP T startup objects.

e /MAIL T mail databases.

e /REMDRIVES T all removable drives.

e /FIXDRIVES T all local drives.

e /NETDRIVES all network drives.

e /QUARANTINE i quarantined objects.

o /@:<filelist.Ist>1 path to a file containing a list of objects and catalogs to be scanned. The file should be in text
format and each scan object must be listed on a separate line. You can enter an absolute or relative path to the
file. The path must be placed in quotation marks even if it contains a space.

<action> T this parameter determines what action will be taken with malicious objects detected during the scan. If this
parameter has not been defined, the default action is the one with the value for /i2. The following values are possible:

e /i0 1 take no action on the object; simply record information about it in the report.
e /il1 treat infected objects and if disinfection is impossible, skip.

e /i217 treat infected objects, and if disinfection fails, delete. Do not delete infected objects from compound
objects. Delete infected compound objects with executable headers (.sfx archives). This is the default setting.

e /i31 treat infected objects and if disinfection fails, delete. Delete all compound objects completely if infected
parts cannot be deleted.

e [i41 delete infected objects. Delete all compound objects completely if the infected parts cannot be deleted.
e /i81 prompt the user for action if an infected object is detected.
e /i971 prompt the user for action at the end of the scan.

<file types>i this parameter defines the file types that will be subject to an anti-virus scan. By default, if this parameter
is not defined, only infected files by contents will be scanned. The following values are possible:

e /[feT scan only infected files by extension.
e /fiT scan only infected files by contents.
e [fai scan allfiles.

<exclusions>1 this parameter defines objects that are excluded from the scan. The parameter may include several
space-separated values from the list provided.
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e /e:al do not scan archives.

e /e:b T do not scan email databases.

e /exm i do notscan plain text emails.

e /e:<mask>T do not scan objects, which match the mask.

e Je:<seconds>1 skip objects that are scanned for longer than the time specified in the <seconds> parameter.

<report settings> 1 this parameter determines the format of the report on scan results. You can use an absolute or
relative path to the file. If the parameter is not defined, scan results are displayed on screen, and all events are shown.

e /R:<report_file> 7 only log important events in this file.
e /RA:<report_file> 1 log all events in this file.

<advanced settings> 1 settings that define the use of anti-virus scanning technologies and of the settings configuration
file:

e /iChecker=<on]|off>1 enable / disable the use of iChecker technology.
e /iSwift=<on|off>1 enable / disable the use of iSwift technology.

e /w:<confi gur at iidefine$ thelpath tomthermenfiguration file that contains the application settings
for the scan. You can enter an absolute or relative path to the file. If this parameter is not defined, the values set
in the application interface are used.

Examples:

®»  Start a scan of memory, startup objects, mail databases, the directories My Documents and Program Files and the
file test.exe:

avp.com SCAN /MEMORY /STARTUP /MAIL " C:\ Documents and Settings \ All Users \ My Documents "
"C:\ Program Fil es" "C:\Downloads \ testexe "

®»  Scan the objects listed in the file object2scan.txt, using the configuration file scan_setting.txt for the job. Use the
scan_setting.txt configuration file. When the scan is complete, create a report to log all events:

avp.com SCAN /MEMORY /@:objects2scan.txt /C:scan_settings.txt /RA:scan.log

A sample configuration file:

/IMEMORY /@:0bjects2scan.txt /C:scan_settings.txt /RA:scan.log

UPDATING THE APPLICAT ION

The syntax for updating the modules of Kaspersky Anti-Virus and application databases from the command line is as
follows:

avp.com UPDATE [<update_source>] [/APP=<on|off>] [<report_settings>]
[<advanced_settings>]

Settings description:

<update_source>1 HTTP or FTP server or network folder for downloading updates. If a path is not selected, the update
source will be taken from the application update settings.

/APP=<on|off>1 enable / disable application modules update.
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<report settings> 1 this parameter determines the format of the report on scan results. You can use an absolute or
relative path to the file. If the parameter is not defined, scan results are displayed on screen, and all events are shown.
The following values are possible:

e /R:<report_file> T only log important events in this file.
e /RA:<report_file> 1 log all events in this file.
<advanced settings> 1 settings that define the use of the settings configuration file.
/l #: <confi gur at iidefinesthelpath tothensenfiguration file that contains the application settings

for the scan. You can enter an absolute or relative path to the file. If this parameter is not defined, the values set
in the application interface are used.

Examples:
®» Update application databases and record all events in a report:
avp.com UPDATE /RA:avbases_upd.txt
®» Update the Kaspersky Anti-Virus application modules using the parameters of updateapp.ini configuration file:

avp.com UPDATE /APP=on /C:updateapp.ini

ROLLING BACK THE LAST UPDATE

Command syntax:

avp.com ROLLBACK </password=<password>> [<report_settings>]

Settings description:

</password=<password>>i a password assigned via the application interface. The ROLLBACK command will not be
executed without entering the password.

<report settings> 1 settings that define the format of the report on scan results. You can use an absolute and relative
path to the file. If the parameter is not defined, scan results are displayed on screen, and all events are shown.

e /R:<report_file>T only log important events in this file.

o /RA:<report_file>T log all events in this file. You can use an absolute or relative path to the file. If the
parameter is not defined, scan results are displayed on screen, and all events are shown.

Example:
avp.com ROLLBACK/password=123/RA:rollback.txt

STARTING / STOPPING A PROTECTIO N COMPONENT OR A
TASK

The START command syntax:

avp.com START <profile|task_name> [report_settings>]

The STOP command syntax:

avp.com STOP <profile[task_name> </password=<password>>
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Settings description:

</password=<password>> 1T a password assigned via the application interface. The STOP command will not be
executed without entering the password.

<report settings>1 this parameter determines the format of the report on scan results. You can use an absolute and
relative path to the file. If the parameter is not defined, scan results are displayed on screen, and all events are shown.
The following values are possible:

e /R:<report_file>1 only log important events in this file.

e /RA:<report_file>1 log all events in this file. You can use an absolute or relative path to the file. If the
parameter is not defined, scan results are displayed on screen, and all events are shown.

The <profile|task_name> setting can have one of the following values:
e Protection (RTP) i all protection components;
e Anti-Hacker (AH) i Anti-Hacker;

e fw i Firewall;

e ids i Intrusion Detection System;

e Anti-Spam (AS) i Anti-Spam;

e Anti-Spy (ASPY) i Anti-Spy;

e AdBlocker i Anti-Banner;

e antidial i Anti-Dialer;

e Behavior_Blocking2 i Proactive Defense;

e pdm27 Application Activity Analyzer;

e regguard2i Registry Guard;

e File_Monitoring (FM) i File Anti-Virus;

e Web_Monitoring i Web Anti-Virus;

e Mail_Monitoring (EM) i Mail Anti-Virus;

e Lock_Control (LC) T Access Control;

e Device_Locker i Device Control;

e Scan_My_Computer i full computer scan task;
e Scan_Objects i objects scan;

e Scan_Quarantine i quarantine scan;

e Scan_Startup (STARTUP) i startup objects scan;
e Updater i update task;

e Rollback i updates rollback task.
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Components and tasks started from the command line are run with the settings modified through the application's
interface.

Examples:

®» To enable File Anti-Virus, type the following in the command prompt:
avp.com START FM

®» To stop the full scan task from the command prompt, enter the following:

avp.com STOP SCAN_MY_COMPUTER /password=<your_password>

STATISTICS ON ACOMPO NENT 'S OPERATIONORA TASK

The STATUS command syntax:

avp.com STATUS <profile[task_name>

The STATISTICS command syntax:

avp.com STATISTICS <profile|task_name>

Settings description:

The <profile|task_name> setting can have one of the values specified in the START / STOP command (see page 195).

EXPORTING PROTECTION SETTINGS

Command syntax:

avp.com EXPORT <profile|task_name> <file_name>

Settings description:

The <profile[task_name> setting can have one of the values specified in the START / STOP command (see page 195).

<file_name> 1 path to the file to which the application settings are being exported. An absolute or a relative path may be
specified.

Example:
avp.com EXPORT RTP RTP_settings.dat T binary format
avp.com EXPORT FM FM_setti  ngs.txt 1 text format

| MPORTING PROTECTION SETTINGS

Command syntax:

avp.com IMPORT <file_name> </password=<your_password>>

Settings description:

<file_name>1 path to the file from which the application settings are being imported. An absolute or a relative path may
be specified.

</password=<your_password>> 1 a password assigned via the application interface.
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Example:
avp.com IMPORT settings.dat

ACTIVATING THE APPLIC  ATION

You can activate Kaspersky Anti-Virus in two ways:
e via the Internet using an activation code (the ACTIVATE command);
e using a key file (the ADDKEY command).

Command syntax:
avp.com ACTIVATE <activation_code> </password=<password>>

avp.com ADDKEY <file_name> </password=<password>>

Settings description:

<activation_code> T the activation code: XXXXX-XXXXX-XXXXX-XXXXX.
<file_name>Ti application key file with the .key: xxxxxxxx.key extension.

</password=<password>> i a password assigned via the application interface.

Example:
avp.com ACTIVATE 11AA1 - 11AAA- 1AA11- 1A111
avp.com ADDKEY 1AA111Al1.k ey </password=<password>>

RESTORING A FILE FROM QUARANTINE

Command syntax:
avp.com RESTORE [/REPLACE] <file_name>

Settings description:

/REPLACE i replacement of existing file.

<file_name>1 the name of file to restore.

Example:
avp.com REPLACE C: \eicar. com

CLOSING THE APPLICATI  ON

Command syntax:

avp.com EXIT </password=<password>>

Settings description:

</password=<password>> T a password assigned via the application interface. The command will not be executed
without entering the password.
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OBTAINING A TRACE FILE

You might need to create a trace file if you have problems with Kaspersky Anti-Virus. Trace files are useful to
troubleshoot problems, and are extensively used by the specialists at Technical Support.

Command syntax:

avp.com TRACE [file] [on|o ff] [<trace_level>]

Settings description:

[on]off] i enable / disable trace file creation.
[file] T output trace to file.

<trace_level>T this value can be an integer from 100 (minimum level, only critical messages) to 600 (maximum level, all
messages).

When contacting the Technical Support Service, you should specify the required trace level. If the level is not specified,
we recommend setting the value to 500.

Examples:
®» To disable trace file creation:
avp.com TRACE file off
®» Create a trace file with the trace level of 500:

avp.com TRACE file on 500

RETURN CODES OF THEC OMMAND LINE

The general codes may be returned by any command from the command line. The return codes include general codes as
well as codes specific to a specific type of task.

General return codes:

e 017 operation completed successfully;
e 17 invalid setting value;

e 27 unknown error;

e 317 task completion error;

e 417 task cancelled.

Virus scan task return codes:

e 1017 all dangerous objects processed;

e 1027 dangerous objects detected.




MODIFYI NG, REPAIRING, OR RE MOVING
THE APPLICATION

You can uninstall the application in the following ways:

e using the application setup wizard (see section "Modifying, repairing, and removing the program using the
installation wizard" on page 200);

e from the command prompt (see section "Uninstalling the application from the command prompt" on page 202);
e using Kaspersky Administration Kit (please refer to Kaspersky Administration Kit Deployment Guide);

e using Microsoft Windows Server 2000/2003 domain group policies (see section "Uninstalling the application" on
page 26).

IN THIS SECTION
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MODIFYING , REPAIRING , AND REMOVING THE
APPLICATION USING TH E INSTALLA TION WIZARD

You may find it necessary to repair the application if you have detected errors in its operation after an incorrect
configuration or a file corruption.

By changing the components in the application, you can install missing Kaspersky Anti-Virus components or delete those
that you do not want nor need.

®»  To repair or modify missing Kaspersky Anti-Virus components or uninstall the application, please do the following:

1. Insert the installation CD into your CD/DVD-ROM drive, if you used one to install the application. If you have
installed Kaspersky Anti-Virus from a different source (public access folder, folder on your hard drive, etc.),
make sure that the application installation package is at the given location and that you have access to it.

2. Select Start —» Programs — Kaspersky Anti-Virus 6.0 for Windows Workstations MP4 — Modify, Repair,
or Remove.

The installation wizard will then open for the program. Let us take a closer look at the steps that should be taken to repair,
modify, or remove the application.

STEP 1. INSTALLATION WELCOME WINDOW

If you have taken all the steps described above and required to repair or modify the application, Kaspersky Anti-Virus
installation welcome window will appear. Click the Next button to continue.
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STEP 2. SELECTI NG AN OPERATION

At this step, you should select which operation you want to run on the application. You can modify the application
components, repair the components that are already installed, or remove several components or the entire application.
To execute the operation you need, click the appropriate button. The installation program's response depends on the
operation you have selected.

Modifying the application is similar to custom application installation where you can specify which components you want
to install, and which ones to delete.

Repairing the application depends on the application components installed. The files will be repaired for all components
that have been installed and the Recommended security level will be set for each of them.

When removing the application, you can select what data created and used by the application you wish to save on your
computer. To delete all Kaspersky Anti-Virus data, select the ® Complete uninstall option. To save data, select the
® save application objects option and specify which objects should not be deleted:

e Activation information i key file needed to work with the application.

Application databases - complete set of signatures of dangerous programs, viruses, and other threats current as of the
last update.

e Anti-Spam database i database used to detect junk email. This database contains detailed information on which
mail is spam and which is not.

e Backup objects - backup copies of deleted or disinfected objects. We recommend saving these objects, so that
they could be restored later.

e Quarantine objects - objects that are potentially infected by viruses or modifications of them. These objects
contain code that is similar to code of a known virus but it is difficult to determine if they are malicious. It is
recommended to save them, since they might prove harmless or could be disinfected after the threat signatures
are updated.

e Application settings - settings for all application components.

e iSwift data - database with information on objects scanned in NTFS. This allows increasing scan speed. Using
this database, Kaspersky Anti-Virus only scans the files that have been modified since the last scan.

If a long period of time elapses between uninstalling one version of Kaspersky Anti-Virus and installing another, we do
not recommend using the iSwift database saved from a previous installation of the application. A malicious program could
penetrate the computer during this period and its effects would not be detected by the database, which could lead to an
infection.

To start the operation selected, click the Next button. The application will begin copying the necessary files to your
computer or deleting the selected components and data.

STEP 3. COMPLETING APPLICATIO N MODIFICATION , REPAIR , OR
REMOVAL

The maodification, repair, or removal process is displayed on the screen, after which you will be informed of its completion.

Removing the program generally requires you to restart your computer afterward, since this is necessary to account for
modifications to your system. The application will ask if you want to restart your computer. Click the Yes button to restart
immediately. To restart your computer later, click the No button.
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REMOVING THE APPLICAT  ION FROM THE COMMAND
PROMPT

®»  To uninstall Kaspersky Anti-Virus 6.0 for Windows Workstations MP4 from the command prompt, execute the
following:

msiexec /x <package_name>
The installation wizard will open. You may use it to uninstall the application.

®» To uninstall the application in non-interactive mode without restarting the computer (the computer should be
restarted manually after uninstalling), enter the following:

msiexec /x <package_name> /gn
®» To uninstall the application in non-interactive mode and then restart the computer, enter the following:

msiexec /x <package_name> ALLOWREBOOT=1 /gn

If you opted for password protection against uninstalling the application when you installed the application, you will need
to confirm that password when uninstalling the application. Otherwise the application cannot be uninstalled.

®» To remove the application when it is password-protected, enter the following:
msiexec /x <package_name> KLUNINSTPASSWD=x++#** T to remove the application in interactive mode;

msiexec /x <package_name> KLUNINSTPASSWD=****** jqn T to remove the application in non-interactive
mode.




MANAGING THE APPLICA  TION VIA
KASPERSKY ADMINISTRA  TION KIT

Kaspersky Administration Kit is a system for centrally managing the key administrative tasks in operating a security
system for a corporate network, based on the applications included in Kaspersky Anti-Virus Open Space Security.
Kaspersky Administration Kit supports all network configurations that use TCP.

The application is intended for administrators of corporate computer networks and employees who are responsible for
anti-virus protection in their companies.

Kaspersky Anti-Virus 6.0 for Windows Workstations MP4 is one of the Kaspersky Lab's products that can be
administered through its own application interface, the command prompt (these methods are described above herein), or
using Kaspersky Administration Kit program (if the computer makes part of a centralized remote administration system).

To manage Kaspersky Anti-Virus via Kaspersky Administration Kit, please do the following:
e deploy Administration Server on the network;

e install Administration Console on the administrator's workstation (for more details see the Kaspersky
Administration Kit Deployment Guide);

e install Kaspersky Anti-Virus and Network Agent (included with Kaspersky Administration Kit) on the networked
computers. For more details about remote installation of the Kaspersky Anti-Virus installation package on
networked computers see Kaspersky Administration Kit Deployment Guide.

Note that if computers in the network already have the previous version of Kaspersky Anti-Virus installed, you should take
the following steps before upgrading to the new version via Kaspersky Administration Kit:

e halt the previous version of the application beforehand (you can do this remotely through Kaspersky
Administration Kit);

e close all running applications before beginning installation;
e once installation is complete, restart the operating system on the remote computer.

Before upgrading the Kaspersky Lab administration plug-in through Kaspersky Administration Kit, close Administration
Console.

Administration Console (see figure below) allows you to administer the application through Kaspersky Administration Kit.
It provides a standard MMC-integrated interface, and allows the administrator to perform the following functions:

e remotely installing and uninstalling Kaspersky Anti-Virus and Network Agent on networked computers;
e remotely configuring Kaspersky Anti-Virus on networked computers;

e updating Kaspersky Anti-Virus databases and modules;

e managing licenses for Kaspersky Anti-Virus on networked computers;

e viewing information about the application's operation on client computers.
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‘i Kaspersky Administration Kit

File  Action View Help

& M@m X E R @ m

K Kaspersky Administration Kik
[Efwe ] Adrinistration Server TESTL 2
=) Managed computers Gettlng Sta rted
=} Reports and notifications
(i< Kaspersky Administration Kit tasks
[y Tasks For specific computer.s Deployment Computer management
% Event and computer selections
314 Unassigned computers Kaspersky Anti-virus is installed on all y . Managed computers: 1. Unassigned y \
{4 Repositaties managed computers computers discovered: 1559, @
O Install Kaspersky Anti-Virus B view managed computers
structure
Protection Virus Scan
Pratection is running y \ Yirus scan runs on schedule y \
Edit protection policy for @ Edit virus scan task for @
windows Workstations Windows Workstations
B Edit protection policy for B Edit virus scan task for
Windows Servers Windows Servers
Update Monitoring
Updates repository last updated: 23 minutes : : Critical events registered on Administration ’ \
agao. Server, @
B modify update settings O view protection status
Edit notification settings View events
* Introduction * Getting started ® Interface How Ta * Help I
4+ kd \ Extended A Standard

Figure 12. Kaspersky Administration Kit Administration Console

The appearance of the Kaspersky Administration Kit main window may vary depending on the operating system of the
computer you are using.

When working via Kaspersky Administration Kit, the application is administered by policy settings, task settings, and
application settings set by the administrator.

Named actions taken by the application are referred to as tasks. Based on the functions they perform, tasks are divided
by types: virus scan tasks, application update tasks, update rollbacks, and key file installation tasks.

Each task has a collection of settings for the application that are used when it is executed. The task settings for the
application that are common to all types of tasks are the application settings. Application settings that are specific to a
task type form task settings. Application settings and task settings do not overlap.

The key feature of centralized administration is grouping remote computers on the network and managing them by
creating and configuring group policies.

Policy is a collection of application settings for a group, as well as a collection of restrictions on re-editing those settings
when setting up the application or tasks on an individual client computer. A policy includes settings for configuring all the
features of the application, with the exception of settings that are customized for specific instances of a task. Schedule
settings are an example.

Thus, policies include the following settings:
e  Settings common to all tasks (application settings);

e  Settings common to all instances of a single task type (primarily task settings).
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This means that a policy for Kaspersky Anti-Virus, the tasks for which include virus protection and scan tasks, includes all
the necessary settings for configuring the application when executing both types of tasks but not, for example, a schedule
for running those tasks or settings that define the scan scope.

IN THIS SECTION
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M ANAGING THE APPLICAT ION

Kaspersky Administration Kit gives you the opportunity to remotely start and stop Kaspersky Anti-Virus on individual client
computers, as well as modifying general settings for the application, such as enabling/disabling computer protection,
modifying settings for Backup and Quarantine and reporting.

TEST1 Properties

| General || F'ru:uteu:tiu:un| Applications | Tasks|

All K.azpersky Lab applications installed on client computer:

Application name Status

E K

|E I etk

1 Ak 5.0 for Window ... RBunning
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[ Eventz ” Statizticz H Froperties

[ k. H Cancel ] Apply

Figure 13. Client computer properties window. The Applications tab

®» To manage the application, please do the following:
1. Open Kaspersky Administration Kit Administration Console.

2. Select the Managed computers folder with the name of the group that includes the client computer.
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3. Inthe selected group, open the Client computers folder and select the computer for which you need to modify
application settings.

4. Select the Properties command from the context menu or the corresponding item from the Action menu to
open the client computer properties window.

5. The Applications tab on the properties window of the client computer displays the complete list of Kaspersky
Lab applications installed on the client computer. Select Kaspersky Anti-Virus 6.0 for Windows Workstations
MP4 from the list of applications.

There are controls under the list of applications that you can use to:

e view the list of events in application operation that have occurred on the client computer and have been
recorded on the Administration Server;

e view current statistics on application operation;

¢ modify application settings (see page 207).

STARTING AND STOPPING THE APPLICATION

Kaspersky Anti-Virus 6.0 is installed and started on remote client computers from the application properties window
(see figure below).

In the top part of the window, you will find the name of the application installed, information on the version, the installation
date, its status (whether the application is running or stopped on the local computer), and information about the status of
the threat signature database.

"Kaspersky Anti-Virus 6.0 for Windows Workstations M... |E|[Z|

General |F'r-:uperties Licenzes || Events

. o Aekiirus B0 For Windowes "Work stations kP
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Plug-in information

Yerzion number: £.0.41119

Inztalled: 0E.07.2009 18:14:28
Last zoftware update: 08.07.2009 16:27. 32
Current status; Running

Application databaze
Dratabaze date: 08.07 2009 15:37:00

Murnber of anti-viruz records: 2429159
Lazt update date: 08.07 2009 16:27:32

Start [ Stop ]

[ ] 4 l[ Cancel ] Apply

Figure 14. Application properties window. The General tab
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= To stop or start the application on a remote computer, please do the following:
1. Open the properties window for the client computer (see page 205) on the Applications tab.

2. Select Kaspersky Anti-Virus 6.0 for Windows Workstations MP4 from the list of applications and click the
Properties button.

3. Inthe application properties window that will open, on the General tab, click the Stop button to stop the
application or the Start button to start it.

CONFIGURING APPLICATI  ON SETTINGS

You can view and edit application settings in the application properties window on the Properties tab (see figure below).
The other tabs are standard for the Kaspersky Administration Kit application and are covered in more details in
Reference Guide.
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auto-dialer, suspicious compressed files, multi-packed objects
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Figure 15. Application properties window. The Properties tab

If for the application a policy has been created (see page 242) that prevents some settings from being remodified, they
will be unchangeable when configuring the application.

®» To view and edit the application settings, please do the following:
1. Open the properties window for the client computer (see page 205) on the Applications tab.

2. Select Kaspersky Anti-Virus 6.0 for Windows Workstations MP4 from the list of applications and click the
Properties button.
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3. Inthe application properties window that will open, on the Properties tab you can edit the general settings of
Kaspersky Anti-Virus, storage and reporting settings, and network settings. To do so, select the required value
from the dropdown menu in the top part of the window, and edit the settings.
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CONFIGURING SPECIFIC ~ SETTINGS

When administering Kaspersky Anti-Virus through Kaspersky Administration Kit, you can enable/disable interactivity,
configure the appearance of the application, and edit information on Technical Support. These settings can be edited in
the application properties window (see figure below).

“Kaspersky Anti-Virus 6.0 for, Windows Workstations M... rz|
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Figure 16. Application properties window. Configuring specific settings

In the Interaction section, you can specify the settings for user's interaction with Kaspersky Anti-Virus interface:

e Displaying application's interface on a remote computer. If the ¥ Display Kaspersky Anti-Virus interface box
is checked, a user that works on a remote computer, will see the Kaspersky Anti-Virus icon and pop-up
messages, and will have a possibility to make decisions of further actions in notification windows informing
about an event. To disable the interactive mode of application's operation, uncheck the box.

e Event notification. You can also configure the parameters of notifications about events in application's operation
(for example, dangerous object detection). To do this, check the [¥] Enable notifications box and click the
Settings button.

e Displaying application icon in the taskbar notification area and its animation. If the Y1 Display taskbar
notification area icon is checked, a user who works on a remote computer will be able to see the Kaspersky
Anti-Virus icon. Depending on the operation being performed by the application, the application icon in the
system tray will change. By default, the application icon is animated. In this case, it only displays the protection
status of your computer: if the protection is enabled, the icon is in full color; if the protection is paused or
disabled, the icon turns grey.

e Displaying "Protected by Kaspersky Lab" on Microsoft Windows logon screen. This indicator appears by default
in the top right corner of the screen when Kaspersky Anti-Virus loads. It informs you that your computer is
protected from any type of threats.
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If the application is installed on a computer running under Microsoft Windows Vista, this option will be
unavailable.

e Displaying the application in Start Menu. If the [¥! Display Kaspersky Anti-Virus in Start Menu is unchecked,
a user who works on a remote computer will not be able to see the application in the Start menu.

e Displaying in the list of installed programs. If the [¥! Display Kaspersky Anti-Virus in the list of installed
programs box is unchecked, a user who works on a remote computer will not be able to see the application in
the list of installed programs.

Besides, you can specify application statuses, which should not be displayed in the main window of Kaspersky Anti-Virus.
To do this, in the Statuses displayed on the client computer section, click the Settings button and check ¥l the
security statuses needed in the window that will open. You can specify the monitoring periods of application databases in
the same window.

In this window, you can edit information on user technical support that is provided in the Support info section of the

Kaspersky Anti-Virus Support window on a remote computer. To open this window, click the Settings button in the
Custom support information section.

If for the application a policy has been created (see page 242) that prevents some settings from being remodified, they
will be unchangeable when configuring the application.

®» To view and edit the application's advanced settings, please do the following:
1. Open the client computer properties window (see page 205) on the Applications tab.

2. Select Kaspersky Anti-Virus 6.0 for Windows Workstations MP4 from the list of applications and click the
Properties button.

3. Inthe application properties window that will open, on the Properties tab, select the Interaction with user item
from the dropdown list, and edit the settings.

M ANAGING TASKS

This section includes information on managing tasks for Kaspersky Anti-Virus. For more details on managing tasks via
Kaspersky Administration Kit, consult the Administrator Guide for that product.

A list of system tasks is created for each networked computer when the application is being installed. This list includes
protection tasks (File Anti-Virus, Web Anti-Virus, Mail Anti-Virus, Proactive Defense, Anti-Spy, Anti-Hacker, Anti-Spam,
Access Control), a number of virus scan tasks (Full Scan, Quick Scan), and update tasks (database and application
module updates and database rollbacks).

You can manage the schedule for system tasks and edit the settings for them. System tasks cannot be deleted.
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You can also create your own tasks (see page 212), such as scan tasks, application updates and update rollbacks, and
key file installation tasks.
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Figure 17. Client computer properties window. The Tasks tab

®»  To open the list of tasks created for a client computer, please do the following:
1. Open Kaspersky Administration Kit Administration Console.
2. Select the Managed computers folder with the name of the group that includes the client computer.

3. Inthe selected group, open the Client computers folder and select the computer for which you need to modify
application settings.

4. Select the Properties command from the context menu or the corresponding item from the Action menu to
open the client computer properties window.

5. In the client computer properties window that will open, select the Tasks tab. Here you will find the complete list
of tasks created for the client computer.

STARTING AND STOPPI NG TASKS

Tasks are started on the client computer only if the corresponding application is running (see page 206). If the application
is stopped, all tasks running will be terminated.

Tasks are started and stopped automatically, according to a schedule, or manually using commands from the context
menu and from the View Task Settings window. You can also pause tasks and resume them.
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®» To start/stop/pause/resume a task manually, please do the following:
1. Open the client computer properties window (see page 210) on the Tasks tab.

2. Select the required task and open the context menu for it. Select the Start item to start the task or the Stop item
to stop it. You can also use the corresponding items in the Action menu.

You cannot pause or resume a task from the context menu.

or

Select the required task from the list and click the Properties button. You can use the buttons on the General
tab in the task properties window that will open to start, stop, pause, or resume a task.

CREATING TASKS

When working with the application via Kaspersky Administration Kit, you can create the following types of tasks:
e local tasks defined for individual client computers;
e group tasks defined for client computers that belong to administration groups;
e tasks for sets of computers that are defined for computers outside of administration groups;

e Kaspersky Administration Kit tasks are specific tasks for the Update Server: update download tasks, backup
tasks, and report sending tasks.

Computer group tasks are only performed on the selected set of computers. If new client computers are added
to a group with computers for which a remote installation task has been created, this task will not run for them.
You should create a new task or make appropriate changes to the settings of the existing task.

You can take the following actions on tasks:
e specifying tasks settings;
e monitoring task execution;

e copying and moving tasks from one group to another, and also deleting them using the standard commands
Copy/Paste, Cut/Paste, Delete from the context menu, or the same commands from the Action menu;

e importing and exporting tasks.
Consult the Kaspersky Administration Kit Reference Guide for more information on working with tasks.
®» To create a local task, please do the following:

1. Open the client computer properties window (see page 210) on the Tasks tab.

2. Click the Add button.

3. The New Task Wizard will then start (see page 213). Please follow its instructions.
®» To create a group task, please do the following:

1. Open Kaspersky Administration Kit Administration Console.

2. Inthe Managed computers folder, open the folder with the name of the required group.
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3. Inthe group you have selected, open the Group tasks folder, where you will find all of the tasks created for that
group.

4. Open the New Task Wizard by clicking the Create a new task link in the taskbar. The specifics of creating
group tasks are covered in the Kaspersky Administration Kit Reference Guide.

®» To create a task for a group of computers (a Kaspersky Administration Kit task), please do the following:
1. Open Kaspersky Administration Kit Administration Console.
2. Select the Tasks for specific computers folder (Kaspersky Administration Kit tasks).

3. Open the New Task Wizard by clicking the Create a new task link in the taskbar. The specifics of creating
Kaspersky Administration Kit tasks and tasks for groups of computers are covered in the Kaspersky
Administration Kit Reference Guide.

LocAaL TAsk WIZARD

The Local Task Wizard starts when you select the corresponding commands from the context menu for the client
computer or from the properties window for that computer.

This wizard consists of a series of boxes (steps) navigated using the Back and Next buttons; to close the wizard once it
has completed its work, use the Finish button. To cancel the wizard at any stage, use the Cancel button.

STEP 1. ENTERING GENERAL DATA ON THE TASK

The first wizard window is introductory: all you enter here is the name of the task (the Name field).

STEP 2. SELEC TING AN APPLICATION AND TASK TYPE

At this step, you should specify the application for which the task is being created (Kaspersky Anti-Virus 6.0 for Windows
Workstations MP4, or Administration Agent). You should also select the task type. The possible tasks for Kaspersky Anti-
Virus 6.0 are:

e Scan for viruses i task of virus scan of the areas specified by the user.
e Update i retrieves and applies update packages for the application.
e Update Rollback i rolls back to the latest application update.

e Key file installation - installation of a key file for a new license as needed to operate the application.

STEP 3. CONFIGURING THE SELEC TED TASK TYPE

Depending on the task type selected at the previous step, the contents of the settings window may vary.

The virus scan tasks require you to specify the action that Kaspersky Anti-Virus will take if it detects a malicious object
(see page 123) and requires you to create a list of objects to be scanned (see page 122).

For database and application module update tasks, you should specify the source that will be used to download updates
(see page 133). The default update source is the Kaspersky Administration Kit update server.

Update rollback tasks have no specific settings.

For license key installation tasks, specify the path to the key file with the Browse button. In order to add a file as a

license key for an additional license, check the corresponding I box. The additional license key will take effect when the
active license key expires.
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Information about the specified license (license number, type, and expiration date) is displayed in the field below.

STEP 4. CONFIGURING A SCHEDUL E

After configuring the tasks, you will be offered to configure the automatic task run schedule.

To do so, select the frequency for running the task from the dropdown menu in the schedule settings window and modify
the schedule settings in the bottom part of the window.

STEP 5. COMP LETING THE TASK CREA  TION

The last window of the wizard will inform you that you have successfully created the task.

CONFIGURING TASKS

Configuring application tasks via the Kaspersky Administration Kit interface is similar to configuring via the local
Kaspersky Anti-Virus interface, except for the settings that are edited individually for each user, such as scan tasks run
schedule, or settings specific to Kaspersky Administration Kit, such as settings that allow/block managing local scan
tasks by the users.

If for the application a policy has been created (see page 242) that prevents some settings from being remodified, they
will be unchangeable when configuring the application.
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All the tabs, except for the Properties tab (see figure below), are standard for the Kaspersky Administration Kit
application and are covered more in detail in the Reference Guide. The Properties tab contains specific settings for
Kaspersky Anti-Virus. The contents of this tab vary depending on the task type selected.

Virus Scan - Windows Workstations Properties |E|[z|

General | Motfization | Schedule Ell:uiects| Properties |.-'-‘-.|:|:|:|unt

Security Level

i _ Recommended
| - Oiptimal prokeckion

-“_l- - Appropriake for most users
= & Cuskomize. ..

Action

) Prompt For action when the scan is complete
) Prompt For action during scan
"EJ' Do mok prompt Far ackion

Disinfect

Delete if disinfection fails

Run made

[] Pause scheduled scan when screensaver is inackive or computer is
unlocked

k. l [ Cancel Apply

Figure 18. Task properties window. The Properties tab

®» To view and edit local tasks, please do the following:

1. Open the client computer properties window (see page 210) on the Tasks tab.

2. Select a task from the list and click the Properties button. As a result, the task settings window will open.
®» To view the group tasks, please do the following:

1. Open Kaspersky Administration Kit Administration Console.

2. Inthe Managed computers folder, open the folder with the name of the required group.

3. Inthe group you have selected, open the Group tasks folder, where you will find all of the tasks created for that
group.

4. Select the required task from the console tree to view and edit its properties.

The taskbar will display comprehensive information on the task and the links for managing task execution and
editing its settings. The specifics of creating group tasks are described in the Kaspersky Administration Kit
Reference Guide.

®» To view tasks for a group of computers (a Kaspersky Administration Kit task), please do the following:

1. Open Kaspersky Administration Kit Administration Console.
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2. Select the Tasks for specific computers folder (Kaspersky Administration Kit tasks).
3. Select the required task from the console tree to view and edit its properties.

The taskbar will display comprehensive information on the task and the links for managing task execution and
editing its settings. The specifics of Kaspersky Administration Kit tasks and tasks for sets of computers can be
found in the Kaspersky Administration Kit Reference Guide.

M ANAGING POLICIES

Setting up policies allows you to apply universal application and task settings to client computers that belong to a single
administration group.

This section includes information on creating and configuring policies for Kaspersky Anti-Virus 6.0 for Windows
Workstations MP4. For more details on the concept of managing policies through Kaspersky Administration Kit, see the
Administrator Guide for the application.

When creating and configuring a policy, you can fully or partially block settings from being edited in policies for nested

groups, task settings, and application settings. To do so, click the = putton. It should change to & for settings that are
locked.

®»  To open the list of policies for Kaspersky Anti-Virus, please do the following:
1. Open Kaspersky Administration Kit Administration Console.
2. Select the Managed computers folder with the name of the group that includes the client computer.
3. Inthe group you have selected, open the Policies folder, where you will find all of the policies created for that

group.

CREATING POLICIES

When working with Kaspersky Anti-Virus via Kaspersky Administration Kit, you may create the following types of policies:
You can take the following actions on policies:
e configuring policies;

e copying and moving policies from one group to another, and also deleting them using the standard commands
Copy/Paste, Cut/Paste, Delete from the context menu, or the same commands from the Action menu;

e importing and exporting policy settings.
Working with policies is covered in more details in the Kaspersky Administration Kit Reference Guide.
®» To create a policy, please do the following:

1. Open Kaspersky Administration Kit Administration Console.

2. Inthe Managed computers folder, open the folder with the name of the required group.

3. Inthe group you have selected, open the Policies folder, where you will find all of the policies created for that
group.

4. Open the New Task Wizard by clicking the Create a new policy link in the taskbar.

5. The New Task Wizard will then start in the window that will open (see page 242): and follow its instructions.
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PoLicy CREATION WIZARD

The Policy Wizard can be started by selecting the corresponding action from the context menu of the Policies folder of
the required administration group, or by clicking the link in the results panel (for the Policies folders).

This wizard consists of a series of boxes (steps) navigated using the Back and Next buttons; to close the wizard once it
has completed its work, use the Finish button. To cancel the wizard at any stage, use the Cancel button.

STEP 1. ENTERING GENERAL DATA ON THE POLICY

The first wizard windows are welcome windows. Here you should specify the name of the policy (the Name field) and
select Kaspersky Anti-Virus 6.0 for Windows Workstations MP4 from the Application name dropdown menu.

If you run the Policy Creation Wizard from the Policies node of the taskbar (using the Create a new Kaspersky Anti-
Virus for Windows Workstations MP4 policy), you will not be able to select an application.

If you want to create a policy based on the settings of an existing policy created for the previous version of the
application, check the ¥ Take settings from existing policy box and select the policy whose settings should be used in
the new policy. To select a policy, click the Select button, which will open the list of existing policies that you may use
when creating a new one.

STEP 2. SELECTING THE POLICY  STATUS

In this window, you will be offered to specify the status of the policy after it is created, selecting one of the following
options: active policy, inactive policy, or mobile user policy. Consult the Kaspersky Administration Kit Reference Guide for
more details on policy statuses.

Several policies may be created for a single application in a group, but only one of them can be the current (active)
policy.
STEP 3. IMPORTING THE APPLICA  TION SETTINGS

If you have a file with application settings saved earlier, you can specify the path to it using the Load button; the wizard
windows displayed hereafter will show the imported settings.

STEP 4. CONFIGURING THE PROTE CTION

At this step, you can enable/disable or configure protection components that will be used in the policy.

All protection components are enabled by default. To disable any of the components, uncheck the box next to it. To fine-
tune a protection component, select it from the list and click the Configure button.

STEP 5. CONFIGURING PASSWORD PROTECTION

This wizard window (see figure below) offers you to edit the general application settings: enable/disable self-defense,
enable/disable external control of system services, set up password protection for the application, or remove it.

STEP 6. CONFIGURING THE TRUST ED ZONE

In this window of the wizard, you will be offered to configure the trusted zone: add the software used for network
administration to the list of trusted applications, and exclude several file types from scan.
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STEP 7. CONFIGURING THE INTER ~ ACTION WITH THE USER

At this step, you can specify the settings for interaction between the user and Kaspersky Anti-Virus:
e displaying the application's interface on a remote computer;
e notifying the user about events;
e displaying the application icon in the taskbar notification area and animating it;
e displaying "Protected by Kaspersky Lab" on Microsoft Windows logon screen;
e displaying the application in the Start menu;

e displaying the application in the list of applications installed.

STEP 8. COMPLETING THE POLICY CREATION

The final window of the wizard will inform you that you have successfully created the policy.

Once the wizard closes, the policy for the application will be added to the Policies folder of the corresponding group,
becoming visible in the console tree.

You can edit the settings of the policy created and set restrictions on modifying its settings using the i and I@ puttons
for each group of settings. If the ] icon is displayed, the client computer user will not be able to edit the settings. If

the _‘j icon is displayed, the user will be able to edit the settings. The policy will be applied to client computers the first
time the clients synchronize with the server.
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CONFIGURING THEPOLIC Y

At the editing stage, you can modify the policy and block modification of the settings in nested group policies, and in the
application and task settings. Policy settings can be edited in the policy properties window (see figure below).

Figure 19. Policy properties window. The Protection tab

All the tabs, except for the Protection and Settings tabs, are standard for Kaspersky Administration Kit. They are
covered in more details in the Administrator Guide.

Policy settings for Kaspersky Anti-Virus 6.0 include application settings (see page 207) and task settings (see page 214).
The Settings tab displays the application settings and the Protection tab displays the task settings.

To edit settings, select the required value from the dropdown menu in the top part of the window and set it.
®» To view and edit policies settings, please do the following:

1. Open Kaspersky Administration Kit Administration Console.

2. Inthe Managed computers folder, open the folder with the name of the required group.

3. Inthe group you have selected, open the Policies folder, where you will find all of the policies created for that
group.

4. Select the required policy from the console tree to view and edit its properties.

5. The taskbar will display comprehensive information on the policy and the links for managing the policy status
and editing its settings.

or





































































































































